International Journal of Business, Economics and Management
2020 Vol. 7, No. 6, pp. 860-374.

ISSN(e): 2312-0916

ISSN(p): 2312-5772

DOI: 10.18488/journal.62.2020.76.360.374

© 2020 Conscientia Beam. All Rights Reserved.

0 check for
updates

A PROCESS MODEL FOR CONFORMANCE OF HEALTH INFORMATION SYSTEMS:
TOWARDS NATIONAL INTEROPERABILITY

D. Chetty! "»*Da Vinct Institute, Technology Management South Africa.
: y ‘Email: mehetty@ecsir.co.za Tel 00270116081331
A. Botha? ‘Emazil: abotha@csir.co.za Tel: 00270116081331

:Email: krishna(@daviner.ac.za Tel: 00270813333712 | A i }

(+ Corresponding author)

K. K. Govender**

ABSTRACT

Article History In response to the critical challenge of lack of interoperability amongst health
Ezii‘ejdll‘}i?“zggjo information systems in South Africa, as highlighted by the National eHealth Strategy,
Accepted: 18 A{,gust 2020 the National Department of Health (NDoH) published the Health Normative Standards
Published: 9 September 2020 Framework (HNSF) for eHealth interoperability in 2014. The HNSF stipulated that all

health information systems deployed in South Africa should conform fully to all
Efiz::z;iysstems applicable standards. The CSIR as a strategic partner to the NDoH, is developing a
Standards variety of health information systems that are deployed in public sector clinics and
gzx}:om hospitals which need to be subjected to conformance tests. This research therefore aims

to develop a process model that could consistently be used to test conformance of the
various health information systems to the standards and profiles prescribed by the
HNSF. The Goodhue Task-Technology Fit framework was adapted as the theoretical
framework, since it holds that the probability of the process model having a positive
impact on performance is increased, if the characteristics of the process model match
the tasks that need to be performed. The Design Science Research (DSR) methodology
and Action Design Research (ADR) process were used, since they operationalised the
research towards a process model, to guide the process of testing eHealth systems for
conformance to the standards prescribed in the HNSF. An important outcome of the
research was that the ADR process was adopted for conformance testing at the CSIR
and it will periodically be adapted as required to ensure its continued relevance and fit
to the environment.

JEL Classification:

I19.

Contribution/Originality: This study will address the critical challenge of lack of interoperability amongst
health information systems in South Africa, by ensuring that they fully conform to all applicable standards. The
conformance testing process model developed in this research study provides a mechanism for the Council for
Scientific and Industrial Research (CSIR) in South Africa to continually test (at all stages of development) the
conformance of its systems to the HNSF. In this manner, changes to the software design and code can be done
during the development cycle, and not after systems have been deployed and are found wanting (when it is more

difficult and more expensive to effect changes to the code).

1. INTRODUCTION
The World Health Organisation (WHO) and the International Telecommunications Union (ITU) define

electronic Health (eHealth) as the use of information and communication technology (ICT) for health. In its
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broadest sense, eHealth is concerned with improving the flow of information, through electronic means, to support
the delivery and management of health services (World Health Organization, 2012).
According to Terry (2014) the true value of eHealth in support of national health strategies is stifled by silo
implementations and the resultant fragmentation of health information systems. An analysis of the health
information systems deployed in South Africa revealed that there are at least 42 different systems deployed across
South African health facilities (NDoH & CSIR, 2014). This study further reported that there is very little or no
sharing of information across the various systems that have been deployed (NDoH & CSIR, 2014). The inability to
share information across systems is the key challenge and this impact negatively on healthcare delivery in South
Africa. Among the issues are the following:
e The inability to track patient visits to health facilities results in patients attending multiple clinics for the
purposes of 'drug shopping'. The dispensing of antiretroviral medication is specifically targeted, as it is a
key ingredient in the synthesis of Nyaope (Thomas & Velaphi, 2014).

e The inability to share clinical test results leads to unnecessary duplication of tests at exorbitant costs to
the health system (Stewart, Fernandes, Rodriguez-Huertas, & Landzberg, 2010).

e Resource planning for health is difficult, due to the absence of accurate statistics with respect to the usage
of health facilities (Boerma & Stansfield, 2007).

Following the publication of the South African eHealth Strategy (National Planning Commission., 2012) efforts
have been made to address the issue of fragmentation of eHealth systems. In 2014, the National Department of
Health (NDoH) published the Health Normative Standards Framework (HNSF) for interoperability of eHealth
systems. The HNSF strives to ensure that all South African eHealth systems conform to a minimum set of
standards to enable information exchange and use (National Department of Health & Council for Scientific and
Industrial Research, 2014). eHealth interoperability refers to the ability of health information systems to work
together within and across organisational boundaries to advance the health status of, and the effective delivery of
healthcare to, individuals and communities (HIMSS, 2013). The HNSF prescribes a minimum set of standards that
all health information systems must conform to, in order to facilitate interoperability between diverse health
information systems. In the preamble to the HNSF gazette, the South African Minister of Health stipulates that
only those health information systems that fully comply with the standards prescribed in the HNSF, should be
considered for procurement and implementation in the South African health system (National Department of
Health & Council for Scientific and Industrial Research, 2014). At the time of conducting this study (2017/18),
there existed no local capability to test whether health information systems did indeed conform to the standards
prescribed in the HNSF. The absence of such a conformance testing capability meant that government and relevant
regulators were unable to verify that health information systems do indeed meet the prescribed interoperability
standards, and developers of health information systems are unable to continually verify that their systems meet the
prescribed interoperability standards during the various stages of system development.

In light of the above, the aim of this study was to develop a process model that could describe and guide the
process of testing the conformance of health information systems to the eHealth interoperability standards
prescribed by the HNSF. This aim will be achieved by establishing the role that standards play in enabling eHealth
interoperability; exploring best practice in conformance testing of health information systems to prescribed
standards; and guiding an instantiation of a conformance test of a real-world health information system to one of

the eHealth interoperability standards prescribed by the HNSF.

2. LITERATURE REVIEW
2.1. ¢ Health
A systematic review of eHealth conducted by Oh, Rizo, Enkin, and Jadad (2005) yielded 51 unique definitions,

and the study concluded that there is no consensus on the meaning of eHealth, but identified two universal themes
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associated with the term, namely, health and technology. At its 58" World Health Assembly, the World Health
Organisation (WHO) described eHealth as “the cost effective and secure use of information and communications
technologies in support of health and health-related fields, including healthcare services, health surveillance, health
literature, and health education, knowledge and research (WHO, 2005). More recently, the WHO opted for a
simpler definition of eHealth, referring to eHealth as the use of information and communications technologies for
health (WHO.,, 2019). In this research, the simpler WHO definition of eHealth is adopted, due to the broad scope
addressed by the definition, and hence its ability to encompass the fast growing range of applications of information
and communications technologies in health.

In 2018, the WHO published the classification of eHealth interventions, aimed at categorising the different
ways in which eHealth technologies are being used to support health system needs (WHO, 2018). Taking a
summary of health system challenges as the point of departure, the classification of eHealth interventions
introduces four categories, namely, interventions for clients, interventions for healthcare providers, interventions
for health system or resource managers, and interventions for data services.

According to the national eHealth toolkit that was published by the WHO and ITU in 20183, the critical
importance of these technologies for health has been known for a long time. However, health service provision
encountered severe challenges in many countries before eHealth attracted sufficient attention to be moved from the
periphery, to the centre of health planning (ITU, 2012).

The cost of acquiring the necessary hardware and software, as well as the cost of implementation and
maintenance of eHealth applications, is one of the barriers to digital health adoption (Moseley, Randall, & Wiles,
2003). Measuring the return on such investment also proves to be difficult. McGee, Reeder, Regan, Kleinke, and
Arnold (2009) argue that there is no strong business case for digital health, as the typical return on investment
(ROI) is generally low and short-lived. Kiberu, Mars, and Scott (2017) identified three factors as hindrances to
adopting telemedicine in Uganda, namely, lack of knowledge and skills, lack of policy, and resistance from
healthcare workers. Resistance to change is another barrier to eHealth adoption. The implementation of eHealth
requires changes to workflows and healthcare routines. Doctors and nurses may be threatened by such changes, as
they can be perceived as questioning their professional judgement (Adebesin, Kotzé, Van Greunen, & Foster, 2013).
Another reason behind resistance to eHealth that technology may compromise the personal relationship that they
have with patients (McGrath, Arar, & Pugh, 2007).

While eHealth does have the potential to improve the quality of care, healthcare providers are concerned about
the security of healthcare information (Anderson, 2007). Healthcare providers may be held legally liable for
unauthorised access to healthcare information (Boonstra & Broekhuis, 2010).

In South Africa, there is recognition that the various health policy imperatives (including the National Health
Insurance) will only be possible if they are supported by appropriate underlying health information systems

(National Planning Commission, 2012); (National Department of Health, 2012).

2.2. eHealth Interoperability

There is no single definition of the term interoperability and the most popular one is provided by the Institute
of Electrical and Electronics Engineers (IEEE), The IEEE describes interoperability as the ability of two or more
systems or components to exchange information and to use the information that has been exchanged (Geraci et al.,
1991). Vernadat (2007) describes interoperability as the “ability of a system (or process) to use information and/or
functionality of another system (or process) by adhering to common standards”. Interoperability in eHealth also
needs to address policy and organisational issues that reflect the main purpose of eHealth, namely, providing better,
safer and more efficient healthcare delivery (NHTA, 2007).

Interoperability of health information systems has the potential to benefit all stakeholders involved in the

delivery and receipt of healthcare (HIQA, 2013) which includes enhanced quality and safety of treatments received,
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electronic transfer of prescriptions, efficiencies through a reduction in duplication of data capture, cost savings from
the reduction induplicate diagnostic testing, etc. (Iroju, Soriyan, Gambo, & Olaleke, 2013).

eHealth interoperability is not a simple task, since the healthcare domain is a complex one and comprises a
number of different stakeholders and actors, including doctors, nurses, radiologists, pharmacists, psychiatrists,
medical aids, and others. Each of these actors generate the data that they require, which data is also complex,
because it ranges from patient administration data to clinical data, billing information, and laboratory data (Iroju et
al., 2013).

The prevalence of healthcare legacy systems with limited interoperability and compliance to eHealth standards
is also a significant barrier to achieving interoperability. In South Africa, 42 different eHealth systems were
identified, with very little compliance to standards and interoperability (National Department of Health & Council
for Scientific and Industrial Research, 2014).

Some vendors use a lack of interoperability to their advantage as a customer retention strategy by building
systems that can only interoperate with their own products (HIQA, 2013). The healthcare industry is traditionally
paper based, and the transition to electronic systems present a significant change — one that is often met with much
resistance (Iroju et al.,, 2013). Although the benefits of interoperability in healthcare are considerable, they may not
be clearly visible as the benefits are dispersed across a large number of stakeholders such as vendors, providers,

policy makers, and the individual (HIQA, 2013).

2.8. eHealth Interoperability Frameworks

In 2012, the European Commission set the objective to develop an eHealth European Interoperability
Framework in the context of the generic European Interoperability Framework (EIF) (eHealth Network, 2017). Six
principles were extracted from the generic European Interoperability Framework (EIF), namely, security and
privacy, transparency, preservation of information, reusability, technological neutrality and adaptability, and
openness (eHealth Network, 2017). For each interoperability level, the organisations involved should formalise
cooperation arrangements in interoperability agreements. This plays a crucial role in the context of the eHealth
EIF, as an interoperability agreement is an essential tool to accelerate the transformation process to achieve higher
degrees of eHealth interoperability. In terms of legal interoperability, eight binding instruments and six non-
binding legal instruments are pertinent to the work of the eHealth EIF.

From an organisational perspective, three recommendations have been extracted by the eHealth Governance
Initiative (eHGI) discussion paper on semantic and technical interoperability to support the development of the
eHealth EIF. These included encouraging greater cooperation between Member States; between national
authorities and standardisation bodies; and incentivisation of healthcare providers (eHealth Governance Initiative,
2012). With respect to semantic interoperability, three categories of semantic artefacts are proposed, namely, a
systems for concept representation; clinical models that assemble data items and map each item to specific
terminology subsets, and EHR information models that provide a higher level containment framework and
provenance context (eHealth Governance Initiative, 2012).

The Refined eHealth European Interoperability Framework changed the eEIF from four to six levels. The
Organisational level is split into Policy making and Care execution, because these levels require different actors and
responsibilities. The governance of the collaboration is also anchored at the policy level, but affects all levels. The
Technical level is split into Applications (i.e., health-specific technology), and IT infrastructure (i.e.,, general
technology, servers, networks, etc.), because these levels have different responsibilities and obey different classes of
standards.

The Australian National eHealth Transition Authority (NEHTA) published Version 2 of the NEHTA

Interoperability Framework (IF2) in 2007. The purpose of IIF2 Figure 1 is to serve as a “common reference point
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that provides guidance to business and I'T experts in delivering interoperable eHealth systems in Australia — while
allowing for the evolutionary and emergent aspects of business, policy and technology (NHTA, 2007).
Figure 1 NEHTA Interoperability Framework

NEHTA Interoperability Framework V2

Organisational Information

Information Concepts

Information Patterns

Organisational Patterns

Figure-1. NEHTA Interoperability Framework V2.
Source: NHTA. (2007).

2.4. eHealth Standardisation

According to the International Organisation for Standardisation (ISO), a standard is “a document, established
by consensus and approved by a recognized body, that provides, for common and repeated use, rules, guidelines or
characteristics for activities or their results, aimed at the achievement of the optimum degree of order in a given
context (ISO, 2004). It is important to note that consensus does not imply unanimity, but refers to “general
agreement, characterised by the absence of sustained opposition to substantial issues by any important part of the
concerned interests and by a process that involves seeking to take into account the views of all parties concerned
and to reconcile any conflicting arguments (Benson & Grieve, 2016).

In the eHealth context, standards refer to the specifications that enable interoperability among healthcare-
related information and communication technologies and systems that are typically developed by a multitude of
different system developers. Standards are not software or hardware but, the blueprints that technology developers
use to create products that will inherently be compatible with other products adhering to these same standards
(ITU, 2012). Standards therefore act as the middle ground where coordination between different software systems
is needed. For example, systems that have very different user interfaces can still communicate meaningful data if
they use similar terminologies, or terminologies that can be mapped to each other, to capture information (Hawn,
2009; I'TU, 2012). Standardisation offers a number of benefits, including the prevention of single vendor lock-in,
promotion of healthy market competition with associated cost savings, reduction in the risks of new technology
development, and removing the need for expensive customized solutions (Kotze, Foster, Van Greunen, & Adebesin,
2013; Wager, Lee, & Glaser, 2017). The benefits of standardisation increase at an exponential rate as the number of
systems that need to be linked increases (Benson & Grieve, 2016). The number of distinct links required to
interconnect N different systems increases according to the following formula: N(N-1)/2. Therefore, linking two
systems requires only one link, while linking 6 systems requires 15 links, and linking 100 systems requires 4950
interfaces. Standards allow for the replacement of individual links between systems by standard-based interfaces, as

described in Figure 2 thereby drastically reducing the effort involved in linking large numbers of nodes or systems.
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Figure-2. Point-to-point links vs. Standards-based interoperability.
Source: Benson and Grieve (2016).

The literature review was comprehensive in that it firmly established the need for eHealth interoperability, and
the critical role that adherence to standards plays in enabling eHealth interoperability. It further explored the field
of testing for conformance to standards. The literature study therefore established a scientific grounding on which

the aim and objectives of this research study could be met.

3. RESEARCH METHODOLOGY"

The conformance testing process model was primarily used by CSIR software developers and testers who were
involved in the development of health information systems, since it is was envisaged that the conformance testing
process model will also be of specific interest to the National Department of Health (NDoH)towards enabling
national conformance testing of health systems. A process model is described by Nilsen (2015) as the specification of
steps, stages, or phases in a process, in order to describe and guide the process of translating research into practice
and as such, it extends to the implementation and use of research within a specific context.

The researcher adapted the Task-Technology Fit (T'TF) as the theoretical framework, since the TTF theory
proposes that the probability of information technology (IT) having a positive impact on intended performance is
increased, if the capabilities of the IT artefact matches the tasks that needs to be performed (Goodhue, 1995;
Goodhue & Thompson, 1995). These researchers assert that “[I]nformation systems (systems, policies, IS staf,
etc.) have a positive impact on performance only when there is correspondence between their functionality and the
task requirements of the user (Goodhue & Thompson, 1995). As depicted in Figure 3 the scope of TTF can be seen

as the fit of Information system functionality to task requirements.

Task Characteristics Performance Impacts
Task-Technology Fit
Technology Characteristics
Utilisation

Figure-3. Task-technology fit.

Source: Goodhue and Thompson (1995).

The researcher adopted the TTF Figure 3 model to evaluate the fit of the conceptualised Process Model to Test
Conformance of Health Information Systems to eHealth Interoperability Standards to the task of testing Health Information
Systems’ conformance to eHealth Interoperability Standards. The TTF model Figure 8 presumes that performance is

impacted by the fit between three constructs: technology characteristics, task requirements, and individual abilities.

! Considering the nature of this research, a detailed explanation of the research methodology is necessary.
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This research argues that a fit exists between the process model characteristics and task characteristics within a
localised context. This is represented as the Task Process Fit model (TPF) depicted in Figure 4 below. The localised
context is framed by the South African Health System characteristics in general and the CSIR domain specifically,

and is represented by Context Characteristics.

Task Characteristics

Performance Impact

Process Model Characteristics Task-Process Model Fit

Utilisation

Context Characteristics

Figure-4. Task-process model fit.
Source: Goodhue and Thompson (1995).

With respect to this study, context characteristics are the local, CSIR, and national health systems in South
Africa, and circumstances that form the setting for conformance testing. Task-Process Model fit depicted in Figure
4 is seen as the extent to which the Process Model to Test Conformance of Health Information Systems to eHealth
Interoperability Standards, conceptualised in this research, could affect Conformance Testing of Health Information
Systems to eHealth Interoperability Standards. Performance impact is described by Goodhue and Thompson (1995) as
the “impact in this context related to the accomplishment of a portfolio of tasks. Higher performance implies some
mix of improved efficiency, improved effectiveness, and/or higher quality.” Utilisation is described as “the behaviour

of employing the technology in completing the task (Goodhue & Thompson, 1995).

4. RESEARCH APPROACH

An iterative design process, facilitated by a Design Science Research (DSR) methodology, was followed to
explore and describe a process model as a research artefact, and to evaluate it through an instantiation (Hevner,
March, Park, & Ram, 2004; Hevner & Wickramasinghe, 2018). The instantiation provides a real-world
concretisation of the process model towards validation of the artefact (Gregor, 2006). Design Science Research
complements the pragmatic perspective in the design, application, and evaluation of designed artefacts. Simon
(1996) argues for the knowledge underlying the construction of artefacts as theory and describes the design process
as having a satisfactory, rather than an optimum, design. Hevner et al. (2004) echo these sentiments and add the
criterion that the solution 'does work', and the need to describe an environment in which it works. Gregor and
Hevner (2013) additionally advocate the inclusion of design criteria in addition to a design artefact, arguing that
“both the contributions made in the form of viable artefacts and the contributions at more abstract levels” constitute
a DSR contribution.

DSR thus involves the construction of a wide range of socio-technical artefacts, such as systems, models,
strategies, methods, and interventions (Hevner & Chatterjee, 2010). For the purpose of this study, the DSR method
was operationalised through the Mullarkey and Hevner (2019) elaborated Action Design Research (ADR) process
model. The ADR process model is considered appropriate as it caters for an immersive exploration as part of an in-
situ context (Mullarkey & Hevner, 2019). This research is considered to have a problem-centred entry point, as it is

driven by the researcher-practitioner's desire to understand what a “better artefact would look like (Pefters,
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Tuunanen, Rothenberger, & Chatterjee, 2007). As such, the ADR process model from DSR is adopted, since its
iterative and in-situ nature is in line with the research aim, namely to develop a process model that can describe and
guide the process of testing conformance of health information systems to the eHealth interoperability standards
prescribed by the HNSF.

A number of research processes have been identified to operationalise the three-cycle model of Hevner et al.
(2004) which evolved to a four-cycle model by including an additional cycle (Drechsler & Hevner, 2016). The ADR
process depicted in Figure 5. Mullarkey and Hevner (2019) is adopted as it is iterative and in-situ nature is in line

with the study's aim and context.

N MO

Diagnosis Design Implementation

centred ADR
entry point

Figure-5. The four stages of action design research.
Source: Mullarkey and Hevner (2019).

Within the four stages of the ADR process, each states the objective of that stage, and accommodates the
creation of an artefact, its evaluation, reflection, and formalisation of learning (Mullarkey & Hevner, 2019). There
are various entry stages to the process and since the research aims to develop a process model that can describe and
guide the process of testing conformance of health information systems to the eHealth interoperability standards
described in the HNSF, this study utilises a problem-centred ADR entry point as it initiates the research by
considering the problem.

The diagnosis cycle is described as facilitating the exploration and description of the application domain. The
narrative in this cycle aims to establish the context within which this research study takes place. It firstly defines
eHealth, and discusses its application, benefits, and barriers to adoption. It also provides a summary of some of the
pertinent eHealth initiatives in South Africa and introduces the concept of eHealth interoperability. After defining
eHealth interoperability, the importance and barriers to interoperability is given, and a summary is provided of
some of the existing international eHealth interoperability frameworks.

The critical importance of standards as a mechanism to facilitate eHealth interoperability is presented.
Describing standards in the eHealth context, the cycle argues the benefits of standardisation in addition to some of
the challenges related to eHealth standardisation. Pertinent international standards development organisations and
standards initiatives in South Africa, related to eHealth, are presented.

The design phase enables the development and evaluation of design features; various design principles are
formulated as part of the design. In agreement with Sein, Henfridsson, Purao, Rossi, and Lindgren (2011) the
design cycle in this research study is implicitly executed and explicitly presented (Mullarkey & Hevner, 2019) as the

conceptual process model to test conformance of health information systems to eHealth interoperability standards.
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In the implementation cycle, the conceptual process model for conformance testing was used to test
conformance of one of the health information systems developed by the CSIR to the Patient Demographic Query
profile prescribed in the HNSF. This real-life instantiation provided the opportunity to evaluate the conformance
testing process model. In the process model of Peffers, Tuunanen, Rothenberger, and Chatterjee (2008) the
activities are described that are associated with the demonstration of an instantiation as involving the
substantiation of the efficacy of the produced artefact. This extends to include the artefact's use in experimentation,
simulation, and similar activities. The demonstration of the artefact's worth implies an extensive knowledge of how
the artefact is envisaged to solve the identified research problem. Hevner et al. (2004) describe a number of the
available design evaluation methods. These, along with the specific methods applied to the research study, are

presented in Table 1.

Table-1. Design evaluation methods.

Design evaluation methods Methods applied in this study
1. Observational Case study, field study
2. Analytical Statistical analysis, architecture | In this study, an analytical analysis was

analysis, optimisation, dynamic analysis | conducted on the domain expert reviewer’s
teedback questionnaires.

3. Experimental Controlled experiment, simulation
4. Testing Functional testing, structural testing
5. Descriptive Informed argument, scenarios A descriptive analysis was demonstrated

through an instantiation and critical
reflection of the secondary documents and
reports generated.

Source: Hevner et al. (2004).

In this research, the method of domain expert review was selected for evaluation of the conformance testing
process model. Expert review is described as the evaluation of an artefact, by a domain expert, against a set of
evaluation criteria (Kovesdi & Joe, 2017). It is envisaged to provide authoritative and independent reviews on the
validity of the proposed solution in action. A domain expert can be defined as an individual with specific relevant
skills and extensive experience and knowledge in a specific area of expertise, according to IGI Global. (2015).
MacLellan. and Soden (2003) and Glaser and Chi (1988) in deliberating the notion of an expert, argue that an
expert can be viewed as an individual that is able to ruminate on phenomena within their domain effectively and
strategically, by utilising their domain knowledge and experience. This outline implies sufficient insight and
experience in a particular domain to enable the individual to make informed decisions related to a phenomena, thus
enabling a critical evaluation (Holbrook, Krosnick, Moore, & Tourangeau, 2007; Jansen & Hak, 2005). It follows
that a domain expert can be considered as possessing extensive knowledge in a specific field.

Domain experts specifically in the field of health information systems integration were selected who had
specialised knowledge and experience of health standards and the role thereof in conformance testing. Holbrook et
al. (2007) and Nielsen (2000) provide compelling arguments for the conservative selection of two (2) to five (5)
experts as being sufficient, with feedback reaching saturation. For this study, five domain experts were used to
perform the expert review. The domain expert review was conducted in two phases — ex-ante and ex-post. The ex-
ante review consisted of a guided walkthrough and explanation of how the process was conceptualised and how it is
envisaged to be instantiated. Suggestions were then incorporated where relevant. The ex-post domain expert
review likewise consisted of a guided walkthrough of the instantiation and resulting process model. The steps
recommended by Pinelle and Gutwin (2002) were followed as a guided walkthrough with the selected experts.

Hevner et al. (2004) state that a researcher might iterate back to the design and development activity to refine
the solution artefact. Peffers et al. (2007) argue that, during artefact evaluation, the researcher observes and
measures whether the research artefact provides a suitable solution to the research problem. He suggests that the

objectives of the solution be matched with the practical outcomes of the artefact instantiation. They furthermore
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note that the evaluation entails an estimation of the fit concerning the functionality provided by the research
artefact and with objective performance measures, as described in the conceptual artefact. The evolution cycle

describes the re-consideration of the instantiated artefact after implementation and during adoption.

5. RESEARCH FINDINGS

The findings are summarised below by linking to the specific research questions.
Question 1: What is the significance of standards in enabling eHealth interoperability?

Standards are a critical building block towards eHealth interoperability, as they provide a common ‘Tlanguage’
that various health information systems can use to exchange electronic information in such a manner that
exchanged information can be ‘understood’ and therefore used in a meaningful way (Dixon, 2016). In the absence of
standards, interoperability between systems can be established by creating point-to-point linkages between the
relevant systems. This mechanism of establishing interoperability is susceptible to the phenomenon of
combinatorial explosion; while only one link is required to connect 2 systems, 15 links are needed to connect six
systems, and 4950 interfaces are required to connect 100 systems (Oemig & Snelick, 2016). Standards offer an
alternative to establishing interoperability by standardising the actual format and content of the messages that are
being exchanged. In this manner, messages can be exchanged and ‘understood’ by various systems without the need
for proprietary point-to-point links.

While the need for standardisation is widely appreciated, the selection of appropriate standards for eHealth
interoperability is not a trivial task. This is because there are a number of international standards development
organisations that are developing standards that do not necessary complement each other. In some instances, there
are standards that actually contradict each other. Adebesin (2014) developed a method for the selection of eHealth
standards to support interoperability in healthcare information systems. This method was used to develop the
South African Health Normative Standards Framework for eHealth Interoperability (HNSF). The HNSF continues
to be a valuable ‘policy’ that prescribes the minimum set of standards to which eHealth systems in South Africa
must conform.

Question 2: What should the role of conformance testing be in enabling eHealth interoperability?

This study has firmly established the critical role of standards in enabling eHealth interoperability, and
emphasised the HNSF as the foundation ‘policy’ that prescribes the minimum standards to which health information
systems in South Africa must conform. The mechanism to establish whether such systems do indeed conform to the
prescribed standards is conformance testing. Conformance testing assesses the extent to which systems meet the
requirements that are inherent in the prescribed standards (Kindrick, Sauter, & Matthews, 1996).

The absence of conformance testing for the verification of conformance to standards means that developers and
procurers of health information systems cannot be entirely sure that the health information system that they are
building or buying conforms fully to the required standards. The cost associated with changing systems that are
already deployed to make them standards compliant can be quite exorbitant.

Conformance testing cannot be substituted by interoperability testing, which often takes the form of
connectathons, as these tests merely test whether systems can interoperate or not. They are unable to pronounce on
whether interoperability or lack thereof is due to conformance on non-conformance of individual systems to the
requirements of the standard. Conformance testing, for both developers and procurers of health information
systems, should therefore be compulsory.

Question 3: What are the key elements that guide conformance testing of eHealth systems?

Conformance testing assesses whether a health information system meets the requirements of the underlying
standard or not (Kindrick et al., 1996). The system requirements are derived from the underlying standards
applicable to the functionality of that system. Therefore, before any form of conformance testing takes place, there

must be clarity with respect to the underlying standards and specifications required by the SUT.
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The conformance test plan should include test cases that test the SUT’s conformance to each of the
requirements of the underlying standards. In other words, there should be a good match between the requirements
of the standards and the proposed test cases. Conformance testing can be done manually, or by using automated test
tools, or by a combination of manual and automated processes. There are a number of existing automated
conformance test tools; some of these are openly available, and can be used to perform common conformance tests.

Contfiguration of the SUT and the chosen test tool/s can be a complicated task. It is vitally important that such
configuration is well documented for future reference.

Main Research Question: 7hat process can consistently be used to test conformance of health information systems to
eHealth interoperability standards as described in the HNSF?

This study resulted in the development of an eight-step process model for conformance testing of health
information systems, as summarised in Figure 6. Blocks in red indicate steps that were included as a result of the

expert review evaluation process.

Select Base Standards Select Profile for Develop Conformance Develop the Test Suite

and Profiles conformance testing Specification

The Health National This step allows for the Define exact s  Test Plan
Standards Framework explicit selection of the conformance & Test Cases
will serve asthe selection profile from HNSF that specifications using

conformance constructs,
keywords and statements

of eHealth base
standards and profiles

conformance testing will
be performed against.

select Test Tool Configure Test Tool & Assess Readiness for Execute conformance
SUT Testing tests & produce test
reports

A testingreadiness All conformance tests per
checklist should be
drawn up, and all items
on the checklist should
be affirmed prior to

testing.

An appropriate
automated testtool
should be selected;
dependant onthe
standard or profile
against which

Configure testtool & SUT
to enablethemto

thetestplan are

connect; executed using the

selected testtool; Each

Load SUT with test data
and testmaterial.

test generatesatest

report.

conformance testing is

Figure-6. Eight-step model for conformance testing of the health operations information systems.

5.1. Significance and Contribution of the Research Study

In the preamble to the National eHealth Strategy the Minister of Health, Dr Aaron Motsoaledi, highlighted the
fragmentation of health information systems as a major obstacle to the realisation of the benefits of eHealth in
South Africa. The HNSF is generally considered a major step forward in addressing the problem of fragmentation
of health information systems, as it prescribes the minimum standards that must be adhered to in order to enable
interoperability of health information systems. However, the impact of the HNSF in terms of enabling eHealth
interoperability is impeded by the absence of a mechanism to test whether health information systems are indeed
conforming to the standards prescribed in the HNSF or not.

The absence of such a conformance testing mechanism leaves developers of health information systems unsure

of the level of conformance of these systems to the HNSF. It is imperative that these systems interoperate with
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other facility-based and national health information systems. The CSIR therefore has a need to ensure that the
systems it develops conform fully to all of the relevant standards prescribed in the HNSF. The conformance testing
process model developed in this research study provides a mechanism for CSIR to continually test (at all stages of
development) the conformance of its systems to the HNSF. In this manner, changes to the software design and code
can be done during the development cycle, and not after systems have been deployed and are found wanting (when
it is more difficult and more expensive to effect changes to the code).

The National Department of Health & Council for Scientific and Industrial Research (2014) calls for all
purchasers of health information systems to consider only systems that are fully compliant with the standards
prescribed in the HNSF. Since the publication of the HNSF, tender documentation from various purchasers have
included HNSF compliance as a requirement. However, the absence of a mechanism to test conformance to the
standards prescribed in the HNSF means that purchasers cannot be absolutely sure of the claims of compliance
made by health information system vendors. The conformance testing process model provides an avenue for

purchasers of health information systems to insist on systems testing and the provision of evidence of compliance.

5.2. Scope and Limitations of the Research

The conformance testing process model developed in this study ends with the production of test results that
indicate whether the SUT has passed the specific conformance test or not. It does not produce an official certificate
of conformance. In order for the process to include certification, it must be conducted in a laboratory that is ISO
17025 compliant. The conformance testing process model is limited by existing test tools and should the tools for
specific tests not exist, then the test tool needs to be developed first, before the conformance testing process model
can be employed.

The conformance testing process model tests conformance to the standards prescribed in the HNSF, which is
not a comprehensive list of eHealth standards. It focuses only on eHealth applications that deal with patient
information (National Department of Health & Council for Scientific and Industrial Research, 2014). Therefore, the
conformance testing process model inherits the limitations associated with the HNSF.

The process model for conformance testing developed through this study was limited to use by the CSIR to
test conformance of the health information systems it develops to applicable eHealth interoperability standards. At
the time of the study, the HNSF focussed on interoperability standards for the exchange of patient-centric
information, such as patient demographic information, summaries of care, discharge summaries, referral notes, and
diagnostic test results. While also important for eHealth interoperability, the HNSF does not extend to specifying
standards for edge devices such as computers, mobile devices, or portable diagnostic devices.

While Government and industry would likely be interested in the adoption of the conformance testing process
model, this study focussed primarily on the application of the conformance testing process model in the CSIR
environment — to test health information systems that are being developed by CSIR for conformance to the eHealth
interoperability standards prescribed by the HNSF.

This study focussed on conformance testing, that is, ascertaining the degree to which an implementation of a
standard meets the requirements of that standard (Moseley et al., 2003). The study specifically excluded
interoperability testing, which is concerned with whether multiple systems can actually interoperate in real world
environments. Interoperability testing can be defined as “the assessment of a product to determine if it behaves as

expected while interoperating with another product (Kindrick et al., 1996).
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