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ABSTRACT 

In this paper, we study the ability of quantum networks to support both random and non-random data 

traffic single-photon quantum communications signals on a shared infrastructure. The effect of wave length 

on distance coverage with the quantum bit error rate (QBER) of a quantum key distribution (QKD) system 

is increasing. The results of random phase showed minimal distance coverage over non-random phase. For 

fluctuating amplitude of random show a change in system performance improved sending capabilities.  

Hence, it is found that rare fluctuations should not degrade system performance significantly, but the data 

sending mode has a significant effect on channel integrity. 
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Contribution/ Originality 

This study presents an original structure of generalized quantum key distribution suitable for 

wavelength division multiplexing (WDM) application. 

 

1. INTRODUCTION 

The Quantum algorithmic for adapting networks in WDM (Wavelength Division 

Multiplexing) routers for voice, data, and multimedia applications have brought a new playing 

field in supporting predictable and secured communication networks. Nowadays, Multimedia 

communication for reliable data exchange requires the communication to meet stringent standard 

where information can be easily transmitted and received feedback with ease and comfort [1-3]. 

High demand of network has forced a rapid increase in communication bandwidth, but 

unfortunately it is done with expenses on communication traffic and forfeit traffic security [4-7]. 

In order to solve the problem, quantum cryptography is the alternative to solve this problem and 
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Quantum key distribution (QKD)uses quantum mechanics to guarantee secured communication 

data [4-7]. 

In general, a communication model consists of a system involves a source that input data to a 

channeling medium and a receiver where modulation and demodulation occur [2, 3]. The source 

carries and the initial information which uses symbols from a finite set data (alphabet, digit or its 

equivalent) and the mode of transmission can be done either in one shot or sends them to regular 

intervals [4-7]. In this case, each of the transmitted symbolsdata is not depended on the previous 

ones [8-10]. Discrete channels transmit symbols froma specific set (input alphabet), and they 

generate in their output another set of symbols (output alphabet) [1]. As the input alphabet and 

the output alphabet can be different, it is necessary to use an encoding that maximizes the 

efficiency of the transmission [1, 4-7]. Basically, the encoding consists in assigning a specific 

word to each one of the symbols in the input (built with elements of the output alphabet) [8-10]. 

This must be done by finding a mean length of the code to be minimized, but also a unique 

decoding in the receiver. Also, usually the channel is not ideal, the received information differs 

from the sent information, and this difference translates into a probability of error in the behavior 

of the receiver; whose mission is just to recover the original information, with the maximum 

possible fidelity [1, 11]. 

In Quantum communication approach, the above mentioned concepts still utilized, but with 

some intense  changes and modifications. Initially, a quantum data is mostrelated to the symbol 

generated by the input source. Meaning the data through the channel is a dimensional Hilbert 

space (qubits). It is usually also needed that the source encoding assign to each symbol-state a 

representation in qubits [11]. In a second place, any process related to the transmission of 

information that alters its state, is characterized by a super-operator [12-14]. But in this case, the 

usual thing is to include the noisy behavior of the channel, because of the interaction between the 

system and the environment (more or less active),  in the inputdata. In the error-free channels, a 

pure state is associated with each symbol [8-10] meanwhile in the noisy channels a mixed state is 

used. They are closed quantum systems, composed of subsystems associated with the information 

(open system) and to the noisy environment [11]. 

 

2. METHOD  

A Wavelength Division Multiplexing (WDM) switch network consists of switching nodes 

with communication that  links interconnecting the nodes. Each Channel link carries a certain 

number of wavelengths and each wavelength is further divided into a number of time slots to 

control the package transfer. The node architecture for sub-wavelength demands a multicast data 

transfer mode supporting three links with congestion and free links. The package of wavelengths 

link and three time slots for all the channels and node for the determination of sessions utilizing 

the  time slot of bandwidth. Quantum communication network consists of input source, 
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communication channel and output just like classical mode and the security of data depends on all 

of the three stages of communication, the current research demonstrates that the mode of data 

transmission depends on the channel integrity and its capacity [11].  From classical information 

theory, we have bits which can be either 0 or 1. In quantum information theory the equivalent is 

quantum bits or qubits [11]. These are two dimensional quantum mechanical states. We can 

encode the bits as qubits using orthogonal states, with the notation 0 and 1 [11]. The advantage 

of the qubits is that they can be in a superposition and through the channel while sending the 

data; the combiner will combines the two data of orthogonal polarization in directing them to the 

correct channel [8-10]. However, the combiner and splitter can only differ the polarizations by a 

finite value, introducing cross-talk [12-14]. This means that a small part of pulse addressed 

might still inject, and vice versa. In a balanced interferometer, this would affect interference, since 

then a small part would be modulated which should not have been, and vice versa. In this setup 

where the interference is unbalanced, the difference in optical path lengths makes the pulses leave 

sender and arrive to the receiver with a time delay [8-10]. This directs the crosstalk to arrive at 

different times in channel coupler to identify the required data signal. The network wave 

converted or wavelength converter is a device that allows the conversion of a signal from one 

wavelength to another wavelength. In optical networks without wavelength converters, each 

message can only be switched from a certain wavelength at an input port to the same wavelength 

on an output port [8, 12, 13]. Although wavelength convertersimprove the network blocking 

performance, it is well known thatall-optical wavelength converters are prohibitively expensive 

[8-10]. 

 

 
Fig-1. Schematic of network supporting QKD and WDM channels. 

 

A system and a method for quantum key distribution over a multi-user wavelength division 

multiplexing (WDM) network are shown in Fig.1.  

The fig.2. shows the quantum bit error rate (QBER) response as a function of propagation 

distance in Km, the channels are varied between -10 and -30 dBm. The transmitter can select a 

receiver among the receivers to be communicated therewith, and transmits quantum signals to 

the selected receiver over the WDM network. The quantum signals are on a wavelength equal to 

a receiving-wavelength of the receiver. Therefore the WDM network allows quantum signals to 
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be communicated between the transmitter and the receivers by wavelength routing. A 

communications network has a plurality of nodes interconnected by an optical transmission 

medium. The transmission medium is capable of a carrying a plurality of wavelengths organized 

into bands. A filter at each node for drops a band associated therewith, and passively forwards 

other bands through the transmission medium [11]. 

 

 
Fig-2. The QBER response as a function of propagation distance 

 

A device is provided at each node for adding a band to the transmission medium. 

Communication can be established directly between a pair of nodes in the network sharing a 

common band without the active intervention of any intervening node. This allows the network 

to be protocol independent. Also, the low losses incurred by the passive filters permit relatively 

long path lengths without optical amplification. 

 

 
Fig-3. The bit rate as a function of distance 

 

The fig.3. shows thekey generation rate that quantum bit rate as a function of distance in line 

with transmission parameters and prior to channel transmission reduction the maximum 

transmission distance was about 6Km and that is expected the rate is with stable amplitude, while 

minimum is obtained for random or fluctuating data exchange.  The difference between random 

and uniform random phase is quite obvious hence although both are plotted, only uniform data 
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phase is visible and attained high distance. As mentioned earlier that the maximum transmission 

distance is reached at a rate around 6Km, with lower bitrate around 2.5x10-7. This has agreed 

with the general principle of congested and decongested phenomena of if the channel is fully 

occupied with random data, the channel officially will definitely low and of course, is also through 

that the data are fully restricted to travel far [12-14].  To find the maximum transmission key 

generation rate, the distance bit rate for each distance was calculated for all model was found and 

it can be seen that stable amplitude gives the best key generation rate [11]. For varying 

amplitude, non-random fluctuations appear to be best. It actually gives about the same maximum 

transmission distance, only with a lower rate around 2.5x10-7. The reason for this may be that at 

most one of the values is the optimal value. Hence, many pulses will be of non-optimal amplitudes, 

which have the lowest rate. The random fluctuation gives a lower rate for all distances, and a 

shorter maximum distance. When having random fluctuations, one model has no prior knowledge 

of the amplitude. Thus, having announced fluctuations giving another model, this prior 

knowledge should give one model an advantage, and lower key generation rate. However, we 

must remember that in these two situations, the channels sharethe same knowledge about the 

amplitude as third dose. Hence, we can interpret from this plot that it is better that all of them 

given the amplitude than none. 

 

3. CONCLUSION  

Generally, the present study provides a communication system for quantum key distribution, 

the effects on source data phase where random phase and uniform transmission mode where 

studied for stable amplitude. The results of random phase showed minimal distance coverage over 

non-random phase. For fluctuating amplitude of random shows change in system performance 

improved sending capabilities.  Hence, it is concluded that rare fluctuations should not degrade 

system performance significantly, but the data sending mode has a significant effect on channel 

integrity.  
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