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ABSTRACT

Article History Cloud computing is the revolution and solution to the computing world which has paid
Ezf:;zdfgg::js::;gllg further attention as an emerging network storage technology. Cloud computing has
Accepted: 6 January 2020 enormous adaptability in terms of demand or availability of resources. The organization
Published: 13 February 2020 prefers cloud storage services to reduce the overhead of storing data locally. Yet, Data

security and privacy are the major issues in cloud computing. Although security is still
Keywords one of the critical challenges in the world of cloud computing. The security concerns
Cloud security vulnerabilitics comprise the loss of vital information and privacy loss of any individual who uses cloud
?:;:ﬂced encryption standard networking. This research reviews the cloud Security, its vulnerabilities and proposes a
SAAS three-layer model of AES encryption for Cloud Computing Security and RSA is used to
PAAS hide the key of the AES. According to our research, this model is one of the most

Cloud computing security

rechmi compact encryption which consumes less storage space with short calculation time. A
echnique.

detailed review of cloud security concerns and resolutions has been discussed in this

paper.

Contribution/Originality: This research reviews the cloud Security, its vulnerabilities and proposes a three-
layer model of AES encryption for Cloud Computing Security and RSA is used to hide the key of the AES.

1. INTRODUCTION

The internet data usage has not only affected browse the web portals but also to the development of Internet
application services resulting in huge volume of internet data. The various cloud related groups and teams are
working for better cloud services such as cloud-related vulnerability research group focused in the areas of network,
storage and their thorough reasons[17]. Cloud computing has developed as one of the fast rising sectors of the
Computer world. It improves the computational capabilities dynamically without investing in new infrastructure,
training new employee, or licensing new software’s as required [27]. While studying the subject of cloud computing,
the researchers describe that cloud has massive potential to handle any IT related activity and deliver it to the right
user within time as a service [3, 47. Cloud technology is often considered as one of the most important discovery in
order to handle technological tasks successfully by organizations [57]. The scope for Cloud computing and Internet
of Things is great in near future. Security is the important for protecting all web resources and user information
[67]. A survey was undertaken on security problems that arise when using cloud network, it turned out that almost
12% of the software industry moved towards cloud networking in the year 2011 to 2016 [7]]. The growth turnover
will reach about 95 billion USD. Generally, 3 services are delivered by cloud network; these services are based on
the 8 layer infrastructure concept such as; SAAS (Software as a Service), IAAS (Infrastructure as a Service) and

PAAS (Platform as a Service) [8, 97 as shown in Figure 1.
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Figure-1. 3 Layer infrastructure SAAS, IAAS, PAAS.

The role of these cloud services is eminently very high. Software as a Service (SAAS) is mainly intended to be
delivered to the end user via internet. Whereas, Platform as a Service (PAAS) consists set of tools and services that
are intended towards coding in order to position the applications faster and accurately. Infrastructure as a Service
(TAAS) is basically that controls all, whether it's networks, OS, servers etc [10, 117.

Security and privacy are one of the main concerns of a cloud computing, as it includes sensitive information
[12, 13]. Cloud computing is a modern way of using web enabled devices, although it is still a unique way of
networking which is both convenient as well as efficient, criticizers believe that it not sufficiently safe as the data is
transferred outside the local area networks.

The International Telecommunication Union augmented the concept of IoT and suggested four technologies
to realize IoT; RFID technology, intelligent embedded technology, nanotechnology, and sensor technology [14].
Cloud computing and Internet of Things (IoT) security is more important in Future Internet for their
implementation, integration and usage. A Model with three security layers has been discussed in this paper along

with sections as in Figure 2:

Infrastructure as

Service & its security challeneges

f = Section 3

 Platform as a Service & its security challeneges
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Figure-2. A model with three security layers.

2. IAAS (INFRASTRUCTURE AS A SERVICE)

TAAS refers to Infrastructure as a Service is a computer based infrastructure which is controlled via internet.

Infrastructure as a Service reduces the difficulty and expenditure of purchasing and maintaining individual physical
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servers. IAAS applications face challenges in CSP (Cloud Service Provider), Servers, Components of Networking,
etc. Cloud Service Provider or CSP is mainly responsible for handling, maintaining and running the equipment.
When using IAAS applications the user only has to pay on per use basis.

Some of the characteristics and workings of Infrastructure as a Service are given below [157:

*  Dynamic Scaling.

=  Automation of administrative tasks.

=  SLA (Service Level Agreement).

= Utility computing service and billing model.

= Internet connective.

= Desktop virtualization.

Following are some of the threats that affect IAAS application delivery model:

Security Issues Traced from Host:

a) Monitoring VMs from Host

The host machine in virtual environment faces inferences that let the host to screen and connect with running
VM applications. This makes it important to secure host machines instead of providing safety to individual VMs
[167]. VM-level protection plays a vital role in cloud network; applications can be co-located by utilizing diverse
trust levels keeping it on the similar host and making possible to secure VMs in a multi-tenant shared environment.
This allows enterprises to obtain maximum benefits of virtualization. Today’s active data centers rely on secure
VMs which stays safe with VM-level protection. The protection also safeguards the transmission of VMs from
virtual servers to private cloud network, from private to public cloud network and as well as between cloud service

vendors [17].

b)  Communications between VMs & Host
Respective data is transferred between the host and VMs which is shared with computer generated resources,
which makes the host capable of monitoring the network of the hosted VMs. It is valuable to consider that attackers
use certain features such as shared clipboard which allows the data to be transferred between VMs and the host by
applying cooperating malicious program in VMs [187. Generally, it isn’t measured as a bug or any limitation when
initiating any change in monitoring or communication with a VM application from the host. Hence, the host
environment should be more secured than the individual VMs. The host can impact the VMs in number of ways
[197. Such as:
e The host can start shutdown, pause and restart VMs.
e Monitoring and alignment of resources which are accessible on the VMs, like CPU, storage, network usage
of VM, etc.
e Adjust the amount of CPUs, storage, virtual disks and distinctive virtual network interfaces which are
accessible to VM.
e Observing the applications which are running inside VM.
e View, copy and make adjustments if possible to the data stored in the VM’s virtual disks.

Unfortunately, there is loop hole which allows the system admin or any lawful user to misuse it Takabi, et al. [187.

2.1. Security Threats Sourced from Other VMs

Observing VMs from other VMs can create security violation and also raise threats to privacy, but the use of
any and improved architecture of CPUs which are assimilated with data protection feature that is capable of
providing high level protection and also avoid privacy breach. One of the primary reasons for implementing

virtualization is to separate security tools from untrusted VMs by shifting them to secure VMs [15, 17]].
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Communication between VMs is one of the utmost problematic threats, that create issues in the exchange of
information among virtual machines and the way it is positioned. Sharing resources between VMs could result in
reducing the security levels of each VM, like utilization of applications on the basis of shared clipboard could lead to
the exchange of data between VMs and host assisting malicious program in VMs, this condition is capable of

violating both privacy and security. Malicious VMs are also capable of approaching other VMs via shared memory

[177.

¢)  DOS (Denial of Service)

The DOS makes resources unavailable for the user to reach a website. For example; sometimes when we try to
access a particular website and due to over crowd or over traffic on server, it is not possible to access the website.
This situation usually occurs when the requests to access the website surpasses the ability of the server to handle
the requests. [197].

Utilization of IDS (Intrusion Detection System) is one of the most beneficial techniques of defense against such
attacks [187. Real-world solutions and methods in order to prevent such attacks or at least reduce their impacts are
given below:

e Logical network segmentation.

e  Firewalls implementing.

e  Traffic encryption.

e  Network monitoring.

3. PLATFORM AS A SERVICE (PAAS) - SECURITY CHALLENGES

The key benefit that PAAS offers is the ability to manage applications without the need of installing any form
of platform or tools. PAAS also provides a way to rent hardware over the internet. PAAS offers ability to manage
application without the need of installing any significant platform or tools on the systems. PAAS provides platform
layer resources which support operating system and software development frameworks in which it can be used to
build more improved services [107]. Some of the advantages that developer can be benefitted from PAAS are:

e OS can be altered or improved as many times as needed.

e PAAS permits geographically distributed teams to share information in order to develop software based

projects [157].

The use of cybernetic machines is basically to support PAAS layer in cloud computing. It is important to
protect virtual machines from malicious attacks like cloud malware. Therefore, maintaining the safety and ability of
applications during the transfer of data across the whole networking channel is fundamental [207. Some of the

threats of PAAS security can be summarized as:

3.1. Data Location

The core platform doesn’t exist in one single host; the platform could be believed as bunch of hosts. The
location of data cannot be determined to a particular specific sector over specific host, this allows more security as it
is easier to handle host in a single location instead of many. Another security problem is the replication of data
which creates high availability of data for users and developers, but this replicated data remains same as the main

data but what diversify it from the original data is that it's location stays unknown [97].

3.2. Privileged Access
PAAS consists of many useful features; one of the utmost popular features is the utilization of debug by the
advertised software developers. Debug allows developers to access to data and storage locations to modify values in

order to test distinguished outcomes; it is primary tool for both developers and hackers [167].

15
© 2020 Conscientia Beam. All Rights Reserved.



Review of Computer Engineering Research, 2020, 7(1): 12-19

3.8. Distributed Systems
The PAAS file system is one of the highly distributed systems. The nodes stay independent while CSP (Cloud
Service Provider) handles the cluster with a standard configuration to ensure nodes stay in place. Although the
client/user is responsible for their own safety, but CSP ought to be able to deliver necessary level of security [207.
Some of the real world solutions to prevent/reduce such attacks are given below:
e Condensing access control policies with objects could lead to resolve Privileged access.
e PEP (Policy Enforcement Points) is a logical entity which is present on a server that allows access control
as well as it helps in managing user’s request to access resources on a compute or/and network server
[167.
e TCB (Trusted Computing Base is a collection of executable codes and files that can be configured to
provide maximum security. TCB allows installing a layer over the OS which provides API (Application

Programming Interface) for the user applications; encryption is the best possible solution [97.

4. (SAAS) SOFTWARE AS A SERVICE

Software as a Service is a method which is used in order to deliver services in the form of applications via
internet. With SAAS the user doesn’t need to download or install any type of software in the system as it can be
easily accessed via internet without the need of any additional hardware and software management. Web-based or
On-demand software are another term to describe SAAS applications. These applications are run a server hosted by
SAAS provider. They control security and availability to maximize performance. SAAS was set up mainly for CRM
(Customer Relationship Management) and Sales Force Automation but now it is usually used for tasks such as
computerized billing, human resource management, data management, etc. [15].

Web browsers are used in order to access SAAS applications, which make it necessary to secure web browsers.
Some of the available options that are applied to protect data are WS (Web Services), XML (Extended Markup
Language), and SSL (Secure Socket Layer) [217. To keep track that proper security measures are applied to proper
each and every user’s privacy from other users, a verification technique is used to keep high privacy level. It does
get out of hand sometimes which makes it very difficult for service providers to maintain appropriate security level
[22].

Software as a Service (SAAS) security threats can be summarized as:

e Verification and approval loop holes.

e Lack of Data confidentiality.

e  Obtainability issues.

e Breach in Information security.

e  Data admittance.

e Identity verification management.

Some practical solutions have been recommended by Navneet Singh to handle common security threats when
utilizing SAAS applications [197. Such as:

e What metrics can be used for reporting?

e What is the level of access controls?

e [s the provided data can be easily adapted in the internal monitoring tools?

e  How important and critical the enterprise data is?

5. PROPOSED MODEL
The AES algorithm with the combination of RSA has been proposed in this paper to ensure high level cloud
security. For data upload on cloud mandatory keys are AES secret key and RSA public key. Private key of RSA and

AES secret key are essential to download data from cloud. Whenever anyone makes an effort to upload data on
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cloud first that file stored onto directory for short time. In encryption process first AES algorithm is applied on file
after that RSA algorithm is applied on encrypted data. Reverse process is followed for decryption. All the three
layers are designed considering AES algorithm. AES or Advanced Encryption Standard is a balanced cipher which
is in the form of blocks. AES practices blocks of data which are 128 bits in size. Its key length is 128, 192, or 256
bits. The data is formulated in a four row manner by the use of Advanced Encryption Standard. The first layer is
there to verify identification details of each and every user. Whereas the second layer relies on data identification
and encryption from where the data is moved to the third layer, which ensures data is properly secure and ready to
be transferred by using cryptography technique. AES encryption action takes place in a ten round form of process.
The AES encryption is going to be identical in the first two layers but not in the third layer for better security. The
process of analyzing the user is going to begin right after first four words are entered as the key schedule consists
of matrix order in a 4X4 manner, derived from 128 bit input block known as the state array. All three services i.e.
[AAS, PAAS and SAAS are going to use this encryption technique. For instance, the input is going to be read by
XORed then the data is going to move to the three layers for processing. In the first layer a nonlinear switch is
going to replace each byte with another as per the given information, this step is known as SubBytes. In the next
step which is called ShiftRows the data is transported to rows, where each and every row is removed regularly at
periodic intervals. In the third and final layer, data is going to be operated in columns as per its requirement, which
will be transmitted after getting merged with four bytes in every column then the merged data is going to be united
with round key. Each and every round key obtained from the AES encryption key at periodic key intervals. This
step is called as MixColumn and AddRoundKey. The RSA involves distribution of public and private key to sender
and receiver to encrypt and decrypt the message respectively as it is hard to find the factors of large integers in it.
The key generation, message encryption and message decryption are the three phases in RSA [237.

The architecture for the proposed model is shown in Figure 3:

Architecture of the Proposed Model
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Figure-3. Architecture of the proposed model.

6. CONCLUSION
Cloud computing is capable of sharing large data in different forms. This makes it very unsafe. The security

problems are common in the cloud computing network. The paper proposes solution to handle cloud security
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threats in order to ensure a highly safe and private user experience without any unwanted data breach in the cloud
network. Authors have projected solutions for day to day challenges in cloud computing environment by using
security layer models. The various cloud computing services and its security concerns has been reviewed. The main
reflection of this paper revolves around intelligent way of utilizing a compact algorithm AES and RSA. The AES is
one of the most compact encryption which consumes less storage space and its calculation time is short as well.
Although every user has a different choice in choosing security method for cloud computing, but the prosed security
model assures safe, flexible and privacy based cloud user experience. The various cloud computing services and its

security concerns have been discussed.
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