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Cloud computing is increasingly popular in firms around the world. However, there are 
limited review studies focusing on cloud computing applications in companies. Thanks 
to the application of the technology-environment-organization (TOE) framework and 
diffusion of innovation (DOI) theory, this research unearths the factors influencing the 
decision-making process in cloud computing between developed and developing 
countries. The review further captures the stonewalls of cloud computing adoption 
enlisted in literature. Systematic review methods were applied to analyze relevant 
articles during the 2011 to 2020 period. The findings reveal that 36 factors impact 
organizational cloud computing adoption, out of which 21 factors occur in both 
developed and developing economies. The remaining 15 factors differ between 
developed and developing countries. Five of these factors that reveal a strong impact on 
cloud adoption by firms are Technology readiness, Top management support, Relative 
advantage, Costs, and Security, privacy and ethics concern. The literature-based 
limitations found in previous studies on cloud computing adoption in firms include 
research area, data collection technique, research methodology and theoretical models, 
and research subject. These challenges were organized in a 4-M recommendation for 
future research.  
 

Contribution/Originality: This study contributes to the existing literature a comprehensive picture of factors 

influencing the application of cloud computing in firms between developed and developing countries. Hence, the 

results of this study can enhance managers’, and suppliers’ understanding of the main factors affecting the adoption 

of cloud computing in organizations.  

 

1. INTRODUCTION 

Cloud computing refers to a breakthrough phenomenon in information technology area that attracts the 

attention of many scientists, businesses people, and governments [1]. The application of cloud computing is 

associated with numerous benefits for enterprises such as cost savings, increased flexibility and easy access to data 

sources [2-5]. It enhances companies’ ability to resolve the disadvantages embedded in traditional information 
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technology [6]. The application of this new technology advances businesses’ competitive advantage agenda, 

allowing for the exploitation of assorted opportunities within the market economy. 

In view of the vigorous globalization process, establishment and adoption of strong technology are critically 

vital for both the national economy and microenterprises development [7]. The application of new technologies 

encounters several challenges. Despite the significantly large investment cost associated with the relevant 

infrastructures and the capacity of human resources, application of new technologies must overcome challenges 

related to information security and risks during use [4, 8-10]. Firms must carefully consider such hurdles before 

selecting and applying specific new technology. In recent years, the literature has focused on factors influencing the 

cloud computing application in most of the developed countries including USA, England, and Australia [11-13] 

and developing countries such as Malaysia, China, Indonesia, and India [14-17]. This specialization of premise 

creates a lack of a comprehensive outlook that bring solid analysis. Therefore, the objectives of this study are to:  

1) Provide a comprehensive picture of factors influencing the decision to apply cloud computing in firms 

between developed and developing countries.  

2) Identify the challenges observed in previous studies, proposing a 4-M recommendation for future research. 

This paper is divided into six main parts, starting with the introduction that captures the research objective. 

Then an overview of related literature is presented. The following section describes the research methodology 

while the findings are illustrated in the fourth section. The managerial implications are then described in the fifth 

part. The last section addresses the conclusions and limitations. 

 

2. THEORETICAL BACKGROUND 

2.1. Definition of Cloud Computing  

Several perspectives generally focus on specifications related to cloud computing. According to Buyya, et al. 

[18], cloud computing denotes “a type of parallel and distributed system consisting of a collection of interconnected 

and virtualized computers that are dynamically provisioned and presented as one or more unified computing 

resources based on service-level agreements established through negotiation between service provider and 

customer”. Cloud computing is a model that provides computer resources to users, and is considered a technological 

service consisting of hardware and software. With the availability of internet connection cloud resources are easily 

accessible by users any time [19, 20]. Services offered by cloud computing focus on three major types including 

Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) [21-24]. IaaS 

entails a series of computing infrastructure including servers, operating, network, and storage systems. The biggest 

advantage of using IaaS is that organizations can scale up and down depending on their needs and capabilities. 

Hence, organizations with large data storage sources often choose to use IaaS [24]. PaaS provides customers with 

cloud infrastructure that is used to create applications that can be customized and developed to suit their needs 

[25]. SaaS is a service through which customers rent applications that run on cloud infrastructure from cloud 

service providers and use it directly via the internet environment. Customers neither need to install any other 

software, nor manage cloud infrastructures such as networks, servers and storage systems [10, 24]. Moreover, 

when applying this service, the customer’s data is stored on the server and data security is guaranteed. Recently, the 

benefits of cloud computing and information technology have prompted the extensive exploitation of such new 

technologies by various researchers and organization [22]. 

 

2.2. The Technology-Organization-Environment (TOE) Framework  

TOE framework analyses factors affecting adoption of new information technology. The framework consists of 

three pillars, namely, technology, organization, and environment [26]. The technology pillars define some factors 

related to the tools, software, IT infrastructure, etc. that can affect individual’s or organizations’ application for 

cloud computing. The organizational category captures the firm's ability to gain expertise in the use of various 
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resources to support the application of firm information systems. Environmental components include various 

industrial factors such as market factors, competitors, and vendors’ support, directly or indirectly affecting the 

operation of enterprises. These are external environmental factors that impact the business’s decision to implement 

new technology [26, 27]. TOE framework has been used by many researchers. Safari, et al. [28] applied it to 

explore issues that affected SMEs cloud computing application in Iran. In that study, questionnaires were sent to 

200 Iranian SMEs via the internet of which 92 usable responses were received. Data was analyzed by partial least 

square (PLS) techniques. Moreover, Alshamaila, et al. [12] defined the factors related to cloud adoption in SMEs in 

Northeast of England using TOE framework in data collected from 15 main staffs and service suppliers. 

 

2.3. Diffusion of Innovation (DOI) Theory  

DOI is a popular model applied in many studies related to Information Systems (IS). The innovation model is 

applied in enterprises following five steps, i.e., knowledge, persuasion, decision, implementation, and confirmation. 

It proposes that the characteristics related to the application of innovations in businesses consists of relative 

advantage, compatibility, complexity, observability, and trialability [29, 30]. The choice of applying for an 

invention includes three factors. Firstly, the individual factor defines leadership attitude towards application for 

new technology. Secondly, the organizational element means the internal aspects consisting of coordination, 

support among employees in the enterprise, concentration, and complexity when applying new technology. The 

final element is external factors. Rogers [29]; Oliveira, et al. [31]. Mokwena [32] adopted DOI theory and 

collected data from 119 South African SMEs. The findings indicated that some enterprises did not apply SaaS 

because they did not have knowledge about it. The research also showed that cost and complexity factors were the 

biggest influences on the decision to apply SaaS in firms. 

 

3. METHODOLOGY 

3.1. Articles Selection 

This study uses the systematic review method, TOE framework and DOI theory for exposition of factors 

influencing enterprises in countries that are developed and developing when they adopt cloud computing. The 

study for analysis was further applied to identify the literature-based deterrents of cloud computing. The TOE 

framework and DOI theory were chosen for two reasons. Firstly, TOE framework is a more complete explanation 

of the application of innovation in businesses [31]. Secondly, TOE is popular in cloud computing research. 

Specially, 27 out of 48 studies have used the theoretical models to analyze the factors affecting enterprises’ decision 

to apply cloud computing, out of which, 19 studies used the TOE framework. Twelve studies have used the single 

TOE framework and 7 studies used the TOE framework in combination with another research theory like DOI or 

Technology Acceptance Model (TAM). However, to fully explain the factors that affect enterprise application and 

innovation processes is difficult when using one theory [33]. Hence, this research decided to incorporate the TOE 

framework and the DOI theory. The systematic review is an evaluation method, synthesizing studies and focusing 

on specific content by providing strong, transparent, and coherent evidence to increase the generalizability and 

applicability of research findings [34, 35]. In the first step, this study identified relevant publications by searching 

the following keywords: “factors” and “affecting” and “adoption” and “cloud computing” and “firms” and “developed 

country” and “developing country”. The search process revealed that the majority of articles appeared in Google 

Scholar, Emerald Insight, Spring Link, Science Direct, IEEE Explore. 1098 articles were downloaded from this 

step. In the second step, available data filtering tools were used to reduce the number of articles that were not 

included in the study based on year of publication, language and type of article (publication during 2011-2020, 

English language, two type of articles include review and research articles). A total of 706 articles were remaining 

after this step. The third step, authors read titles and summaries of articles to remove unrelated articles, 326 articles 

were rejected in this step. In the next step, after fully reading the contents of the remaining 380 articles, 332 articles 
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were rejected. Finally, 48 articles (2 reviews and 46 research articles), specific to factors in relation to the 

application of cloud computing in firms, were used for this study. They were extracted from the following databases 

Science Direct (21), Google Scholar (14), Emerald Insight (5), IEEE Explore (4), Spring Link (4). The publication by year 

in developed and developing country are illustrated in Figure 1.   

 

 
Figure-1. Publication by year in developed and developing country. 

 

3.2. Articles Analysis 

The factors influencing the decision-making process in cloud computing in the previous studies were 

summarized using Excel software. NVivo 12 software was used to identify the relative importance of factors 

affecting cloud computing adoption in previous research. The study research process is shown in Figure 2. 

 

 
Figure-2. The study research process. 
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4. FINDINGS 

4.1. Factor Affecting the Adoption of Cloud Computing by Organizations 

This paper revealed 36 factors affecting cloud computing adoption in firms. TOE framework and DOI theory 

divided them into four main categories, i.e., technology, organization, environment, and innovation, shown in Table 

1, Table 2, Table 3, and Table 4. 

In Table 1, based on findings, the technology category is the largest, consisting of 13 factors. Most factors were 

found in both developed and developing countries embracing Technology readiness, Relative advantage, Security, 

privacy and ethics concern, Ease of use and convenience, Reliability, Risk analysis, and Previous technological 

experience. 

 
Table-1. Classification of factors for the technology category. 

Category Factors References 

Developed countries Developing countries 

Technology 1) Technology readiness [12, 13, 31, 36-40] [7, 14, 15, 28, 41-47] 
2) Security, privacy and ethics concern [48-53] [17, 42-44, 46, 49, 52-

57] 
3)Ease of use  [49, 52, 58] [17, 43, 44, 49, 52] 

4) Reliability [48] [17, 55] 
5) Previous technological experience [12] [17] 
6) Risk analysis [59] [42, 43, 46, 59] 
7) Elasticity  [17] 

8) Ecological sustainability  [17] 
9) Data sensitivity  [28] 
10) Uncertainty and Geo-restriction [12]  
11) Scalability and flexibility [38]  
12) Information processing 
requirements 

[11]  

13) Information processing capability [11]  
 

 

Of all technology contexts, Technology readiness, Security, privacy and ethics concerns, and Ease of use have 

the biggest impact on adopting cloud computing in firms. This shows that issues related to information technology 

infrastructure, the availability of qualified information technology professionals, data security, the reputation of 

businesses, easy access to data from different devices at different locations are a top concern for enterprises when 

deciding to apply cloud computing as were similarly mentioned in some previous research [13, 31, 38]. 

Moreover, the study shows that some factors such as Elasticity, Ecological sustainability, and Data sensitivity 

were discussed in developing countries that are facing many challenges such as capital and lack of information 

technology experts [7]. Due to limited economic and human characteristics of resources, when choosing to apply 

cloud computing, enterprises in developing countries are concerned about sustainability, and elasticity [42, 43, 46]. 

In contrast, companies in developed countries care about Uncertainly, Scalability and Flexibility, Information 

processing requirements and Information processing capability factors when they choose to apply cloud computing. 

Uncertainty explains the limitations of knowledge, resources, so it is difficult to accurately predict future potential 

results. There are three types of uncertainties such as environmental, organizational, and uncertainty. Hence, firms 

need to carefully consider the types of uncertainty before deciding to apply cloud computing [11]. The scalability 

and flexibility of information infrastructure systems, processing requirements, and enterprise processing capabilities 

are also important factors that contribute the decision by firms to apply cloud computing. Analyzing these factors 

will help companies better understand the requirements and the ability to process information [11]. There are few 

studies that mention these factors. In the future, these factors should be explored in studies in developing countries. 

In Table 2, the organizational category (Top management support, Organization readiness, Knowledge and 

training, Size of organization, Trust and Sharing and collaboration) is presented in developed and developing 

countries. The three factors with the highest number of articles mentioned were top management support, 
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organization readiness, and knowledge and training. Top management support refers to a person or group of people 

who make important decisions in a company. They will decide whether or not to adopt new technologies and decide 

to invest the resources needed to apply the new technology [16]. Organization readiness refers to company 

resources such as finance, IT professionals, and infrastructure when the company applies cloud computing. 

Knowledge and training refer to the respondents’ understanding of some aspects such as benefits, barriers, and how 

to apply cloud computing in their firms. These factors influence greatly on companies decisions for cloud computing 

adoption [17, 18].  

 

Table-2. Classification of factors for the organization category. 

  References 

Category Factors Developed countries Developing countries 

Organization 1) Top management support [12, 31, 37-39, 48, 52, 60-
62] 

[3, 7, 14, 16, 17, 42, 43, 46, 
52, 54, 56, 57, 63] 

2) Organization readiness [36, 48] [3, 15-17, 43, 44, 47] 
3) Knowledge and training [64, 65] [3, 16, 17, 28, 66-68] 

4) Size of organization [12, 31, 37, 48, 62] [16, 17] 
5) Trust [51, 58, 69] [42, 43] 
6) Sharing and collaboration [49, 61] [49] 
7) IT governance and risks [13]  
8) Contracting and transaction risks [13]  
9) Strategic issues [50]  

 

 

In this category, there were three factors mentioned in research in developed countries: IT governance and 

risks, Contracting and transaction risks, and Strategic issues. According to Parent and Reich [70] when choosing 

to apply new technology, customers may have problems related to application availability, security, and efficiency. 

In order to deal with the risks encountered in the above problems, customers need to develop IT governance. 

Additionally, due to companies’ lack of understanding, some providers may cheat when providing cloud services; 

they may offer customers less functionality than agreed upon [13]. Hence, contracting and transaction risk factors 

are important factors that organizations should consider when applying cloud computing to minimize risks. 

Strategic issues refer to a businesses need to have solutions to solve problems that occur in the application of cloud 

computing [50]. However, these factors have only very limited mentions in research in developed countries. They 

were not mentioned in developing countries. Therefore, in the future, these factors should be mentioned in the 

application in developing countries. 

In Table 3, environment category was identified. Vendor support, Competitive pressure, and Industry pressure 

are presented in both developed and developing countries and they are the three factors that have the greatest 

influence on the decision to adopt cloud computing in this category. Vendor support indicates that the support of 

suppliers is important to help organizations easily apply cloud computing technology, as well as easily solve 

difficulties encountered during implementation [12, 28]. Competitive pressure is the terminology used to define to 

what extent competitors influence the organization’s decision to adopt new technologies [18]. According to 

Levenburg, et al. [71] firms operating within various industries can be influenced by the use of information system 

innovation. Furthermore, some studies proved that in the financial field, businesses use computers more than in 

other fields [72, 73].  

On the other hand, when applying cloud computing, firms in developed countries pay attention to a number of 

factors such as Market scope and Quality of services. Market scope refers to the company expanding its scope of 

activities to domestic and international regions [74]. This can lead to increased costs for storing and searching for 

information [75]. Applying cloud computing is efficient for businesses and helps businesses less geographically 

dependent [12]. Quality of services is a factor that has a significant influence on enterprise's agreement to use cloud 
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computing [51]. In contrast, research in developing countries was focused on factors such as Environmental 

readiness, Governmental support, and External pressure.  

Due to the characteristics of financial conditions as well as limited high-quality human resources when 

applying cloud computing to firms in developing countries, they are very interested in the support of external 

factors as well as support from government. Governments in developing countries should have more policy 

mechanisms to support businesses applying cloud computing [28]. 

 
Table-3. Classification of factors for the environment category. 

Category Factors 
References 

Developed countries Developing countries 

Environment 1) Vendor support [12, 37, 38, 65, 76, 77] [3, 7, 28, 47, 54, 57] 
2) Competitive pressure [40, 48, 62] [3, 28, 56, 57] 
3) Industry pressure [12, 37] [43] 
4) Partner pressure [40, 62] [56] 
5) Market scope [12]  
6) Quality of services [51]  
7) Environment readiness  [15] 
8) Governmental support  [17, 28, 57] 
9) External pressure  [45, 54] 

 

 

The classification for innovation category including Relative advantage, Cost, Compatibility, Complexity, and 

Trialability are summarized in Table 4.  

These factors are present in both developed and developing countries. According to Rogers [78], relative 

advantage is “the degree to which a technological factor is perceived as providing greater benefit for firms”. Cost 

refers to cost that companies pay their suppliers when they apply cloud computing. A number of studies show that 

businesses can reduce costs when they choose to apply cloud computing Ming, et al. [14]; Oliveira, et al. [31]; 

Gupta, et al. [49].  

The perception that technology is highly reliable and meets the requirement of existing users defines the 

concept of compatibility [78]. Complexity conveys that an increase in the cost of adoption simultaneously increases 

with the level of complexity. Therefore, complexity hinders cloud computing adoption due to its high cost. 

Trialability refers to the aspect of trying the product before companies decide to use it. These five factors in the 

innovation category are mentioned by many previous studies in developed and developing countries Table 4. This 

shows that these factors are important and influence the decisions of enterprises to adopt cloud computing. 

 
Table-4. Classification of factors for the innovation context. 

Category Factors 
References 

Developed countries Developing countries 

Innovation 1) Relative advantage [12, 31, 36, 37, 39, 48, 58, 62, 69, 76] [3, 17, 28, 44, 54, 57] 

 2) Cost  [13, 31, 37, 38, 49, 52, 53, 61] [14, 17, 32, 46, 49, 52, 53, 
55-57, 68] 

 3) Compatibility [12, 37, 39, 52] [3, 7, 17, 28, 52, 57] 
 4) Complexity [31, 37, 40, 48] [3, 32] 
 5) Trialability [12, 37, 38] [7, 17, 32] 

 

 

Based on the frequency of the factors influencing the decision to apply cloud computing in 48 research articles, 

word clouds generated by NVivo 12 software in Figure 3.  

The word clouds show that the higher the frequency of a word, the larger its corresponding font. This figure 

illustrates that Technology readiness, Top management support, Relative advantage, Security, privacy and ethics 

concern, and Costs are the factors most mentioned in previous studies in both developed and developing countries. 
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Figure-3. Word cloud of the factors that influence a firm’s decision to adopt cloud computing. 

 

 
Figure-4. Factors affecting the adoption of cloud computing by firms. 
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Figure 4 summarizes the different categories and factors that firms should consider when applying for cloud 

computing. A total of 36 factors affecting cloud computing in various organizations are mentioned, each stemming 

from a specific category. Developed and developing countries share 21 similar factors from the main categories 

including technology, organization, environment and innovation. However, in companies applying for cloud 

computing, the factors that influence the decision-making process differs significantly between countries with 

developed and developing economies. Developed countries focused on 9 factors from 3 categories, i.e., 4 from 

technology, 3 from organization and, 2 dealing with the environment. Factors from developing countries were 

based on technology and environment categories. For future research, expanding on these different factors to 

provide a deeper picture of factors influencing cloud computing adoption in companies is prerequisite. 

 

4.2. The Limitations in Previous Research about Cloud Computing Adoption 

The previous research on cloud computing in developed and developing countries are facing a number of 

similar challenges such as limitations on the research area, data collection techniques, research methodology, 

theoretical models, and research objectives. 

 

 
Figure-5. Research area in previous cloud computing research 

 

4.2.1. Research Area 

Figure 5 indicates that most studies in developed and developing countries conducted data from a single 

country. Finding from 46 articles included 38 studies with data collection from an individual country (17 from 

developed countries and 21 from developing countries), 1 study in a developed country collected data from three 

countries, 1 study in collected data from six countries including developed and developing countries, and only 4 

studies data collection followed geographic area. Carreiro and Oliveira [60] conducted an online survey to gather 

information from firms in Portugal, with the aim to evaluate the effect of leadership components on the adoption of 

mobile cloud computing. The survey successfully collected results from 154 questionnaires from approximately 

2000 participants with managerial positions. Raut, et al. [42] collected data from 660 respondents in India via 

email. Safari, et al. [28] sent questionnaires to 200 Iranian SMEs via internet and 92 responses were used for 

analysis. Ming, et al. [14] collected data from 170 SMEs in Sabah in Malaysia. Data collected from a single country 

is less time-consuming and more cost-effective. Despite this, it is difficult to widely apply results to other countries 

or other regions [17, 60]. 

 

4.2.2. Data Collection Techniques 

Most studies used one method of data collection. Out of 46 research studies, there were 33 studies using online 

questionnaires, 8 studies used semi-structured interviews and 2 studies used in-depth interviews, and only 1 study 



Journal of Future Internet, 2021, 4(1): 1-19 

 

 
10 

© 2021 Conscientia Beam. All Rights Reserved. 

used mixed questionnaire surveys and in-depth interviews. A large number of studies used online questionnaires to 

collect data [41] while less studies were conducted through face-to-face semi-structured interviews [13, 38, 46]. 

Using only one method to collect data can lead to bias in research results.  

1. In addition, the sampling method is imperative for conducting studies. There are two methods of 

sampling commonly used in studies: probabilistic sampling and non-probability sampling. According 

to Harry and Lipsky [79], “probability sampling consists of simple random sampling, systematic 

sampling, stratified sampling, and multi stage sampling while in non-probability sampling quota 

sampling, cluster sampling, purpose sampling, judgment sampling, snow ball sampling, expert 

sampling and convenience samplings”. Each sampling method has different strengths and weaknesses. 

However, several studies have suggested that selecting probabilities sampling gives better results 

than the non-probabilistic sampling method. Hassan, et al. [45] indicated that convenient sampling 

using questionnaire data collection can lead to bias in the object selection method. 

This study shows that sample sizes from quantitative studies range from 41 to 660 respondents. Many studies 

used a small sample size. For example, Hassan [41] collected data from 90 service’ SMEs in Malaysia; Budņiks and 

Didenko [64] obtained data from 150 managers in SMEs in Latvia. In the quantitative studies, the smallest sample 

size was of 12 and the largest sample size was of 45 interviews. In particular, some studies indicate a limitation on 

sample size such as that of Abubakar, et al. [46] who collected data from 10 SMEs in Nigeria with only 12 

participants. The limitation of sample size in the survey resulted in variation and no detection or bias of voluntary 

feedback. 

 

4.2.3. Research Methodology and Theoretical Model 

In Figure 6, quantitative method was the most popular research methodology used in 48 previous research, 36 

of which were done in developed and developing countries, total 14 and 22, respectively. It is clear to see that 

studies in developed countries used many qualitative method and mix qualitative with quantitative method more 

than in developing countries. Four research studies used mixed method qualitative with quantitative (3 studies in 

developed countries and 1 study in all developed and developing country), 6 research studies used a qualitative 

method (4 studies in developed countries and 1 study in developing country). Some studies involving the factors 

that influence cloud adoption applied quantitative methods [3, 36, 41, 60, 64]. By applying a single research 

method, data collection is more efficient and less costly, however, this incurs several limitations. Research using 

qualitative methods often has a small sample size, so the use of such results to generalize the whole population is 

debatable [79]. In contrast, the quantitative method requires a larger number of samples and shows the general 

problem of the research object. However, this method does not entirely explain the meaning of the research problem 

[80]. 

 

 
Figure-6. Research method used previous cloud computing research. 
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The findings showed that 16 studies using only a single theoretical model are TOE or DOI or TAM. TOE 

framework was used by Raut, et al. [42]; Harry and Lipsky [79]; Rahman [80]; Venkatesh, et al. [81]; Davis and 

Venkatesh [82]. DOI theory was used by some studies like Carreiro & Oliveira [32] and Sello Mokwena [60] 

while TAM model was applied by Sharma, et al. [58]. The study shows that TOE, DOI, and TAM are frameworks 

or theoretical models used in cloud computing adoption research to explain issues that impact cloud computing 

adoption in firms. However, according to Low, et al. [62] “TOE framework may not explicitly point out what the 

major constructs in the model are, and the variables in each context”. The main limitation of the DOI model is not 

showing a relationship between the acceptability and the attitude of rejecting innovation [63]. TAM predicts 

factors influencing an organization or individual’s decision on when they will apply the new technology [81]. TAM 

mentioned two main contents: Perceived Usefulness (PU) and Perceived Ease of Use (PEOU). Davis and Venkatesh 

[82] stated that PU is “the degree to which a person believes that using a particular system would enhance his or 

her job performance”. PEOU is defined as “the level at which someone should start to believe that a specific system 

has become effortless”. TAM is one of the first models to be applied in new technology adoption studies. However, 

one large limitation of the model is the lack of consideration of social influencing factors in the model [83]. Hence, 

using only a single theoretical model it is difficult to fully and systematically explain the research problems [30]. 

 

4.2.4. Research Subject 

 Studies from developed and developing countries collected data from a single sector. Hassan [41] focused on 

service sector while Ooi, et al. [25] collected data from manufacturing firms. Raut, et al. [42] collected data from 

the private sector in India. Low, et al. [62] conducted data in the high-tech industry and IT. This type of research 

data collection increases the risk of bias results. 

Additionally, a large number of studies only gathered data from one or two subjects within the same company, 

for example, Tarmidi, et al. [66] collected data from accounting practitioners to determine knowledge and 

usefulness of cloud computing in Malaysia’s SMEs. On the other hand, Kumar, et al. [54] collected data from 271 

owner or partners of the SMEs to show factors affecting to adoption of cloud computing such as Relative 

advantage, Top management support, External pressure, and Vendor support. Low, et al. [62] collected data only 

from IT staff or managers. Branco, et al. [69] and Sharma, et al. [58] collected data only from IT experts. On the 

contrary, Cegielski, et al. [11] emphasized that "the use of key respondents is not an ideal means for eliciting highly 

reliable perceptions." As a result, collecting data from one or two key respondents limits the findings from previous 

cloud computing studies. 

 

4.3. A 4-M Recommendation for Future Studies 

After observing the limitations of the previous studies on the application of cloud computing, this paper seeks 

to recommend 4-M as a more comprehensive alternative for future research on cloud computing adoption in firms, 

as shown in Figure 7. 

Multi-areas: refers to a data collection process from multiple locations within a country and/or from multiple 

countries. For example, in the same country, data may be collected for the northern, central, and southern regions, 

or in rural and urban areas. More broadly, data can be collected from countries in the same geographic area as 

South Asian, North American, South African, etc. Data can also be collected from countries with similar economic 

characteristics including those that are developed and developing. Collecting data from different regions within the 

same country or between different countries will give researchers a more comprehensive view of the current 

enterprise cloud computing adoption. Thus, research results can be replicated in countries with similar conditions. 

For instance, Gupta, et al. [49] collected primary data from 211 SMEs in India, Singapore, Malaysia, and USA to 

show a more comprehensive view of the factors influencing the decision to adopt cloud computing in SMEs. Vu, et 

al. [59] used data from a total of 45 countries for a duration of 5 years, to demonstrate how commercial and 
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dependent countries tend to increase cloud adoptions. Countries with developed services also have higher levels of 

cloud adoption than other countries. Hence, future research data collection should be conducted in various 

countries. 

 

 
Figure-7. The limitations of previous research and recommendations for future research. 

 

Multiple data collection techniques: Previous cloud computing studies mainly used online surveys and semi-

structured interview methods to collect data. However, today there is a huge amount of data available. Researchers 

can currently use different techniques to collect data from the Web such as web crawling, web scraping, google 

analytics, sensors and Internet of Things (IoT). These data collection techniques are used in many current studies 

related to information technology. According to Khalil and Fakir [84] “Web crawlers, or spiders, are programs 

that automatically browse and download web pages by following hyperlinks in a methodical and automated 

manner”. For example, Zhou, et al. [85] based on Web crawler technique to collect data from web mining, with the 

aim of examining market information in the agricultural sector. The results showed that three types of crawlers 

assisted in the collection of market data for agricultural products. This market information can help producers have 

knowledge of agricultural products price, forecasting risk, and guide decision making, etc. Internet of Things (IoT) 

is considered as a technique of gathering data through the internet in many fields such as health-care, industry, and 

agriculture [86].  

Regarding the sampling method, Hassan [41] supposed that sampling methods should be applied according to 

certain criteria to avoid limitation in random sampling method. The sampling methods in the studies depend 

greatly on the budget and time. In addition, sampling methods used in developed and developing countries vary 

considerably, due to availability of funds. In developed countries, for example they are more financially stable and 

better equipped to use probabilistic sampling methods for research unlike the less developing economies [87]. 

However, the research mentions that this sampling method has advantages and disadvantages. Future studies 

should be based on the research objectives, methods, and resources to select the most appropriate sampling method 

for the study.  

The number of samples depends on many factors such as approach theory, research model, data analysis 

method, time, and resources [88]. It is difficult to estimate how large the sample size should be. However, the study 

suggests that arguments should be made with clarity, explaining the reasons for selecting the sample size, implying 

that the chosen sample size is consistent and suitable with the method and objectives of the study. Yang, et al. [15] 

explained clearly how they chose their sample and why they chose to sample 173 companies. Thus, the research 

results will be more reliable. 
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Mixed research methodology and theoretical models: this method simply refers to the combination of various 

research techniques. In previous studies, mixed method will help researchers to achieve more accurate results [12, 

17, 30]. The mixed methodology allow for the perception and series of benefits between qualitative and quantitative 

research simultaneously. Trigueros-Preciado, et al. [38] combined qualitative and quantitative method to collect 

data from managers group meetings, and 94 industrial SMEs via questionnaires, respectively. This was done to 

highlight that the lack of knowledge was the main barrier in the adoption of cloud computing in Spain.  

In the theoretical model, each of the research theories deals in-depth with certain aspects, for example, TOE 

refers to three factors (technological, organizational, and environmental), while DOI does not address 

environmental factors. Some previous studies used combinations of theoretical models such as Oliveira, et al. [31] 

based their study on DOI-TOE to explore factors affecting the decision to apply cloud computing, 369 responses 

from firms in manufacturing and services sectors in Portugal were received. Tehrani and Shirazi [65] based on 

DOI theory, TOE framework and analysis data from 101 decision makers in North American illustrated that the 

most important factor affecting the enterprise’s decision to adopt cloud computing is the understanding of cloud 

computing by top management. Gangwar, et al. [3] used TAM, TOE and collected data from 280 information 

technology companies in India to understand the determinants of cloud computing adoption. Tella, et al. [88] used 

the unified theory of acceptance and utilization of technology (UTAUT) and TAM to show the factors impacting 

the adoption of cloud computing for online services in Nigerian educational libraries. Therefore, future studies 

should consider selecting suitable theoretical models that can combine to be applied in the same study.  

Multi-subjects: this refers to the diversity of people interviewed in the same company and study should be 

conducted using different sectors. Cegielski, et al. [11] collected data in manufacturing, logistics, distribution, and 

retailing sector. Moreover, the implementation of cloud computing at a company does not only involve top 

management, but also relates to many different departments within the company. For example, the financial 

accounting department prepare funds for the investment in information technology infrastructure; the bureaucratic 

office deals with human resources capable of applying for high technology; and the business department devise 

strategies and plans for company development. Therefore, future studies in relation to cloud computing applications 

in companies should interview different subjects, including the managers, directors, and IT managers of the various 

departments, to increase the reliability of the results. Raut, et al. [17] based on the point of view 16 experts in the 

fields of computer science, cloud computing, software, telecommunications, and managers in the banking and 

information technology sectors in India and literature reviews, they were able to point out the key factors 

influencing the decision to adopt cloud computing in MSMEs in India. 

 

5. MANAGERIAL IMPLICATIONS  

The research shows the factors that influence the organization's adoption of cloud computing. These factors 

will be useful for managers to make decisions about applying cloud computing in their enterprises. Some important 

factors managers should consider when applying cloud computing such as Technology readiness, Top management 

support, Relative advantage, Security, privacy and ethics concern, and Costs. Managers can see the important 

factors affecting the decision to adopt cloud computing and the risk factors that may be encountered when applying 

cloud computing. They can build a clear strategy before making a decision to adopt cloud computing. For cloud 

service providers, they are also aware of the factors that businesses care about when deciding to adopt the service. 

Therefore, they can establish strategies to develop cloud computing products that suit the needs of their customers. 

In addition, the study further shows that support from the provider is also a critical factor when businesses decide 

to adopt cloud computing. In the future, providers need to increase services to support businesses when 

implementing cloud computing. In addition, from a 4-M recommendation, managers recognize the benefits of multi 

areas, multiple data collection techniques, mixed methodology and theoretical models, and multi subjects in the 

studies. This helps them to find suitable research that can be applied in their business fields. 
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6. CONCLUSIONS AND LIMITATIONS 

This study analyzed articles with relevant content related to the factors affecting cloud computing adoption 

based on the TOE framework and DOI theory. 36 factors affecting cloud computing were identified and grouped 

into three categories. Technology context consists of Technology readiness, Relative advantage, Security, privacy 

and ethics concern, Cost, Compatibility, Complexity, Ease of use, Reliability, Trialability, Risk analysis, Data 

sensitivity, Previous technological experience, Elasticity, Ecological sustainability, Uncertainly and Geo-restriction, 

Scalability and flexibility, Information processing requirements, and Information processing capability. This study 

found that Top management support, Knowledge and training, Size of organization, Organization readiness, 

Sharing and collaboration, Trust, IT governance and risks, Contracting and transaction risks, and Strategic issues 

were the factors that belong to Organization context. The Environment category includes Vendor support, 

Competitive pressure, Industry pressure, Government support, Partner pressure, Geo-restriction, Market scope, 

Quality of services, Environment readiness, and External pressure. Out of a total of 36 factors influencing an 

enterprise's decision to adopt cloud computing, 21 are discussed both in developed and developing countries, 9 

factors are mentioned only in developed countries, and the remaining 6 factors only appear in research in 

developing countries. This study also provided a picture of the limitations of previous studies on the application of 

cloud computing in companies such as the barrier of research area, data collection, research method, and research 

subject. Finally, this study proposed a 4-M recommendation (Multi-areas, Multiple data collection techniques, Mix 

methodology and theoretical models, and Multi-subjects) for studies that concern applying cloud computing in 

firms in the future. However, the study failed to mention the differences in factors affecting the decision to apply 

cloud computing in each field. Hence, the first suggestion will be to explore the factors that affect the adoption of 

cloud computing in companies to follow different fields. For example, we can compare the differences in the factors 

that influence the decision to apply cloud computing between service and manufacturing companies. On the other 

hand, database was conducted only from Google Scholar, Emerald Insight, Spring Link, Science Direct, IEEE 

Explore. Some studies on the factors affecting cloud computing applications in enterprises can be found in other 

databases. Therefore, the second suggestion could be extended to other databases which have more articles 

concerning cloud computing adoption in firms. 
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