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ABSTRACT

The purpose of this study is to explore the level of information security among South
African banks with the aim of determining the level of their resilience to cyberattacks
and intrusions. The study employs a mixed approach that involves both quantitative
and qualitative analyses of the responses obtained from a structured questionnaire used
as the survey instrument. The questionnaire was distributed to some selected members
of staft of the 17 licensed banks in South Africa saddled with the responsibilities of
operation, customer service, management, and administration. In addition, non-
parametric statistical analyses such as Fischer’s Exact and Chi-square tests, as well as

Information security. ) . . . . .
poTmation seeurity Spearman’s correlation, were carried out. The outcome of this study indicated that the

effectiveness of information security on customers’ service in the South African banking
industry is assumed to be high. South African banks are deploying different anti-fraud
technologies to strengthen the level of information security; however, there are still
substantial cases of cyberfraud and unauthorised intrusions. The findings also indicate
that the integration of forensic accounting and management control systems may
promote information security in the banking industry. This study provided an insight
into the impact of information security framework development to reduce systems’
vulnerability and intrusions.

Contribution/Originality: The novelty of this work includes an analysis of the level of information security in
the South African banking industry and the development of an information security framework that has not been

widely reported in the existing literature.

1. INTRODUCTION

Nowadays, the operations of many financial institutions are digital and automated, with the merits of effective
delivery, speed, and ease of operation. However, these merits come with some potential vulnerabilities, such as
information security challenges and cyber-insecurity, among others (Ali, Ali, Surendran, & Thomas, 2017). In
recent years, information and cyber insecurity have been major challenges that organisations have to deal with
(Network Encyclopedia, 2023). The increasing evolution of digital technologies, as well as banking innovations and
applications that allow remote access to banking services, have increased the risk of cyber insecurity and data
breaches. This is coupled with the fact that the global pandemic era redefined the way in which businesses are
operated. Business operations are becoming increasingly flexible to accommodate remote participation. This has

given rise to more digital banking applications, the Internet and mobile banking services, but with significant
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threats to critical banking infrastructures, as threat actors often exploit the vulnerabilities of these digital systems
to commit fraud from any location. Furthermore, Gebremeskel, Jonathan, and Yalew (2023) stated that the over-
reliance of business organisations on Information Technology (I'T) and big data for value creation, products and
services improvement have made information a valuable asset to both the organisation and the threat actors. Thus,
information and cyber security are some of the major issues faced by the banking industry today. The threat
landscape is increasingly evolving with the evolution of digital technologies, and some of the critical banking
infrastructures are not designed to be resilient to these attacks. Information and cyber security breaches have direct
consequences on the organisation’s profitability, reputation, and good will, as well as customers ‘satisfaction
(Network Encyclopedia, 2023). For any organisation to fully explore and harness the potential and benefits of
digital transformation, information and cyber-security challenges must be dealt with appropriately (Gebremeskel et
al., 2023). Hence, organisations must take proactive steps to ensure data protection from cyberattacks through the

implementation of cyber-security measures.

1.1. Overview of Information Security

Information security involves the act of preventing intrusions in the form of unauthorised access, use,
disruption, recording, disclosure, modification, distribution, inspection, or destruction of the organisation’s and
customers’ information stored in digital and non-digital forms (Sattarova Feruza & Kim, 2007; Tiwari, Bhalla, &
Rawat, 2016). While cybersecurity deals with the protection of information stored in digital systems within the
cyberspace, information security encompasses the protection of personal or organisational data stored both within
the digital and non-digital systems and within and beyond the cyberspace. Thus, information security is a broad
division of technology that is applicable to networks for data or information protection and the protection of an
organisation’s assets from theft, natural disaster, and misuse (Agarwal, Gupta, Gupta, & Gupta, 2011; Jhawar &
Piuri, 2017). Information security also ensures that the protected information is made available to only authorised
users (Agarwal et al., 2011; Jhawar & Piuri, 2017). Tiwari et al. (2016) define information security as the integration
of procedures and technologies intended to safeguard networks and information from intrusions by cybercriminals.

Information security means the protection of data or information systems effectively from unauthorised
intrusion (Sattarova Feruza & Kim, 2007). Information and cybersecurity, as well as the integrity of data, are some
of the prominent challenges in the banking industry today, despite regulatory and organisation’s efforts in terms of
controls and measures to prevent intrusions and cyberfraud. The ultimate purpose of information security measures
is to protect the organisation’s system and the various data and safeguard the customers’ information from intrusion
and theft in order to promote a safe and effective operation (Sattarova FFeruza & Kim, 2007). Holappa et al. (2005)
explain that information security involves the sum of technical and administrative activities deployed to ensure
information safety and also guarantees data access to only authorised users without any form of intrusion from

unauthorised persons.

1.2. Cyberfraud and Information Security Management

With the pace of digital transformation, there is a need for business organisations to secure their information
management systems to avert their vulnerability to cyberattacks. The implementation of a robust information
security system can prevent unauthorised intrusions into the organisation’s system and database and also provide a
proactive means of responding to threats emanating from cyberattacks. In addition to this, there is a need to keep
the staft abreast of the emerging technologies through sensitization, training, and initiatives aimed at increasing
staff awareness about information security issues. The organisation’s management also needs to formulate and
implement effective policies to promote information security and update them periodically to ensure they meet
acceptable standards and meet the dynamic security challenges (Carenys, 2012; Mohammeda & Knapkovaa, 2016;

Slavoljub, Srdjan, & Predrag, 2015). To mention a few:first, sources of threats and vulnerabilities, including their
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risk levels, must be identified and evaluated. Second, there is a need to establish and implement effective control
measures and procedures to mitigate the identified risk and measure the performance of the controls employed.
Having established the fact that a well-implemented information security management system can promote an
organisation’s resilience to cyberattacks, it is worth mentioning that the relevant framework as well as supporting
technical capabilities and technologies must be put in place.

Information security breaches in South Africa have been linked to poor maintenance culture of the financial
institutions, failure to perform periodic checks and inadequate audits of security and incident logs, poorly
implemented security strategies, including application software, poor control and monitoring of cyber systems,
weak incident response capabilities, inadequate security assessment and sensitisation, as well as poor or lack of
policy and standard management (Mbeli & Dwolatzky, 2016). In South Africa, Sutherland (2017) observed that
poor service delivery has resulted in inadequate risk assessments, a lack of transparency, and improperly
coordinated efforts across business, government, and society. In order to avert huge losses owing to cybercrime, the
use of a real-time alert system that can bring potential fraudulent activities to the notice of both customers and
financial institutions has been suggested (Akinbowale, Klingelhofer, & Zerihun, 2020a). Akinbowale, Klingelhofer,
and Zerihun (2020b) also proposed two streamlined conceptual models for cyberfraud mitigation. The first one
integrates the concept of forensic accounting into the organization’s control structure, while the second model

presents an in-depth investigation and an all-inclusive data analysis framework for fraud detection.

1.8. Forensic Accounting and Management Control Systems for Cyberfraud Mitigation

There is a consensus that the deployment of forensic accounting techniques is an appropriate method that can
sufficiently promote fraud mitigation and information security (Alabdullahi, Alfadhi, Yahya, & Rabi, 2013; Chi-Chi
& Ebimobowei, 2012; Cusack & Ahokov, 2016; Okoye & Akamobi, 2009; Perduv, Ceklic, & Ceklic, 2018; Serhii,
Vadym, Oleg, Oleksandr, & Strilets, 2019; Wells, 2003). There is also a convergent view on the fact that a good
management control system has the capability to enhance the performance of an organisation. The organisation’s
performance is inclusive of information and cyber security as well as fraud mitigation (Carenys, 2012; Henri &
Journeault, 2010; Mohammeda & Knapkovaa, 2016; Slavoljub et al., 2015; TekavCi€& Peljhan, 2008). Since existing
studies have indicated the feasibility of applying either forensic accounting or management control systemsfor fraud
mitigation and to achieve information security, this study investigates the level of information security in the South
African banks via a survey and further explores the possibility of combining forensic accounting and management
control systems to promote information security. In view of this, the three alternative hypotheses underlying this
study are formulated as follows:

H.: The level of information security in the South African banking industry is high.

H:: The level of effectiveness of information security on customers’ service in the South African banking industry is high.

H: The integration of forensic accounting and management control systems can promote information security in the South
African banking industry.

This study is based on the space transition theory with the purpose of exploring the level of information
security in the South African banking industry to determine the level of resilience to cyberattacks and unauthorised
intrusions. The objectives of this study include the gathering of primary data relating to information security
through a survey using a structured questionnaire as the survey instrument and the statistical analysis of the data
gathered. Hypothesis formulated are also tested, and conclusions are drawn from the results obtained. This study
gives an understanding of the importance of information security to reduce the system’s vulnerability
tounauthorised intrusions. Therefore, the results of this study could help financial organisations create an
integrated information security system that can withstand cyberattacks. The novelty of this work includes an
analysis of the level of an information security in the South African banking industry and the development of

information security framework thathave not been widely reported in the existing literature.
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The succeeding sections present the methodology employed in this study, the results and discussion, the
conclusion obtained from the findings of the study vis-a-vis the study’s objectives, and end with the policy

recommendations.

2. LITERATURE REVIEW

This study falls under the auspice of the space transition theory that deals with crimes of the internet and explains
that the nature and behaviour of persons determine whether their conducts will be compliant with the societal and
cyberspace requirements (Jaishankar, 2008). The growing number of internet users, coupled with data evolution
and the use of emerging technologies, has progressively exposed individual’s and organisation’s information to
several risks. Cyberfraud is becoming more common in this digital era (Akinbowale et al., 2020b; Ali et al., 2017;
Rao, 2019; Tiwari et al.,, 2016; United Nations Office on Drug Crime, 2013). Hence, the development, upgrading,
and implementation of a robust information security system are essential for any financial institution to mitigate the
challenge of cyberfraud. Such attacks could be in the form of intrusions into personal accounts or an organisation’s
database with the aim ofmanipulating or hijacking business operations to commit fraud (Tiwari et al., 2016). In
addition, it could take the form of information or data breach where confidential data is manipulated or stolen.
Existing studies have indicated that cyberfraud impacts financial organisations negatively in the form of loss of
revenue and profitability, decline in the level of customers’ satisfaction, loss of reputation and good will, as well as
information security and risk management (Goel & Shawky, 2009; Kraemer-Mbula, Tang, & Rush, 2013; Lagazio,
Sherif, & Cushman, 2014; Martin & Rice, 2011; Saini, Rao, & Panda, 2012; Skalak, Alas, & Sellito, 2011).

In addition, effective information security and operations management are part of the major success factors that can
help any organisation achieve the goals of cyberfraud mitigation (Choobineh, Dhillon, Grimaila, & Rees, 2007).
According to Choobineh et al. (2007), information security management faces three main challenges:

e First, information security is generally perceived as an afterthought. This implies that some financial
institutions do not usually invest in proactive and preventive information security measures until after the
occurrence of an attack.

e Second, sinceinformation security is perceived as an afterthought, the response of some financial institutions
to cybercrime may be more reactive than proactive.

e Third, basically, some conceptualised frameworks aimed at promoting information security remaintheoretical
in nature. This implies that there is poor implementation of conceptual frameworks for information security.

According to Usher (2006), information security encompassesfive essential terms: integrity, confidentiality,
application security, network security,and host security (Usher, 2006).

Kadiri (2014) and Khan and Barua (2009) have raised concerns about the challenges of information security in
the banking sector because of emerging technologies. Mbeli and Dwolatzky (2016) also stated that information
security, including data breaches and system compromises, are prominent challenges in the financial sector.
Although, in some financial institutions there are in general strong control practices to prevent unauthorised
access, new ways of data theft and fraud perpetration are constantly emerging (Mbeli & Dwolatzky, 2016). Ali et al.
(2017) identified the lack of proper management of information security risk as a major contributing factor to the
increase in the rate of cyberfraud. Lee and Lee (2012) found that information security challenges can stimulate the
negative responsive behaviours of customers against compromised service providers. This may affect the reputation
of such a financial institution and impact the confidence of the customers in the services provided. Akelola (2012)
indicated that the management control systems of some financial institutions are not robust enough due to a lack of
funds for sustaining Information Technology (IT) facilities that aid information security.

Malik and Islam (2019) posited that effective sensitisation, education, and awareness about information and
cybersecurity are crucial to cyberfraud mitigation. Therefore, the banking industry should raise awareness and

educate the public on how to avoid unauthorised access to their accounts. In the opinion of Rowlingson (2004),
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information security programmes are often employed as preventive and detective measures against fraud
occurrences. In South Africa, Mbeli and Dwolatzky (2016) explain that information and cyber security challenges
are major threats to economic wellbeing of the financial institutions and the country. This prompted the banking
sector to incorporate risk management processes as an integral component of their business plan. Therefore, the
authors suggested continuous investment in up-to-date technologies and security measures as a proactive way to
salvage the situation.Van Niekerk (2017) found the hackers top the list of threat actors in South Africa.Data
breaches and cash theft top the list of impacts due to cyberfraud. Gebremeskel et al. (2023) identified some of the
information security issues faced by some organisations that embraced the digital transformation of business
processes. These include: financial challenges, the risk of information and security breaches, and a lack of the
required expertise to implement information security measures, among others. Maglaras et al. (2020) provided some
policy recommendations for tackling information and cyber-insecurity. These include the formulation and
implementation of new policies relating to data protection, e-communications, and the security of products and
services, as well as the proper coordination and mapping of the procedures and requirements for information and
cyber-security at the technical and organisational levels. In addition to these stated measures, as part of the risk
management approach, incident notification and response strategies that can assist in preventing cyberattack and
managing cybersecurity incidences effectively must be deployed. Georgili and Pitsi (2022) stated that achieving
information security is one of the major conditions that can instill customers’ confidence. The authors identified
several policies that can be implemented to promote information security. These include: configuration security,
execution and access control, user authentication, network and malware protection, event log registries,
teleworking and cryptography, education, training, and awareness of supply chain risk management; cybersecurity
technical assessment; data backup; incidence and disaster handling, recovery and business continuity policies,

among others.

3. DATA AND METHODOLOGY

This study uses data collected from the 17 South African licensed banks (Bank scope database). Figure 1
presents the research design developed for this study.The mixed approach involves both quantitative and
qualitative analyses of the responses obtained from a questionnaire used as a survey instrument for data collection.
The questionnaire was distributed to some selected members of staft of the banks in South Africa saddled with the
responsibilities of operation, customer service, management, and administration, as well as decision-makers and
those who are directly involved in fraud mitigation. The essence is to garner reliable and detailed information on
the organisation’s ongoing and expended efforts on cyberfraud mitigation. In addition, non-parametric statistical
analyses such as Fischer’s Exact and Chi-square tests, as well as Spearman’s correlation, were conducted.The data
garnered from the questionnaires was analysed to ensure an assenting outcome void of bias. The reason for using
questionnaires was due to their capabilities to capture, quantify, and verify complex matters like cyberfraud. It also
permits the quick gathering of responses in a consistent way (Oppenheim, 1992; Wilson & Mcclean, 1994).
Questionnaire items were formulated based on the aim of this study using a variety of questions ranked in order of
their importance.

Existing studies such as Ko and Dorantes (2006); Kong, Jung, Lee, and Yeon (2015); Ali et al. (2017) and
Dzomira (2017), have relied only on survey and empirical approaches to examine the impact of cyber-attacks and
information security breaches on organisation’s performance and customers’ satisfaction. In addition to the survey
carried out in this study, an integrated information security framework was also developed to promote information
security in the banking industry.

The collected data were qualitative in nature and comprised nominal data types (“yes” and “no”) and ordinal

data types (Likert-type response format). The collected data were thereafter coded for easy handling and analysis.
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Figure 1. Research design.

To test the three hypotheses mentioned under 1.3, non-parametric statistical analyses as well as inferential
statistics were conducted with the aid of the Statistical Package for Social Science (SPSS) version 26. The non-
parametric analysis includes the cross tabulation, Fischer’s Exact and Chi-square tests, and Spearman’s correlation.
The inferential statistics were employed for testing the hypothesis developed using the chi-square(x?) statistics,
while the Fischer’s Exact test statistics were employed to ascertain the association between some variables to
determine whether two factors in the same group are dependent or independent on each other.The collected data
were coded to allow for qualitative analysis to be performed and to simplify the data analysis process to obtain a

reliable outcome.

4. RESULTS AND DISCUSSION
H.: The level of information security in the South African banking industry is high.

This hypothesis was tested using the responses obtained from the question on the “effect of information
security on an organisation’s profitability.” The alternative hypothesis tested was therefore accepted because the p-
value was 0.001. The fact that the p-value was less than 0.05 indicates that there is insufficient evidence to accept
the null hypothesis at the 5% significance level. Thus, this led to the acceptance of the alternative hypothesis, and
the statement “information security level in the South African banks is high” is assumed to be true with the
presented evidence.

Table 1 illustrates the impact of information security on an organisation’s profitability. This result indicates
that information security has a large effect on the profitability of the banking industry. This is because information
is key to the banking industry, as the trend of operations can only be effectively monitored through available
information.

The Pareto chart employed in Figure 2 shows the magnitude of the impact of information security on
organisational profitability. Information security refers to the process of ensuring that sensitive information about

the organisation is properly protected from both internal and external intrusions. The left vertical axis of the bars
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represents the percent contribution of information security to organisational profitability, while the right vertical
axis is the percent demarcation. The plot shows that information security plays a significant role in the
organisation’s profitability. Moreover, the cumulative line’s steepness suggests that information security has a
significant impact on the organization’s profitability. The large difference in the percentage demarcation at the
right vertical axis of the Pareto chart further lends credence to the fact that the effect of information security on
organisational profitability is indeed quite significant.

In line with some of the existing literature, the importance of this finding is that there exists a direct
relationship between information security and organisational profitability. For instance, the proposals of Dzomira
(2017) and Van Niekerk (2017) emphasise the need to strengthen information security and increase sensitisation of
internet users to the nature of internet banking fraud perpetrated by cybercriminals in South Africa. Also,Obeng-
Adjei (2017) indicates the South African banking industry needs to implement stringent security controls across
their networks and other supporting infrastructure, such as databases and servers, to protect customers’
information. The study further recommends the implementation and enforcement of access controls to tighten
information security.

Ko and Dorantes (2006) found indications that security breaches are detrimental to organisational profitability.
Hence, information security can reduce the negative impact of cyberfraud on organisational performance, as banks
with high levels of information security will be able to lessen the occurrences of cyberfraud (Finau, Samuwai, &

Prasad, 2013; Malik & Islam, 2019).

Table 1. Effect of information security on organisation’s profitability.

Effect of information security on | Number of response (n) Percentage response (%)
organisational profitability
Large 29 69.04
Medium 12 28.57
Small 1 2.38
Total 42 100
80 100%
70 90%
— 80%
£ 60
m 70%
c
g 30 60%
i =
< 40 50%
Y 5
€ 3 40% &
£ .0 30%
O
. 20%
0 10%
0 0%

Large Medium Small
Figure 2. Effect of information security on Organisation’s profitability.

H.: The level of effectiveness of information security on customers’ service in the South African banking industry is high
This hypothesis was tested based on the responses obtained from the “level of information security risk and
information security effectiveness on customers’ service.” Table 2 presents the Chi-square and the Fischer’s Exact

tests for the level of information security risk.
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Table 2. Chi-square and Fischer’s exact tests for the level of information security risk.

IT based services Chi- Degree of | Asymptotic Fischer’s Point
square freedom significance exact probability
statistics (Df) (Asymp. sig.) | significance
Level of information security risk 17.714 2 0.000 0.000 0.000
Level of effectiveness of 14714 2 0.001 0.001 0.001
information security risk on
customers’ service

The tested alternative hypothesis was accepted because the p-values of the factors (IT-based services,
specifically the information security risk level and the level of effectiveness of information security risk on
customers’ service) were 0.000 and 0.001 (significantly less than 0.05 for both factors). This implies that,with the
evidence presented in this study, the level of effectiveness of information security on customers’ service in the South
African banking industry is assumed to be high.

Tables 38 and 4, respectively, indicate the level of information security risk and the impact on customer services
in the South African Banking industry. These findings show that the information security risk in the banking
industry has a huge effect on customers because they are the bearers of most of the sensitive information available
in the industry. The effect of information security risk was further depicted using a bar chart Figure 3 which shows

that information security risk is a threat to the banking industry and that information security enhances customers’

services.

Table 3. Information security risk.

Information security risk Number of | Number of | Number of | Total number
responses responses responses of respondents
“Very high” “High” “Low”
Level of information security risk (LISR) 24 16 2 492
Level of effectiveness of information 23 16 3 492
security risk on customers’ service
(LEISRCS)
Table 4. Information security risk (%).
Information security risk Percentage Percentage Percentage Total percent
response (%) response response (%) response (%)
(Very high) (%) (High) (Low)
Level of information security risk 57.14 38.09 4.76 100
Level of effectiveness of information 54.76 38.09 7.14 100
security on customers’ service
__60
&
< 50
(2]
c
g_ 40
(%]
230
Q
)
52
c
Q
210
[}
o
0
LISR LEISRCS

Information security risk

® Very high ®mHigh

Low

Figure 3. Level of information security risk (LISR) and information security effectiveness (LEISRCS) on customers’ service.
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These findings refute the results of Dagada (2013), who claimed that the operation of digital banking
(specifically mobile and online banking) was not affected adversely by security lapses. The author reported that
bank customers in South Africa embraced digital banking services instead of cash transactions and that the
aggressive way with which South African banks were tackling cybercrime had shielded their customers from the
impact of cybercrime (Dagada, 2013). On the global level, some existing literature has also submitted that
effectively managed information security can reduce the impact of cybercrimes and enhance organisational
performance significantly (Kong et al., 2015; Koo, Park, & Park, 2013; Malik & Islam, 2019).

The cross-tabulation of the two factors of IT-based services,“level of information security risk” and
“Information security effectiveness on customers’ service”, gave a Fischer’s Exact statistical value of 3.554 and a p-
value greater than 0.05 (0.494 > 0.05)at four degrees of freedom and a 95% significance level. This implies that
there is insufficient evidence to substantiate the assumption that the relationship existing between the two above-

mentioned factors is interdependent (see Table 5).

Table 5. The statistical analysis for the pair of the level of information risk and the effectiveness on customers’ service.

Paired factors Fischer’s Degree Exact sig. | Remarks Spearman’s | Relationship
exact test of (2 tailed) correlation
statistics freedom coefficient
(df)
Level of 3.554% 4 0.494 5 cell (55.6%) -0.181 Negative and
information risk have expected weak
ar;‘d the outcomes less
ef ectlvene’ss on than 5. The
customers ..
2 minimum
service
expected

count is 0.14

Spearman’s non-parametric correlation was conducted to establish the type of correlation existing between the
two factors. The result gavea correlation coefficient of -0.181. This suggests that a quite small negative relationship
seems to exist between the two variables. Hence, whenthe level of information security risk increases, there will be a
slight reduction in the effectiveness of customers’ satisfaction, and vice versa.

H;: The integration of forensic accounting and management control systems has the ability to promote information security
in the banking industry.

This hypothesis was tested based on the responses obtained from the effect of cyberfraud on customers’
satistaction and I'T-based services.

Table 6 presents the results of the Chi-square and Fischer’s Exact statistics conducted to investigate the impact
of cyberfraud occurrences on customers’ satisfaction. The p-values obtained for both tests are 0.000 (0.000 < 0.05).
This led to the acceptance of the alternative hypothesis suggesting that the integration of forensic accounting and
the management control systems may promote information security in the banking industry. Therefore, the
integration of forensic accounting and the management control systems may be a viable method for cybrefraud

mitigation.

Table 6. Chi-square and Fischer’s exact tests for the effect of Cyberfraud on customers’ satisfaction.

Statistical parameter Value
Chi-square statistics 16.714
Df 2

Asymp. sig. 0.000
Fischers’ exact sig. 0.000
Point probability 0.000
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As a result of this, even the level of the organisation’s profitability and customers’ satisfaction may be enhanced,
as already reported by Peikari (2010) and Lee and Lee (2012). In other words, when the level of information
security is low, the rate of cyberfraud is likely to increase with an increase in customers’ dissatisfaction, and vice
versa. This also lends credence to the already established fact that the integration of forensic accounting and
management control systems has the tendency to combat cyberfraud, thereby ensuring customer satisfaction
through an improved information security system.

The responses obtained from the customers’ experience about the effect of cyberfraud on three customer

satisfaction levels over the years are presented in Table 7.

Table 7. Effect of Cyberfraud.

Effect of cyberfraud Number of response (n) Percent response (%)
Highly consequential (HC) 23 54.76
Consequential (C) 17 40.47

Trivial (T) 2 4.76

Total 42 100

The results imply that in most cases, the effect of cyberfraud on customers in the banking industry cannot be
downplayed or taken with negligence, as this can cause customers to lose confidence in the bank’s digital services.
This outcome agrees with the findings of Du Toit, Hadebe, and Mphatheni (2018), who reported that a significant
number of South Africans have fallen victim to cybercrime in recent years and see the effect of cybercrime on
customers as critical.

Also, other studies have categorised the impact of cyberfraud on customers’ satisfaction as highly consequential
(Bohme & Moore, 2012; Lagazio et al., 2014; Saini et al., 2012). A bar chart was employed to show the magnitude of

the effect on the customers’ satisfaction level to determine the severity of the effect of cyberfraud Figure 4.

m Highly consequential (HC)
m Consequential (C)

m Trivial (T)

Figure 4. The effect of Cyberfraud on customers’ satistaction.

With the aid of the bar chart, the severity of the consequences of the effect of cyberfraud experience on the
customer satisfaction level in the South African banking industry over the years was easily distinguished. This will
assist in raising awareness of cyberfraud as one of the factors that contributes significantly to customers’
dissatisfaction.

Table 8 presents the Chi-square and the Fischer’s Exact test for the I'T-based services. The nature of I'T-based

services employed by the organisation has been linked to the level of information security (Shrivastava, 2016).
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Table 8. Chi-square and Fischer’s tests for the I'T based services.

IT based services Chi-square df Asymp. sig. Fischer’s exact Point
statistics sig. probability

Tele banking 52.000 2 0.000 0.000 0.000

Merchant service 43.000 2 0.000 0.000 0.000

Since information security deals with the frameworks, guidelines, and technical solutions employed to
safeguard personal and organizational information to prevent intrusion and damage to information systems and
other IT-based services (Shrivastava, 2016), seven variables were employed for testing this hypothesis: credit
banking, electronic fund transfer, online banking, electronic debit, and internet banking, telebanking and merchant
services. Following the hypothesis testing, the alternative hypothesis tested was therefore accepted for two
variables (telebanking and merchant services) because the p-values for each of these variables stand at 0.000 < 0.05
for both tests. This implies that the integration of forensic accounting and the management control system may
promote information security in the banking industry, provided the IT services are effectively implemented and
controlled. For the other five types of variables (credit banking, electronic fund transfer, online banking, electronic
debit, and internet banking), the Chi-square could not be performed because there were no differences in the
answers; all the respondents unanimously confirmed that these I'T-based services were employed in their banks.

Table 9 shows the percentage responses obtained for the nature of the I'T-based services available in the South
African Banking industry; the percentage frequencies of the available I'T-based services are depicted in Figure 5.
From Table 9, there was 100% agreement by the respondents who opined that their banks use I'T-based services
such as credit banking, electronic fund transfers, online banking, electronic debit cards, and internet banking,
except for telebanking and merchant services, where few respondents were undecided. The results obtained imply

that most of the banks have integrated I'T-based facilities into their services.

Table 9. Suggested I'T based services.

Suggested IT based Percentage Percentage Percentage response Total percent response
services response (%) response (%) (%) (Don’t know) (%)
(Yes) (No)
Credit card service 100 0 0 100
Tele banking 88.09 4.76 7.14 100
Electronic fund transfer 100 0 0 100
Online corporate 100 0 0 100
banking
Electronic debit card 100 0 0 100
Merchant account 83.33 4.76 11.90 100
services
Internet banking 100 0 0 100
Others (Card less) 23.80 0 0 23.8
120
100
£
@ 80
[=
[=]
&
Z 60
Ea M Yes
=
g 40 u No
a Undecided
20 I
0 | |
Creditcard Tele E-transfer  Online Debit card Merchant Internet Card less
banking banking services  banking

Figure 5. The I'T based services available in the South African banking industry.
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This finding is in line with the report of the Centre for Excellence in Financial Service (2017), which indicates
that in South Africa, the emergence of digital technology has continued to change the structure of the financial
market and transform business operations. The report explains that the infusion of technology into the financial
sector has improved the customers” experience with fast, constant, and convenient services, although with new risks
in the form of threats to privacy, and cyberattack on consumers, and the bad reputation of the financial institution.

South African banks employ digital facilities such as quick-chat banking, robot advisers, intelligent depositor
devices, video-banking, self-service kiosks, virtual reality, a grab-and-learn wall, and facial recognition, big data
analytics, cloud computing, blockchain, Al, biometrics, and quantum computing in their branches (Capitec Bank
Ltd, 2017; Nedbank Group Ltd, 2017; Standard Bank Group Ltd, 2016).

The integration of I'T-based facilities into banking services has revolutionized banking operations but, with a
significant increase in the occurrence of cyberfraud (Ali et al., 2017; Dzomira, 2017; Kshetri, 2019).

Table 10 shows the percentage responses obtained for the nature of the information security risks investigated
in the South African banking industry. The responses are grouped under five major risk indicators, namely: breach
of customers” information, breach of organisation’s information, damage or loss of customers’ sensitive information,
damage or loss of organisation’s sensitive information, and data leakage. The responses obtained indicated that the

forms of information security identified in Table 10 occur sometimes or occasionally. This is displayed in Figure 6.

Table 10. Nature of the information security risks.

Nature of the Percentage Percentage Percentage Percentage Percentage Total
information response (%) | response (%) | response (%) | response (%) response (%) percent
security risks (Always) (Often) (Sometimes) (Rarely) (Never) response
(%)
Breach of 0 0 78.5 21.5 0 100
customers’
information
Breach of 0 0 56.80 43.2 0 100
organisation’s
information
Damage or loss of 0 0 25.76 74.24 0 100
customers’ sensitive
information
Damage or loss of 100 0 22.34 77.66 0 100
organisation’s
sensitive
information
Data leakage 100 0 26.21 78.79 0 100
90
80
70
60
50
40
30
20
10
0
Breach of customers’ Breach of Damage or loss of Damage or loss of Data leakage
information organisation’s customers’ sensitive organisation’s sensitive
information information information
H Sometimes M Rarely
Figure 6. Nature of the information security risks.
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Table 11 presents the Chi-square and Fischer’s Exact statistics obtained for the nature of information security
risks.

The results indicate that an independent relationship exists between the variables of breach of customers’
information and damage or loss of customers’ sensitive information. This is justified by the p-values of both the Chi-
square and Fischer’s’ Exact tests that were significant (level less than 0.05) at a 95% confidence level. This suggests
that the pairs of identified factors are independent variables. Furthermore, the Spearman correlation coefficient
indicates that the relationship between the two factors is negative but moderate. This implies that the higher the
cases of breaches in customers’ information, the lower the cases of damage or loss of customers’ sensitive
information. This implies that, despite the cases of breaches of customers” information, the confidential information
of the customers may not be likely to be affected.

For the relationship between breach of organizations’ information and damage or loss of organisations’
sensitive information, it is evident to justify that a breach in an organisation’s information may likely result in loss
of organisation’s sensitive information. Thus, the two variables may be dependent. This is justified by the p-values
of both the Chi-square and Fischer’s’ Exact tests that were significant (level greater than 0.05) at a 95% confidence
level. This is supported by the Spearman correlation, which indicates the possibility of a positive but weak the
relationship between the two variables. The results also show that the relationship between breaches of customers’
information and data leakage may be dependent. This is justified by the p-values of both the Chi-square and
Fischer’'s’” Exact tests that were significant (level less than 0.05) at a 95% confidence level. The Spearman
correlation coefficient indicates that the relationship between the two factors is negative and weak. This implies
that a breach in customers’ information may result in minimal data leakage.

For the relationship between breaches of customers’ information and data leakage, there was not sufficient
evidence to justify the relationship between the two variables. The p-value for the Chi-square test (0.043) was close
to 0.05, while the p-value for the Fischer’s Exact tests (0.090) exceeded 0.05 at a 95% confidence level. The
Spearman correlation coefficient indicates that the relationship between the two factors is negative and weak. This
implies that an increase in the number of cases of breaches of customers’ information might not result in data
leakage.

For the relationship between a breach of organisation’s information and data leakage, there was not sufficient
evidence to justify the relationship between the two variables. The p-value of the Chi-square test (0.043) was close
to 0.05, while the p-value for the Fischer’s’ Exact test (0.506) exceeded 0.05 at a 95% confidence level. The
Spearman correlation coefficient indicates that the relationship between the two factors is positive but weak. This
implies that an increase in the number of cases regarding breaches of customers’ information might likely result in
an increase in cases of data leakage.

Finally, the result obtained for the relationship between breach of the organisation’s information and damage or
loss of customers’ sensitive information shows that the two variables are independent. This is justified by the p-
values of both the Chi-square and Fischer’s’” Exact tests that were significant (level less than 0.05) at a 95%
confidence level. Furthermore, the Spearman correlation coefficient indicates that the relationship between the two
factors is positive but weak. This implies that the higher the number of cases is regarding breach of organisation’s
information, the higher the chances for damage to or loss of customers’ sensitive information.

The survey results indicated that a breach in the confidential information of the organisation might be a result
of the login details of the customers shared by the customers with unauthorised users. It could also be the
consequence of clients using public or unprotected networks for banking operations, or poor password security
detail. This is evident in the number of concurrent system logins with the same identity. Some respondents also
traced the breach in customers’ information to external attacks through spam emails, phishing, and malware

attacks.
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The improper security assignment as indicated by the user with similar roles but different security assignments
may also imply a breach in the employee’s ethical conduct through unauthorised access to customers” information.
On the part of the organisation, a breach in organisation data could be traced to the employee’s breach of the ethical
conduct through the sharing of organisation’s sensitive or system’s login credentials with unauthorised users. It
was also traced to external attacks through spam emails, phishing, and malware attacks. Some respondents opined
thatan organisation’s database is subject to attack by threat actors in order to gain access to customers’ sensitive
information.

The exposure of customers’ and organisations data or sensitive information to unauthorised persons as one of
the major causes of data breaches can be tackled through customers’ sensitisation and the training of employees on

ethical conduct.

Table 11. Chi-square and Fischer’s exact tests for nature of information security risks.

Variables Chi- Df | Asymp. | Fischer’s exact | Spearman’s | Remarks
square sig. sig. correlation
statistics
Relationship between breach of 13.590 1 < 0.001 < 0.001 -0.569 Negative
customers’ information and but
damage or loss of customers’ moderate
sensitive information
Relationship between breach of 1.992 1 0.158 0.258 0.218 Positive
organisations’ information and but weak
damage or loss of organisations’
sensitive information
Relationship between breach of 4.087 1 0.043 0.090 -0.312 Negative
customers’ information and data and weak
leakage
Relationship between breach of 0.622 1 0.0430 0.506 0.122 Positive
organisation’s information and but weak
data leakage
Relationship between breach of 4.706 1 0.030 0.042 0.335 Positive
organisation’s information and but weak
damage or loss of customers’
sensitive information

Table 12 presents the summary of the responses obtained from the open-ended questions that relates to

information security.

Table 12. The outcome of the open-ended questions and the problem solving questions.

S/No | Questions Summary of responses

1. What are the limitations impeding | According to the respondents, the following are the challenges
effective information security in | hindering better information security in the banking sector:
your organisation? Inadequate training, that is, structures that can only be taken

care of by equipped staff, management issues, human resources
constraint, the system’s vulnerability and unauthorised
intrusions, poor awareness and education, lack of available
resources, administrative  lapses, poor  information
dissemination, as well as inadequate system and personnel
updates.

2. How can the level of information | The respondents described the level of information security
security ~management in your | management as:“satisfactory”, “properly managed but there is
organisation be described? room for improvement”, “average”, “high”, “effective” but can be

improved”, “the banks are committed to a quality information
management system, but improvement is necessary because of
the rising occurrence of Cyberfraud in the sector.”

B, ‘What is the feasibility of integrating | Most of the respondents supported the integration of forensic
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S/No | Questions Summary of responses

forensic accounting and | accounting and management control systems as a feasible tool
management control systems as a | for promoting information security in the banking sector. Below
technique for promoting information | are their responses (views):

security in the South African banks? I. The integration, if well implemented, has the ability to
stem the rate of Cyberfraud in the banking sector.
IL The integration is a policy issue that requires the
approval and collaboration of the bank stakeholders.
I11. Forensic accounting will succeed in fraud tracking once

adequate information is provided by management
control systems.

IV. Employment of forensic accounting and management
control experts will help to achieve this goal effectively.
V. The integration alone is not sufficient; stakeholders

need to work together across the banking sector to
combat cyberfraud successfully (system uniformity).

VI The integration will limit the risk associated with
cyberfraud.

5. DEVELOPMENT OF AN INTEGRATED INFORMATION SECURITY FRAMEWORK

Survey data has been used in the study to investigate the level of information security and its effectiveness in
the South African banking industry. The results indicate that the level of effectiveness of information security on
customers’ service in the South African banking industry is assumed to be high. However, the consequences of
cyberfraud incidents for clients are severe. The South African banking industry has deployed some anti-fraud
technologies that will be helpful in the implementation of forensic accounting and management control systems in
this digital era. Thus, this study proposes an integrated information security framework that can be used to
promote information security, as depicted in Figure 7. Hence, in a bid to promote information security, a forensic
accountant may employ anti-fraud technologies as preventative strategies as part of the efforts geared to secure
systems and data from cyberattack. In any event of cyberfraud, an initial forensic analysis can be carried out,
including instant measures to recover the organisation’s system and prevent further intrusion into other sensitive
information. A thorough forensic investigation will follow this in order to identify the fraud and the perpetrators
(Kopp, Raffenberger, & Wilson, 2017). The management control systems are able to assist in the testing and
implementation of defence strategies to promote the organisation’s objective of information security (Otley,
2016). The control systems can also carry out performance measurement to ascertain that the strategies are

implemented according to the organisation’s cyberfraud mitigation objectives.

Cyberfraud

mitigation

Information

security

Survey

Effectiveness of
information
security ‘

‘Management
control
systems

Figure 7. The implementation framework.

‘ Testing ‘

Use of ‘ Forensic .
phase ‘ Implementation

technologies ‘accounting ‘
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The results obtained from the survey also indicate significant intrusion and information breaches in the South

African banking industry, thus the need for the information system’s boundary identification and protection.

5.1. Information System’s Boundary Identification

Information system’s boundary will indicate the data storage location, the data flow, and its dependencies.

The organisation’s management control systems will need to define the system’s boundary in terms of the
information resources allocated to it as well as the way the information resources are stored, processed, and
transmitted. The components that link the information systems must also be identified. These may include security
services, virtualization components, and servers such as web, application, database, Domain Name Systems and
network components. Part of the management control system should also be directed towards the scope of the
system’s boundary. These may include the estimation and documentation of all the systems and applications used
for data storage, processing, and transmission. The information system’s boundary can be defined such that it will
encompass the whole operating environment, directory services, e-mail, shared services, and Domain Name
Systems. However, decision needs to be made on the scope of the boundary. When the information system’s
boundary is too small, such an organisation may face the risk of excluding critical resources from critical
dependencies. This may have a negative impact on data protection, confidentiality, integrity, and availability. On
the other hand, when the information system’s boundary is too large, it could also be subject to external risks that
are outside internal controls. Hence, a well-defined information system boundary that captures data storage,

processing, and transmission will aid information security.

5.2. Information System’s Boundary Protection

Having identified the scope of the organisation’s information system and its components, the next step will be
the development and implantation of strategies to safeguard it. The boundary protection strategies are to control
and monitor the communications at the external boundary of the defined information system. The purpose of this is
to identify and stop malicious communications and other types of intrusion. This can be achieved through the use of
firewalls, routers, gateways, encryptions, and high-security zone devices, among others. The high-security zone
devices can be employed to protect the boundary of the information systems, coupled with the protections offered at
the organisation’s level.

These devices can be integrated between the organisation’s network and the internet, as well as the
demilitarized zone. The demilitarized zone is a buffer zone that separates an organisation’s local area network from
an untrusted network, such as the public internet. This is an additional layer of security that can hinder threat
actors access to the internal server and organisation’s data. The demilitarized network may comprise an integrated
router, webserver, and web mail that can be deployed between two firewalls, which separates an organisation’s local
area network from the public internet. This implies that a threat actor using a private or public network will break
through the first firewall, and intrude into the demilitarized networks and then the second firewall before accessing
organisations sensitive information. The demilitarized networks are usually equipped with real-time alerts to warn
organisation’s security personnel of an impending intrusion. Furthermore, the information system’s boundary
protection may also comprise four major aspects, namely authentication, policy management, application security,
and system and network administration. Policy management caters for the implementation of the organisation’s
strategies for information system’s boundary protection, such as authentication, while applications security checks
for the system’s vulnerabilities. The system and network administration deals with the organisation, installation,

and management of an organisation’s data communication systems and networks to ensure their functionality.
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6. CONCLUSION AND IMPLICATIONS

The purpose of this study is to explore the level of information security in the South African banking industry.
This was achieved via a mixed method involving quantitative and qualitative approaches, which involves data
collection with the use of a structured questionnaire and hypothesis testing. The results obtained indicate that the
level of effectiveness of information security on customers’ service in the South African banking industry is assumed
to be high. South African banks are deploying different technologies to strengthen the level of information security;
however, there are still substantial cases of cyberfraud and unauthorised intrusions. The implication of an
information security breach, as established by the hypotheses tested, is evidenced by the increase in information
security risks and number of cyberfraud cases in the banking industry, which greatly affect customers. This may
make customers lose confidence in the products and services offered by the banks. The results obtained from the
hypothesis testing indicate that the integration of forensic accounting and the management control system may be a
useful tool for tackling cyberfraud, thereby ensuring customers’ satisfaction through an improved information
security system. In view of the findings in this study, a management solution comprising an integrated information
security framework can consolidate information security in the banking industry. As part of management control
measures to promote information security, it is recommended that the security systems be upgraded to provide real-
time assessments of breaches in security and regulatory requirements. One of the limitations of this study is that the
survey is mostly qualitative in nature, without actual figures on incidences of information and data breaches.
Secondly, the developed integrated security framework is limited to the conceptualised phase. Thus, future work
can investigate the success of the anti-fraud technologies employed for managing information security in the South
African banking industry using a mixed-method approach and the validation of the developed information security

framework.
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