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The internet of things (IOT) is a phenomenon of connected devices over the internet to 
ease human life. It is a system where a separate computing device embedded with 
sensors is connected to other devices or to the cloud through the different 
infrastructures of the Internet. The implication of the IOT is still challenging in a 
geographically distributed environment. Particularly, the main challenges are 
associated with data privacy and security. In this study, we investigate in the report the 
risks/issue related to IoT data privacy and security from the existing literature for the 
last two years and provide a review. We identify a total of seven issues related to IoT 
data privacy and security. The findings revolved that Privacy, Security, confidentiality, 
and integrity are the most significant issues for IoT in the current era. The findings of 
this study provide the researchers with a body of knowledge about the critical issues 
faced by the users and practitioners of IOT across the globe.  
 

Contribution/Originality: In this paper, we conducted the literature review to find out the main challenges that 

are being faced by challenges related to privacy and security mainly, authentication and access control, 

confidentiality and integrity IOT devices users and as well as for IOT manufacturer. We highlighted seven, privacy, 

trust on the device and conducted a questionnaire survey from different organizations and from different research 

experts and ranked it accordingly. 

 

1. INTRODUCTION 

The Internet of Things is a term used for describing interconnected devices through the Internet. The 

connection allows data transfer and advanced capabilities as compared to a single device working alone. A 

connection to a central server or to a cloud service is most of the time added to the system especially when storage 

or processing power beyond the capacity of the single device is required or data gathering is needed to enable 

further analysis. It is being controlled and monitored by the organization remotely. The IoT gadgets are embedded 

with sensors and handling power that empower them to be conveyed in numerous situations. It will contribute to 

the huge change to the world’s future society, it can contribute to the living style and in business models. The IOT 

application includes smart home [1] smart cities [2] smart grids [3] vehicular Ad-Hoc Network (VANETs) [4] 
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medical and healthcare instruments [5] etc. It is envisioned that a number of IoT devices will reach up to 41 Billion 

by 2020 with an estimated cost of $8.9 trillion [6] according to international data corporation (IDC). These devices 

will be able to get information about a person’s behaviors, analyze and can take action [7]. In simple it will ease 

human life incredibly. 

Apart from the advantages of IoT devices or network, there are various issues particularly related to security 

and privacy. Because the IoT devices manufacturing industries are failed to implement robust security and privacy 

related mechanisms in their devices, cybersecurity experts and researchers have unveiled the risks using a large 

number of unsecured IOT devices. The devices may come under different attacks and privacy of the user may be 

unveiled by attackers.  

However, by considering the state of the art literature, we noted that very limited research has been conducted 

to address the problems related to IoT security and privacy. As security and privacy is the fundamental activity of 

IOT, though we are motivated to explore the barriers and risks of IOT faced by the user across the globe. To this, 

we have conducted an informal literature review and explore the critical risk of IOT security and privacy. We 

further conduct a questionnaire survey with real-world practitioners to validate the findings of the literature review 

and to explore the additional critical risk of IOT security and privacy. The findings of this study assist researchers 

and practitioners to develop the tools and strategies to overcome these barriers and to enhance the confidant of IOT 

users in real life. To adders the objective of this study, we propose the following research questions (RQ): 

RQ1: What are the risks for IOT security and privacy, as investigated from the literature? 

RQ2: What are the limitations of IoT devices? 

RQ3: What techniques are used to address the risks of IOT? 

RQ4: What practitioners think about the risks of IOT security and privacy? 

 

2. RESEARCH OBJECTIVE    

Various studies were conducted to address the problem faced by the IOT users. Maple [8] highlighted that the 

privacy of data in IOT phenomena is very significant. Thus our key objective of this review the Literature from 

2017-2019 and to highlight the most critical risks of IOT and the suggested approaches to address these risks. The 

ultimate objective of this study is to develop a comprehensive technique to mitigate the risk of IoT data security and 

privacy. The current study is an initial step towards the development of proposed tools, in which the critical risks 

and the used approaches are explored.  

 

3. RESEARCH METHODOLOGY  

To conduct this study, we applied two different research approaches i.e. literature review and empirical 

investigating (questionnaire survey). 

 

3.1. Literature Review  

To conduct the literature review, we extracted the latest published studies in the field of IOT security and 

privacy. The literature review approach is an effective way to determine the state-of-the-art work related to a 

research topic. Various other researcher adopts this method to explore the existing literature in different other 

software engineering domains [9-13]. 

 

3.2. Empirical Study 

To validate the findings of the literature review, we conduct an empirical study with IOT practitioner by using 

questionnaire survey. Though, the following steps are involved to conduct a questionnaire survey:  
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3.2.1. Data Collection via Questionnaire Survey 

The method used to assess the findings of the literature questioner survey technique was adopted, the 

questionnaire survey is used to ask industry practitioners about the main factors that influence on IoT devices. The 

questionnaire (Appendix A) was designed on the Risk of IOT devices. The main objective of designing a 

questionnaire is to get an opinion from the industry practitioners about the importance of factors targeted by us 

[13]. The importance of factors was marked upon a criterion of “strongly agree”,” agree”, “disagree”, “strongly 

disagree”. The questionnaire was also designed to note the project management structure adopted by industry. The 

survey participants were asked to mark their organization. Furthermore, the participants have an open choice to 

write down any other factor which they consider to be important. More suggestions to improve questionnaire were 

also asked in the form of comments. The questionnaire was assessed by a pilot study by involving five software field 

experts from industry having more than good experience in related field. Based on this study the final version of the 

questionnaire was used for data collection. It consists of three parts: section one collects demographic data of the 

respondent, in section, the identified factors for literature were enlisted, and ask respondents, and section three 

collect comments and other new factors identified by participants. The participants were informed that their raw 

data is confidential and would not be shared in such a form with any other company that could reveal the company’s 

or identity.  

 

3.2.2. Data Source 

In this study, the targeted population was the software practitioners that have more than five years of 

experience in the related field in managing IOT projects. Searching a suitable sample for the survey is not an easy 

task for which no exhaustive register for target population exists [9]. Hence the participants were evaluated by 

using the snowball technique [10] that is typically used in questionnaire study where members are difficult to 

locate [11]. 

Like the other studies regarding survey based [12] an initial invitation to the participants of this research work 

were sent to participate via LinkedIn group, mailing list, industry contacts of the research team. The main focus is 

on software practitioners in industry who participated in this research. The contact points were requested to email 

the link of an online survey to other industry software practitioners in their contact in order to provide help in the 

characterization of unknown populations [10]. The contact persons were asked to inform about the total number of 

participants in order to keep a check on the total number of surveys completed.  

Since as we have used email, LinkedIn, industry contacts and snowball technique, so it is acknowledged that the 

sample data is not truly random. However, it is difficult to search for the experts dealing with IOT based techniques 

in the industry as indicated by Akbar, et al. [13] if a truly representative sample is difficult to arrange then, the 

research should try to omit as much bias as possible. Similarly, in order to make the sample representative in the 

industry of IOT manufacturer, practitioners, different participants were invited from a different industry group to 

participate in this research. These participants were from ten different countries which include Australia, India, 

Malaysia, Ireland, Saudi Arabia, UK, and US. The participants involved work in organizations which are familiar 

with IOT based on working security and privacy. Furthermore, some of the participant roles in their organization 

ranges from team leaders to software projects managers. Therefore, we are confident enough about the results we 

gather from these experts regarding security and privacy risk of IOT devices. 

A total of 81 responses were collected from the practitioners. All the responses were reviewed manually in 

order to verify the completeness of questionnaires. Though, four questionnaires were rejected because of incomplete 

entries. Finally, we include 77 accepted questionnaires in our study for further analysis. A sample of the 

questionnaire survey is presented in Appendix-A.  
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3.2.3. Data Analysis Method 

To organize the data gathered from the questionnaires were use the frequency analysis scheme to group data 

scores as it is helpful in analyzing the descriptive information. The percentage of each data variables were reported 

using the frequency tables. The frequencies defined can be used to compare variable within or across the groups and 

can also be suitable in nominal, ordinal and numerical data [11, 14-16]. In order to identify the factors, the 

occurrence of each factor was measured in the questionnaire. Finally, the ranking of each factor can be marked by 

comparing it with the other factors. 

 

4. FINDINGS 

4.1. Findings of the Literature Review  

While conducting the literature review, we investigate the IOT security and privacy risks and the limitations of 

the IoT devices to apply the data security and privacy algorithms, as discussed in the following sections:   

 

4.1.1. Extracted IOT Risks by using Literature Review 

R1 (Authentication and Access control) is a serious issue for users in IoT devices, so to overcome this risk/ 

challenges researcher provided Datagram Transport layer protocol (DTLP) and username/Password pair 

authentication for users of IoT devices, Kothmayr, et al. [17] and Maple [8] highlighted the impact of 

authentication and access controls risks in IOT. They further reported that it is important to address the 

authentication risk to develop the trust of IOT technology.   

R2 (Access control): different schemes are used namely Discretionary Access Control (DAC) & role-based 

access control (RABC) and Attribute-based access control (ABAC). Access control is an important aspect of IOT. It 

is significant that the access control of the IoT devices is authentic to secure the data and maintain the privacy of 

the users, data stored and shared among users’ components.  

R3 (Confidentiality and Integrity) being secret is one’s right that is a critical challenge in IOT, to address 

these challenges different schemes such as Key Management scheme (KMS) and Public key Infrastructure 

algorithm is being used. Roman, et al. [18] highlighted that confidentiality of IOT user is an important attributed. 

Maple [8] conducted a recent study and mention that the IOT users still facing the problems of confidentiality and 

integrity [18] also mention the confidentiality and integrity as a risk for IOT.  

 
Table-1. Investigated factors. 

S.No. IoT risks References Existing techniques to address the risks 

R1 Authentication [17]; [8] 
 

(1) Datagram Transport Layer protocol (DTLP) 
(2) Username/ Password pair 

R2 Access control [8] (1) Discretionary Access Control (DAC) 
(2) Role-based access control (RABC) 
(3) Attribute-based access control (ABAC) 

R3 Confidentiality 
and Integrity 

[18]; [8] (1) Key Management scheme (KMS) 
(2) Public key Infrastructure algorithm 

R4 Privacy [8]; [21]; 
[22] 

(1) Attribute-Based Encryption (ABE), 
(2) Key policy attribute Encryption (KP-ABE) 
(3) Virtual private Network (VPN), Transport Layer               
Security (TLS), 

R5 Secure 
Middleware 

[23]; [24]; 
[25]; [26] 

(1) eXtensible Messaging and Presence Protocol (XMPP). 
(2) AES and DHKE 
(3) UBOOT (Universal Boot loader) 

R6 Policy 
Enforcement 

[27] (1) Security policy engine (SPE) 

R7 Trust on Device [8] (1) Fulfill the end user requirement 
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R4 (Privacy) is considered a major concern in IOT. To address this challenge Researchers provided different 

schemes such as Attribute-Based Encryption (ABE), Key policy attribute Encryption (KP-ABE), Virtual Private 

Network (VPN), Transport Layer Security (TLS) that still need to improve [19, 20]. To maintain the privacy of 

the IoT devices from the different harmful attacks, there is a lack of automatics mechanisms to handle the risk of 

data privacy in IOT. Rest of the investigated risks are enlisted in Table 1. 

 

4.1.2. Investigated Limitation of the IOT Devices 

Battery capacity IOT devices are small and have low battery power, it is not possible to implement advanced 

Cryptographic Algorithm because of high power consumption that can drain the devices’ resources. Researchers 

need to consider this limitation. 

Computing Power because of a current cryptographic algorithm that drains the battery significantly some 

other algorithms and techniques have been developed namely Encrypted Query Processing Algorithms, applying 

Physical Layer authentication and analog characteristics transmitter. But these schemes still need more intention to 

overcome these limitations. All the other limitations are provided in Table 2. 

 
Table-2. Limitation of IOT devices. 

S.No. IOT Limitations References Existing techniques to address the risks 

L1 Battery Capacity [28] Minimize the security requirement. 
Increase the battery capacity 

Energy from natural resources 
L2 Computing Power [29]; [30] Physical Layer authentication. 

The encrypted query processing algorithm 
Identity-based Encryption (IBE) 

     

4.2. Results of Empirical Study  

To validate the findings of the literature review, we conducted a questionnaire survey study. The results of the 

empirical study are presented in Table 3. Table 3 is classified into three broad categories: Positive, Negative and 

Neutral. The positive category represents the opinions of the practitioners who agree with the findings of literature 

review, Negative category presents the response of the participants who don’t think the investigated factor have a 

negative impact of IoT paradigm. The neutral category presents the opinions of the respondents who are not sure 

about the identification of literature review.  

The empirical findings show that most of the respondents agree with the investigated factors as they could 

negatively affect the IoT devices.  

According to the frequency analysis R5 (Privacy, 95%) is declared as the most important risk factor that has a 

negative impact in a geographically distributed environment [31-33]. It is not surprising as this risk is also 

highlighted in the literature as a critical challenge for IOT devices. Medaglia and Serbanati [34] indicated that to 

secure the data in the context of IOT, comprehensive and efficient algorithms are still needed. Hwang [35] and 

Frustaci, et al. [36] also highlighted the importance of data security in IoT devices and networks. 

 
Table-3. Analyzed results of survey respondents. 

S. No. 

 
Investigated Risk factors 

No. of complete responses=77 

Positive Negative Neutral 

SA A % SD D % N % 

R1 Authentication 28 44 91 1 2 4 2 14 
R2 Trust building 21 41 92 3 7 18 5 18 

R3 Access control 24 29 87 6 8 13 13 12 
R4 Confidentiality and Integrity 19 39 92 5 6 16 8 10 
R5 Privacy 17 32 95 5 7 12 16 8 
R6 Secure Middleware 21 39 89 3 9 12 5 6 
R7 Policy Enforcement 23 36 77 4 7 11 7 9 
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The second and third most important risk factors are R4 (Confidentiality and integrity, 92%) was declared as 

the second most critical risk for IOT phenomena. Shukla and Tripathi [37] emphasized that confidentiality and 

integrity of data is a fundamental requirement of every user. They further underlined that IoT devices still not 

capable to secure the data to a confident extent.  

According to the survey results, R1 (Authentication, 91%) was cited as the third most significant risk for IOT 

context. The authentication is still a problem in IOT networks and devices as the number of users are involved in 

daily usage devices (e.g. Smart doors, microwave Owen, house usage devices, etc.). Zheng, et al. [38] also 

highlighted that authentication is one of the critical risks for IoT phenomena in common usage devices. They 

further highlighted that the lack of comprehensive and compact algorithm causes the lack of data security.   

In a negative category, we noted that (Trust Building, 18%) was declared as the most significant reported 

influencing factor. According to the 18% of respondents, R2 doesn’t have any negative impact on identified risk on 

IoT devices. 

R6 (Secure Middleware, 12%) and R7 (Policy Enforcement, 11%) was declared as the second and third highest 

reported factors in GSD.  

R2 (Trust Building, 18%) was cited as the most important factor in the neutral category. This indicated that 

18% of participants don’t sure as the R2 has a positive impact on task allocation process. R1 (Authentication, 17%) 

was declared as the second most cited factor in the neutral category. 

 
Table-4. Summary of the research questions. 

Research questions Findings  

RQ1: What are the risks for IOT 
security and privacy, as 
investigated from the literature? 

Authentication (R1), Access control (R2), Confidentiality and Integrity 
(R3)  
Privacy (R4), Secure Middleware (R5), Policy Enforcement (R6), Trust 
on Device (R7) 

RQ2: What are the limitations of 
IoT devices?  

Battery Capacity (L1) 
Computing Power (L2 

RQ3: what techniques are used to 
address the risks of IOT? 

Datagram Transport Layer protocol (DTLP), Username/ Password 
pair, Discretionary Access Control (DAC), Role-based access control 
(RABC), Attribute-based access control (ABAC), Key Management 
scheme (KMS), Public key Infrastructure algorithm, Attribute-Based 
Encryption (ABE), Key policy attribute Encryption (KP-ABE), Virtual 
Private Network (VPN), Transport Layer, Security (TLS), eXtensible 
Messaging and Presence Protocol (XMPP), AES and DHKE, UBOOT 
(Universal Boot loader), Security policy engine (SPE), Fulfill the end 
user requirement 

RQ4: What practitioners think 
about the risks of IOT security and 
privacy? 

According to the practitioners, all the investigated risks are important to 
address to the success of IOT phenomena. The most important risks are:   

 

 

5. SUMMARY OF FINDINGS 

The objective of this study is to investigate the risks of IOT faced by users and practitioners. We have applied 

for both the literature review and empirical study (questionnaire survey) approaches to investigate the risks and the 

limitation of the IoT devices. The detail summary of the research question is presented in Table 4. 

 

6. CONCLUSION AND FUTURE WORK 

This research work is based on a literature review and questionnaire survey that were conducted to explore the 

factors that can negatively impact the IOT paradigm. The findings of this study provide the body of knowledge to 

researcher and practitioner, to successfully implement the IOT application in the real-world environment.  

During the literature review, we have identified a total of 7 Risk factors that can negatively impact on the IoT 

devices. To validate the findings of the literature review study, an empirical study (questionnaire survey) was 

conducted with real-world practitioners. According to the results of the empirical study, the majority of the 
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practitioners are agreed that the investigated factor have a negative impact on IoT devices. In addition, we 

identified the existing tools and techniques used to address the risks of IOT. The results of empirical study revolved 

that Privacy, Trust building, and Authentication are the most critical risk factors for IOT phenomena.  The 

ultimate aim of this study is to develop a comprehensive algorithm which could assist to address the risks of IOT 

devices. This study contributes to the development of the proposed model. We believe the current study provides 

the body of knowledge to researcher and practitioners to IOT.  In the future, we will develop a comprehensive 

algorithm to address the highlighted risk of IOT.  
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Appendix-A: (questionnaire survey) 

Section-A1 Respondents personal detail 

Full Name (optional)   

Email address  

Job title industry/academic   

Working Experience (Years)   

Section-A2 Respondents organization detail 

Name of organization (optional). 

Primary business of your organization Research Consltency   Development 

Please specify the nature of your organization? National Multinational Not sure Others 

Please specify the types of your organization? Developer Saler 

How long the IOT paradigm is in operation in your organization? (Years)   
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Section B-Internet of things (IOT), risks. 
The aim of this section is to specify the risks that could negatively impact the IOT implementation Please rank each 
risk according to your understanding and experience. 

S.D= Strongly Disagree, D= Disagree, N= Neutral, A=Agree, S.A= Strongly Agree 

Sr.NO Identified Risks   S.D D N A S.A 

R1 Authentication      

R2 Access control      

R3 Confidentiality and Integrity      

R4 Privacy      

R5 Secure Middleware      

R6 Policy Enforcement      

R7 Trust on Device      

Please add additional risk if any.   
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