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This study aims to develop a smart tire presence detection system using UHF-RFID 
technology and the ESP32 microcontroller to prevent vehicle tire theft and 
unauthorized replacement. A prototype-based methodology was used, employing 
iterative testing and development cycles. Two UHF RFID readers—EL-UHF-RF014 
and BR-20—were compared to determine optimal performance in detection range and 
response time. The selected reader was integrated into a system that transmits real-
time data to an IoT-based web interface. The EL-UHF-RF014 outperformed the BR-20 
in all scenarios, achieving a maximum detection range of 12 meters and faster response 
times. Real-time monitoring results showed a detection accuracy of 87.5%. The best 
antenna position for consistent detection was on the side of the vehicle, with average 
response times of 1.4 seconds. The proposed system reliably detects tire presence and 
improves vehicle safety. The EL-UHF-RF014 reader, combined with tire-integrated 
RFID tags and IoT connectivity, enables effective monitoring of tire conditions and 
prevents unnoticed tire swaps. The system is applicable in automotive workshops and 
fleet management, improving security and operational efficiency. It serves as a 
foundation for future IoT-based vehicle safety innovations. 
 

Contribution/Originality: This study presents an innovative tire presence detection system by integrating 

UHF-RFID with IoT-based monitoring. Unlike previous works, it compares reader performance and evaluates real-

time detection on actual vehicles, offering a practical solution for enhancing automotive safety through RFID-based 

anti-theft mechanisms. 

 

1. INTRODUCTION 

The increasing rate of vehicle and component theft particularly tire theft has become a major concern in many 

regions worldwide. Reports from security agencies highlight a significant rise in tire theft cases in recent years, 

resulting in substantial financial losses for both vehicle owners and insurance companies [1]. This trend not only 

impacts individuals but also undermines trust in the automotive sector’s ability to ensure vehicle safety. 

For vehicle owners and fleet operators, the unauthorized replacement or theft of tires poses serious 

consequences, including unexpected financial burdens and safety risks due to the use of counterfeit or inferior 

tires. Traditional security approaches such as physical locks and manual inspections are often inadequate, offering 

limited protection and lacking real-time oversight. Tire theft can also occur in workshops during maintenance 

processes like balancing or spooring, where tires must be temporarily removed from the vehicle. In such cases, 

owners may remain unaware that their original tires have been replaced with those in worse condition, potentially 
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compromising road safety [2, 3].  

To address these issues, this study proposes the development of a tire presence detection system capable of 

providing early alerts to vehicle owners. The goal is to prevent theft or unauthorized tire swaps by deploying an 

efficient and reliable monitoring solution. This system integrates Ultra High Frequency-Radio Frequency 

Identification (UHF-RFID) technology directly into the tire, functioning both as a monitoring and preventive tool 

[1]. The system is built on an ESP32 microcontroller platform, which processes tag data and communicates with 

a web-based interface. This setup allows real-time notifications to be sent to users, enabling timely preventive 

action [2, 3]. Rapid detection and immediate response can significantly reduce the likelihood of successful theft. 

Throughout the development, this study explores techniques to improve detection accuracy and system 

reliability. By leveraging UHF-RFID and IoT integration, the research aims to enhance vehicle safety, streamline 

monitoring processes, and support broader adoption of intelligent transportation security technologies [4]. 

Furthermore, a comparative evaluation is conducted between two UHF RFID readers, EL-UHF-RF014 and BR-

20, to determine the optimal hardware configuration. This comparison establishes technical benchmarks for 

performance in terms of detection range and response time, aiding the development of robust applications in real-

world settings [4, 5]. 

This work contributes to the advancement of automotive security systems by increasing public awareness of 

tire theft prevention and reinforcing the protection of critical vehicle components. The proposed system benefits 

not only individual users but also fleet managers and service providers by offering transparent, real-time tire 

monitoring [6]. 

Ultimately, it supports the ongoing innovation of secure automotive solutions and highlights the value of 

integrating UHF-RFID and IoT in modern vehicle safety frameworks. The following chapters will describe the 

system design, evaluation process, and results derived from real-world testing. 

The next chapter will detail the study and methods employed in this system. The third chapter showcases the 

findings and delves deeper into their analysis. The fourth chapter serves as the final discussion, articulated as a 

conclusion. 

 

2. RESEARCH AND METHODOLOGY 

This chapter presents an overview of the study and the methods utilized. This study focuses on the creation of 

a prototype, supported by a detailed guide for gathering findings through multiple methodologies, which include a 

thorough literature review and the meticulous design and construction of the prototype. Effectively implement a 

scenario testing strategy, execute tests based on the established scenario, and conduct a thorough analysis of the 

results obtained. The results obtained lead to a conclusion. 

 

2.1. Literature Review 

Radio Frequency Identification (RFID) technology utilizes radio waves for the automatic identification and 

tracking of objects. RFID consists of two main components: RFID readers and RFID tags. RFID tags, usually 

attached to the monitored item, contain specific information that can be accessed by the RFID reader. A radio 

frequency signal is emitted by the reader to activate the tag, which subsequently transmits the stored information 

back to the reader. RFID markedly improves the reliability of security systems [7, 8]. 

A study by Panganiban and Cruz [9] utilized RFID to demonstrate the progress of a vehicle management 

system [9]. The system is designed to tackle the challenges associated with vehicle monitoring, especially in areas 

with high vehicle density. This study aims to develop a system that improves security and efficiency in vehicle 

management. The system functions at a frequency of 13.56 MHz, identifying both registered and unregistered 

vehicles, and then sends an SMS notification to the database. 

However, the High Frequency (HF) signal in the RFID system demonstrates a significant degree of 
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weakness. In developing a vehicle tire detection system, it is crucial to integrate RFID readers and tags while 

considering radio frequencies to improve the system's performance and reliability [10]. 

UHF (Ultra High Frequency) refers to a radio frequency band that spans from 300 MHz to 3 GHz. The UHF 

RFID technology offers an impressive range for long-distance communication, particularly in settings that are 

either unobstructed or only slightly hindered by structures or obstacles [11]. UHF offers superior signal quality 

when compared to lower frequencies like HF and VHF, which makes it particularly suitable for data transmission. 

Therefore, choosing UHF RFID is the appropriate choice [12]. Figure 1 illustrates a comparison of HF, VHF, 

and UHF signals. 

 

 
Figure 1. Difference in radio frequency signals. 

 

The features of the UHF signal generated by a partial discharge in a transformer reveal several significant 

elements pertinent to detection. As illustrated in Figure 2, this signal exhibits a waveform defined by double 

exponential decay, demonstrating a swift reduction in amplitude over time, particularly at high frequencies, such 

as 600 MHz. 

 

 
Figure 2. Characteristics of UHF signals. 

 

The UHF signal in the study Dukanac [13] is often affected by white Gaussian noise with a power of -15 

dBW and an average signal-to-noise ratio (SNR) of around 22.27 dB, indicating that despite the noise, the signal 

can still be detected well. The attenuation of the UHF signal is affected by the distance between the source and the 
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sensor, with an average attenuation of around 2.0 dB/m. Proper sensor placement can improve the accuracy in 

determining the location of partial discharge sources, although the internal structure of the transformer is not 

fully taken into account.  

Multivariate wavelet denoising techniques are employed to minimize noise and preserve crucial information 

[14-16] while calculating the arrival times of signals at various sensors to ascertain the time difference of arrival 

(TDOA) [17]. The initial method for detecting peaks is utilized to determine the arrival time of signals, which 

may be influenced by frequency resonance. In summary, the properties of UHF signals indicate promise for 

efficient detection, even with obstacles concerning noise and attenuation. Employing suitable signal processing 

methods can enhance the precision in identifying the origin of release [18-20]. 

Additionally, a study conducted by Maria Cristina et al presented a method for implementing a wireless and 

automated tire inventory system utilizing UHF RFID technology within the tire handling process on a conveyor 

line [21]. This system employs an RFID integrator to gather data from RFID tags affixed to tires. The 

information contained within the tags is crucial and significant. The objective is to recognize and distinctly 

classify tires as they progress along a conveyor line [22] as illustrated in Figure 3. This system enables precise 

monitoring of the tire sequence on the conveyor, facilitating the selective execution of specific manufacturing 

processes on particular tires according to the data, thereby minimizing logistical errors [23]. 

 

 
Figure 3. RFID reading gate installed along the path of a conveyor belt to 
manage and monitor conveyed tires. 

 

However, the primary limitation of this technology lies in the substantial expenses associated with its 

installation and integration process. This solution is particularly well-suited for larger organizations that are 

capable of managing significant upfront investments and necessitate precise monitoring within their supply chain. 

The implementation of UHF RFID across different industrial and commercial sectors presents several notable 

benefits. A key benefit is the extended read range when compared to alternative RFID technologies [24]. UHF 

RFID can read tags from distances of several meters, proving highly effective for applications involving tracking 

in expansive areas, both indoors and outdoors. Moreover, UHF RFID boasts a rapid read speed, enabling the 

simultaneous reading of numerous tags in a brief period. This capability is crucial, especially since the system can 

detect all four vehicle tires at once [25, 26]. Fitted with serial communication, this setup is highly appropriate for 

constructing a contemporary and functional Internet of Things (IoT) system [27].  

A number of studies have advanced the application of RFID technology in the automotive sector, particularly 

in areas such as motorcycle tracking and vehicle security [28]. Subsequently, systems that verify vehicles are 

referenced in Samuel and Sebastian [29]. However, a system specifically designed to detect theft or illegal tire 

swaps has yet to be developed. 
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2.2. Tire Presence Detection System Design 

The first step in creating a tire presence detection system involves understanding the layer structure of a 

vehicle tire, which is essential for determining the correct position for tire tag installation, as demonstrated by 

Saini et al. The structure of the tire consists of multiple layers, as shown in Figure 4. The tag position is situated 

on the Inner Liner. 

 

 
Figure 4. Multilayered tire system. 

 

A study by Saini et al. involved the placement of RFID tags within the tire wall layer, specifically situated in 

the rubber layer that lies between the outer and inner layers of the tire [30]. This placement is intended to ensure 

that the tag operates efficiently under the extreme conditions found within the tire, including high pressure and 

fluctuating temperatures. 

The RFID tag is strategically positioned to enable real-time monitoring of tire conditions, encompassing 

factors such as pressure and temperature. Incorporating it within the tire wall layer allows for the collection of 

pertinent data while maintaining the tire's structural integrity. This study highlights the significance of tag design 

and placement for achieving optimal performance in tire monitoring applications [31]. 

Figure 5 presents the block diagram of the proposed tire presence detection system. The reading system is 

transmitted using ESP-32 and an API. The data will be visible to the user on the display. 

 

 
Figure 5. Diagram block of the tire presence detection system. 
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Meanwhile, a design intended to enhance a diagram block of tire detection and notification, highlighting the 

thoughtful arrangement of components, can be seen in Figure 6. The system is engineered to improve the 

identification of vehicle tires through the application of UID to each tire tag. Tire tags are positioned with precision 

on the inner wall of the vehicle tire, particularly in locations that are expected to be detected by the UHF RFID 

reader. This design enables the activation of suitable tire detection alerts based on the vehicle tire presence readings 

during checks at locations like workshops or pools. Upon reading the tire tag and the reader, the resulting data is 

transmitted and recorded in real time to the ESP32 microcontroller for further analysis. The data is subsequently 

presented on a monitoring website, allowing users to easily track it [32]. 

 

 
Figure 6. Tire presence detection structure. 

 

Choosing the appropriate UHF RFID reader is a vital element in creating an efficient monitoring system, as it 

can significantly influence the system's overall performance. RFID readers act as the primary element tasked with 

recognizing and gathering information from the connected RFID tags. Consequently, conducting a comparative 

analysis of the different types of RFID readers available in the market is essential. This study will compare two 

distinct models of RFID readers, focusing on factors such as reading range, data processing speed, and their 

performance in diverse environments. Figure 7 displays both readers, and this comparison aims to determine the 

most appropriate RFID reader to enhance the monitoring system under development. 

 

 
Figure 7.  (a) BR-20 UHF RFID; (b) EL-UHF-RF014. 

 

There are certain differences that exist between the two readers. Table 1 can be presented to illustrate the 

comparison of characteristics between the BR-20 UHF RFID and EL-UHF-RF014 readers. 
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Table 1. Comparison between EL-UHF-RF014 and BR-20 UHF RFID. 

Specifications EL-UHF-RF014 BR-20 UHF RFID 

Reading range 1-12meters 1-7meters 
Radio frequency power 33 dBm (Adjustable) 8 dBi (Non-adjustable) 
Antenna External (4 TNC Antenna Port) Internal 
Interface RS232, RJ45, TCP/IP, USB RS232, RS485, Wiegand, Trigger, TCP/IP, 

WiFi, and PoE 
Durability Non mentioned IP54 
Signal type Omnidirectional Line of Sight 
Buzzer Sound mode options On/Off only 
Applications Large areas, indoor, outdoors Limited area, more suitable indoor 
RSSI Support Not supported 
Dimensions 270x180x27mm 235x235x57mm 
Price USD. 450 USD.90 

 

2.3. Flow Chart System 

The functionality of tire presence detection is illustrated in the workflow outlined in Figure 8. As illustrated, 

the process of inspecting and validating the vehicle's unique tire code in the workshop commences with the 

activation of the sensor designed to identify the unique tire code through RFID technology or comparable sensors 

[33]. Upon the vehicle's arrival at the workshop, the first action involves verifying the unique tire code to confirm 

that the information aligns with the database. 

 

 
Figure 8. Flowchart of tire presence detection. 
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In the event that a unique code discrepancy is identified, additional analysis is conducted to ascertain if the 

discrepancy results from the tire position swap. When the tires are merely exchanged, the technician verifies the 

four tires by cross-referencing the identified unique code with the information stored in the database. However, if 

the reason for the discrepancy is not linked to the position, additional investigation is conducted to determine the 

cause of the issue. Upon completion of the validation, the vehicle may proceed to the repair process if deemed 

necessary. When a tire is replaced, the mechanic will fit a new tire accompanied by a randomly generated tire tag. 

Prior to the vehicle departing from the workshop, the distinct tire code undergoes a final verification to confirm 

that all unique codes align with the database.  

The data collected during the inspection process is relayed to the ESP32 microcontroller for further processing 

and then transmitted to the server via an API. The information is stored in a database and displayed in real-time on 

a dashboard available to both mechanics and users [34]. Upon detection of a modification in the specific tire code 

during the final validation phase, the technician analyzes the information relayed by the RFID system via the 

display [35]. The mechanic updates the tire information via a web-based platform or application integrated with 

the system. Upon implementation of the update, the platform processes and verifies the changes in the submitted 

data. This process ensures that the information in the database is accurate and represents the actual condition of the 

vehicle. Upon completing all stages, the vehicle is prepared to leave the workshop, indicating the end of the 

inspection and validation process for the specific tire code. This system seeks to improve accuracy and efficiency in 

the management of information related to vehicle tires while minimizing the potential for data errors [36]. 

 

2.4. Testing Scenario 

The test scenario for the tire presence detection prototype aimed to evaluate the effectiveness of RFID reading 

between the reader and the tire tag under various environmental conditions. The experiment consisted of four main 

phases, each involving the placement of the RFID reader in a different position: front, side, and rear.  

The first scenario involved assessing the RFID reader and tire tag within an indoor environment, as depicted 

in Figure 9. The reader and tire tag were situated in a confined space to simulate controlled conditions. The data 

obtained from this test confirmed the system's accuracy under controlled conditions. 

 

 
Figure 9. Indoor scenario overview. 

 

The second scenario entails the relocation of the RFID reader and tire tag to an outdoor environment. This 

test aims to assess the system's performance in real-world conditions, taking into account the impact of 
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environmental factors such as signal interference and weather conditions on measurement outcomes. Figure 10 

illustrates this point. The data generated from this test is assessed in comparison to the reference value to ascertain 

the reliability of the system. 

 

 
Figure 10. Outdoor scenario overview. 

 

The third scenario involves an experiment where the RFID reader is located externally, and the tire tag is 

situated indoors, as seen in Figure 11. This scenario evaluates the data transmission capabilities between the reader 

and the tire tag under various conditions, identifying potential challenges arising from distance and physical 

obstacles. 

 

 
Figure 11. Indoor and outdoor scenario overview. 

 

The fourth scenario involves a direct examination of the vehicle, with the tire tag affixed to the inner wall of 

each car tire. In the fourth stage, one of the two readers is selected based on the outcomes of the first, second, and 
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third stage scenarios. In this scenario, the system operates to track the status of each tire in real time and 

guarantees the direct implementation of the system on the vehicle. This phase is depicted in Figure 6. 

Once all testing phases are finalized, the results from each scenario are examined to pinpoint the challenges 

encountered, including signal transmission interference, range distance, and reading response time. 

 

3. RESULT AND DISCUSSION 

3.1. Result 

This experimental setup includes various factors to improve the accuracy of the system's measurements. The 

elements are arranged according to the defined scenario. Figure 12 presents the results of the initial stage scenario 

test outlined in the previous chapter. This scenario establishes a foundation for evaluating the characteristics of the 

two RFID readers, namely the EL-UHF-RF014 and B-20 UHF RFID. This assessment is essential for identifying 

the limitations of the two readers by evaluating the range and response time metrics in indoor conditions. The 

results from the initial scenario test, EL-UHF-RF014, indicated enhanced performance in the front position, with a 

response time of 0.5 seconds at a distance of 3 meters, compared to BR-20, which exhibited a response time of 1 

second at the same distance. At a distance of 7 meters, the EL-UHF-RF014 recorded a duration of 1.5 seconds, 

while the BR-20 recorded a duration of 4 seconds. In the side position, the EL-UHF-RF014 recorded 4 seconds at a 

distance of 3 meters, while the BR-20 recorded 3 seconds at a distance of 1 meter. The EL-UHF-RF014 recorded 

1.5 seconds at 1 meter in the rear position, while the BR-20 recorded 5 seconds. 

 

 
Figure 12. First test scenario result graph. 

 

The second scenario is designed to evaluate the system's performance in conditions that replicate a real-world 

environment. This outdoor test considers multiple environmental factors, such as signal interference and 

conditions, that may affect the measurement results. The test data is graphically represented to provide a clear 

depiction of the system's accuracy and reliability, as demonstrated in Figure 13. 

In the second scenario, the EL-UHF-RF014 reader exhibited notable performance, achieving a response time of 

5 seconds at a distance of 11 meters in the front position, while the BR-20 reader recorded a response time of 22 

seconds at a distance of 7 meters. In the side position, the EL-UHF-RF014 exhibited a response time of 4.5 seconds 

at a distance of 3 meters, while the BR-20 displayed a response time of 4 seconds at a distance of 1 meter. The EL-
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UHF-RF014 exhibited a response time of 2 seconds at a distance of 1 meter in the rear position, while the BR-20 

recorded a response time of 5 seconds. 

 

 
Figure 13. Second test scenario result graph. 

 

The third stage scenario involved positioning the RFID reader externally, while the tire tag remained indoors. 

This scenario was designed to evaluate the data transmission capability between the reader and the tire tag under 

different conditions, while also identifying potential challenges arising from distance and physical obstacles. The 

test results are presented in graphs shown in Figure 14, providing a clearer understanding of the system's 

effectiveness in these scenarios. Figure 14 presents the response time test data for two UHF RFID readers, namely 

the EL-UHF-RF014 and BR-20 UHF RFID, at various detection distances. 

 

 
Figure 14. Third test scenario result graph. 

 

The test results show that the EL-UHF-RF014 reader exhibits a significantly better response time 

than the BR-20 UHF RFID, especially at greater distances. The EL-UHF-RF014 demonstrated a 
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response time of 21 seconds at a distance of 8 meters, while the BR-20 recorded a time of 9 seconds at a 

distance of 6 meters. In the lateral position, the EL-UHF-RF014 exhibited a response time of 9 seconds 

at a distance of 1 meter, while the BR-20 recorded a response time of 10 seconds. 

At a distance of 2 meters, the EL-UHF-RF014 recorded a duration of 14 seconds, whereas the BR-20 

was not detected. In the rear position, both devices demonstrated a response time of 0 seconds at a 

distance of 0 meters. At a distance of 1 meter, the BR-20 recorded a detection time of 20 seconds, while 

the EL-UHF-RF014 recorded 15 seconds, indicating the superior RFID detection capabilities of the EL-

UHF-RF014 device. 

An extensive evaluation of various test scenarios indicates a significant disparity in the performance outcomes 

of the EL-UHF-RF014 and BR-20 UHF RFID readers. Figure 15 presents a comparative analysis of the 

performance of the EL-UHF-RF014 and BR-20 UHF RFID in various scenarios, including positional accuracy and 

maximum range. The results demonstrate that the EL-UHF-RF014 consistently exceeds the performance of the 

BR-20 UHF RFID in all assessed scenarios. 

 

 
Figure 15. Signal power. 

 

The test results indicate that within indoor settings, the EL-UHF-RF014 reader can detect tire tags from a 

distance of up to 12 meters in the front position, whereas the BR-20 has a maximum detection range of 7 meters. 

When positioned on the side, the EL-UHF-RF014 has a detection range of up to 3 meters, whereas the BR-20 is 

limited to just 1 meter. In outdoor settings, the EL-UHF-RF014 demonstrates a peak detection range of 11 meters 

when positioned at the front, while the BR-20 reaches a maximum of 7 meters. When the reader is outside and the 

tire tag is inside, the EL-UHF-RF014 outperforms with a maximum distance of 8 meters, whereas the BR-20 

achieves 6.5 meters. The findings clearly indicate that the EL-UHF-RF014 outperforms the BR-20 in terms of 

detection range and effectiveness, whether in indoor or outdoor settings. Consequently, the EL-UHF-RF014 has 

been chosen for the fourth stage of testing, during which the tire tag will be placed inside the vehicle tire to enhance 

the efficiency of the detection system in real-world conditions. 
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During the fourth scenario, testing for tire presence detection is conducted directly on the vehicle, utilizing the 

tire tag affixed to the inner wall of the car tire, as illustrated in Figure 16. This placement safeguards the tire tag 

from outside influences and guarantees its performance during vehicle operation. The system continuously tracks 

the presence of tires in real-time through the EL-UHF-RF014 reader, chosen according to the outcomes of earlier 

evaluations. The objective of this testing is to validate the performance of the tire detection system in actual 

operational scenarios. 

 

 
Figure 16. Installation of tire tags on vehicle tires. 

 

The EL-UHF-RF014 reader necessitates the connection of an external UHF antenna, as this specific reader 

operates with an external antenna [37]. Prior to testing, the reader was set up through the app and subsequently 

linked to the ESP32 microcontroller using an RS232 Male to TTL MAX232 cable [38, 39]. Testing was conducted 

at a vehicle stop location (checkpoint), with antennas positioned at the front, side, and rear of the vehicle. 

Throughout the testing phase, performance data of the system were gathered for assessment across 

different conditions.  

The results of the test are illustrated in a graphical format, as shown in Figure 17. Figure 17 illustrates the 

response time at the UHF RFID antenna location positioned in front of the vehicle. The parameters assessed 

encompass response time for tire positions FR, FL, BR, and BL, with data comprising timestamp, antenna distance 

to tire tag (meters), and response time (seconds). 

At a distance of 0.5 meters, the recorded response times were 1 second for the front right and front left, 3 

seconds for the back right, and 2 seconds for the back left. At a distance of 1 meter, the response time showed a 

slight increase to 1.5 seconds (FR), 1 second (FL), 3 seconds (BR), and 3 seconds (BL). At a distance of 1.5 meters, 

the response time for FR rose to 2 seconds, FL stayed at 2 seconds, BR increased to 6 seconds, and BL reached 5 

seconds. At a distance of 2 meters, the response time notably rose for FR (5 seconds) and FL (7 seconds), whereas 

BR and BL went undetected, suggesting a restricted antenna range or interference with the RFID signal. 

In the evaluation of the antenna placement adjacent to the vehicle depicted in Figure 18, the findings indicate 

that at a distance of 2 meters, the tire tags located in the Front Right (FR) and Right Back (RB) positions were 

undetected, as evidenced by the lack of a recorded response time, suggesting restricted reading capabilities at 

greater distances. The test data indicate that at a distance of 0.5 meters, the response time for FR is 0.7 seconds, FL 

is 1 second, and BL is 0 seconds. At a distance of 1.0 meters, the response time for the front right increases to 1.5 

seconds, while the front left and back left are at 1 second, and the back right is at 2 seconds. At a distance of 1.5 
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meters, the front right is recorded at 3.5 seconds, the back right at 2.7 seconds, while both the front left and back 

left are each at 1 second. The findings highlight the necessity of modifying antenna positioning and enhancing 

system performance, particularly for tire detection at greater distances in the FR and BR locations. 

 

 
Figure 17. Result of antenna position in front of the vehicle. 

 

 
Figure 18. Result of antenna position on the left/right of the vehicle. 

 

In the evaluation of the antenna placement at the back of the vehicle shown in Figure 19, the front right and 

front left positions were not identified at a distance of 2 meters. At a distance of 0.5 meters, the recorded response 

times were as follows: FR at 2.7 seconds, FL at 3 seconds, BR at 1 second, and BL at 0 seconds. At a distance of 1 

meter, the front right and front left response times were measured at 1 second, while the back right and back left 

recorded times were 1.5 seconds and 1.7 seconds, respectively. At a distance of 1.5 meters, the response times for 

the front right and front left increased significantly to 7 seconds, while the back right and back left were recorded at 
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2.7 seconds and 3 seconds, respectively. A decline in detection performance was observed as the distance increased, 

particularly in the FR and FL areas. This reduction was attributed to multiple factors, one of which included signal 

strength. Consequently, additional assessment is required to enhance it. 

 

 
Figure 19. Graph of antenna position at the rear of the vehicle. 

 

The data shown in Figure 19 reveals a decline in detection performance with increasing distance, particularly 

for FR and FL. This reduction is attributed to multiple factors, one of which is the strength of the signal. 

Consequently, additional assessment is required to enhance it. The outcomes of data retrieval from the vehicle tire 

presence detection system are accessible via the monitoring website. 

 

 
Figure 20. Web monitoring. 

 

Figure 20 illustrates the output on the web-based display screen, showcasing the four distinct RFID codes 

associated with the tires as they are presented on the monitor. The web display shows that there are no tires lost or 

exchanged. 
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3.2. Discussion 

This study develops a system for detecting the presence of vehicle tires through the application of UHF RFID 

technology. The tire presence detection system was created as a solution aimed at reducing or minimizing theft or 

unauthorized tire replacement. 

This study could serve as a foundation for future inquiries that may greatly enhance advancements in the 

automotive sector, particularly in the areas of driving safety and security. This system comprises three primary 

components, with the first being a UHF RFID reader that operates to read and identify tags functioning on UHF 

frequencies. Second, tire tags, which are RFID tags designed for application to vehicle tires, serve to provide unique 

identification to vehicle tire objects. Each tag contains a unique code that enables the system to recognize and 

differentiate between vehicle tires. Third, UHF antennas play a significant role in enhancing the tire tag reading 

range while also minimizing interference from various sources. 

This study holds considerable practical relevance for enhancing vehicle security and is particularly applicable 

for organizations managing extensive vehicle inventories, such as those overseeing commercial vehicle fleets to 

mitigate tire theft. This system ensures that workshop customers have clear visibility into the status of their vehicle 

tires. Consequently, it has the potential to enhance efficiency in tire inventory management through the use of real-

time data. 

The choice of the EL-UHF-RF014 reader has demonstrated its effectiveness when compared to the BR-20 

UHF RFID reader. The notable variation that arises is the signal strength generated by each reader. The EL-UHF-

RF014 features an omnidirectional signal, whereas the BR-20 UHF RFID operates on a line-of-sight basis. 

Furthermore, it is essential to take into account the financial commitment that will be allocated to this system, as 

the BR-20 UHF RFID presents a more economical price point. 

While the outcomes are encouraging, it is important to acknowledge certain limitations, particularly that the 

system was exclusively evaluated in a controlled setting (laboratory and workshop simulation). A broader field test 

is essential to evaluate performance in real-world conditions, including the impact of weather and environmental 

disturbances. Furthermore, this system exclusively assesses two categories of RFID readers that have been 

analyzed. Incorporating additional variants can offer a wider perspective on this technology. The monitoring 

system section lacks a fallback mechanism in the event of an IoT connection disruption. This may pose difficulties in 

situations where the internet connection is unreliable. 

Based on these findings, there are several opportunities for further development, including integrating machine 

learning algorithms to predict potential tire damage based on historical data. Adding security features, such as user 

authentication or data encryption between RFID and IoT servers. Furthermore, developing mobile-based 

applications to provide easier access for users to monitor tire status. 

 

4. CONCLUSION 

This study concentrates on the automotive industry, particularly on vehicle parts, specifically tires. The 

primary aim of this study is to create a system for detecting the presence of vehicle tires, which will help mitigate 

the risks associated with theft or unauthorized tire replacement while also enhancing overall vehicle safety. The 

developed system effectively delivers real-time data by utilizing EL-UHF-RF014 readers and strategically 

positioned tire tags to accurately identify the location of vehicle tires. The test results indicated a reading accuracy 

of 87.5%, with response times fluctuating based on the antenna position. 

The test results indicated that at a distance of 3 meters, the system was able to detect only two tire positions. 

The average response time for the front position was recorded at 3 seconds, while the side position had a response 

time of 1.4 seconds, and the rear position was noted at 3.2 seconds. Consequently, it was established that the best 

location for the antenna is on the side of the vehicle. This innovation is anticipated to serve as a crucial basis for 
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enhancing vehicle safety, featuring a system capable of delivering information about the position of each tire via the 

tire tag affixed to the inner wall of the tire. 

This study also pinpointed various weaknesses that present opportunities for additional growth. Future plans 

involve implementing the system on operating vehicles, enhancing the strength of the UHF signal, and creating a 

security system for tire tags to ensure they remain disconnected from other readers. The incorporation of anomaly 

detection capabilities via algorithm development will serve as a significant emphasis to enhance system precision. 

Therefore, this study plays a crucial role in enhancing vehicle safety and efficiency. 
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