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ABSTRACT

Article History Security Operations Centers (SOCs) are essential for monitoring and responding to cyber
gec?i"sd: 2 mmh 2026 threats in cloud-native environments, where infrastructure is dynamic, multi-tenant, and

1sed: 29 y 2026 . . . . .
Ai;;,eted: T ot API-driven. Conventional SOCs rely heavily on manual triage and SIEM-based alerting,
Published: 4 September 2026 resulting in delayed detection of cloud-specific attacks such as IAM misuse, privilege
escalation, and data exfiltration. This paper proposes a rule-driven SOC architecture that
Key words integrates cloud telemetry, threat intelligence, MITRE ATT&CK Cloud Matrix

Cloud security telemetry . . .
Incident response automation mappings, and SOAR-based response automation. The framework normalizes
MITRE ATT&CK heterogeneous logs, correlates multi-stage attack behaviors, enriches alerts with threat

Rule-based security analytics . 10; d t t ted . t ted diati i Eval .
Security operations center intelligence, and executes automated or semi-automated remediation actions. Evaluation
Threat detection. using AWS CloudTrail, VPC Flow Logs, Azure Activity Logs, and Kubernetes audit logs

demonstrates a 41.2% reduction in time-to-detection, a $7.5% reduction in time-to-
response, and 87.9% precision in automated remediation.

Contribution/Originality: This study contributes to cloud SOC literature by proposing an ATT&CK-aligned,
rule-driven architecture that combines stateful multi-stage correlation, policy-aware autonomous response, and
continuous feedback refinement. This study uses a formal rule model linking cloud telemetry, threat intelligence, and

SOAR playbooks and documents significant reductions in detection and response times.

1. INTRODUCTION

Elasticity, multi-tenancy, and on-demand resource provisioning have made cloud computing the most prevalent
model that can be used to support modern enterprise workloads. Nevertheless, cloud infrastructures have been both
increasing the threat surface and the uncertainty of operations in terms of security monitoring and incident response
due to their dynamic and API-based nature of cloud infrastructures themselves [1, 27. Contrary to traditional on-
premise systems, cloud systems have exposed privileged control planes (e.g., IAM, Kubernetes, serverless APIs),
volatile compute resources, and multi-layered networking fabrics that are of significant interest to adversaries
performing credential abuse, privilege escalation, lateral movement, and persistent access activities [, 4. These have
caused organizations to be dependent on Security Operations Centers (SOCs) as the main point of detecting, triaging,
and mitigating threats in the cloud-native platform [57].

Although valuable, existing SOC processes are still limited to manual triaging and alert analysis supported by
SIEM, and hence have extended time-to-detection (TTD) and time-to- response (TCR) [6, 7]. When the network
topology is stable, and hosts have long lifespans, traditional SOCs are designed to work well in perimeter-oriented

environments [87; however, when using identity-centric cloud infrastructures that are based on microservices,
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security telemetry is dispersed throughout the cloud audit logs, API traces, container runtime logs, and workload
orchestration systems [97]. Moreover, studies show that SIEM-only SOCs produce disproportionately high alert
volumes and false positives, contributing to analyst burnout and slow incident handling [10, 117].

To address these operational limitations, research and industrial practice have increasingly moved toward
security orchestration, automation, and response (SOAR) platforms [127] and threat intelligence (TI)-augmented
detection pipelines [1387. Additionally, knowledge bases such as MITRE ATT&CK provide composable adversarial
techniques that improve the semantic expressiveness of detection logic [147], while cloud providers have begun
exposing richer telemetry (e.g., CloudTrail, VPC Flow Logs, Azure Activity Logs) to support post-incident forensics
and threat hunting [157. However, the integration of rule-based detection, ATT&CK-guided correlation, and
automated SOAR workflows remains insufficiently explored in the context of cloud-native SOCs, particularly with
respect to real-time detection and autonomous mitigation.

This research is relevant to the literature since it builds on the rule-based cloud SOC architectures in real-time
threat detection. This paper employs the new estimation methodology that is founded on MITRE ATT&CK-
supported correlation rules. This paper is among a significantly smaller number of papers that have analyzed
explainable automated responses within cloud-native SOCs. The article is the first to provide logical reasoning for
connecting IAM telemetry, network flows, and adversarial tactics. The main contribution of the paper is the
determination that structured rule orchestration has a strong contribution to the latency of detection and response.

The research records quantifiable increments in the accuracy of automated remediation and efficiency.

2. RELATED WORK
2.1. Security Operation Centers and SOC Workflows

Security Operation Centers (SOCs) are the heart of organizational cyber defense, expected to carry out real-time
monitoring, triaging, and response to incidents [16, 17]. Classical SOC architectures focus on hierarchical levels of
analysts, SIEM-aided detection of alerts, as well as manual matching of logs and threat intelligence feeds [67.
Although they work well in perimeter-focused infrastructures, such workflows are only scalable and cognitively heavy
when faced with a modern cloud-based attack surface with ephemeral workloads, distributed APIs, and identity-
centric access patterns [ 187]. However, recent investigations also emphasize the operational issues related to analyst

fatigue, alert overload, and long mean-time-to-respond (MTTR) in SOC settings.

2.2. SIEM Technologies and Event Correlation

Security Information and Event Management (SIEM) systems continue to be the most common telemetry
aggregation and alerting substrates to SOCs [[197. Log normalization, rule-based alerting, and query-based detection
mechanisms are available in SIEM solutions, including Splunk, Elastic Stack, and IBM QRadar, as well as others [67].
Nonetheless, SIEM correlation engines are limited by low semantic expressiveness and a lack of context to cloud-
native infrastructures, in which telemetry includes IAM logs, VPC flow logs, and microservice execution logs.
Moreover, the literature shows that SIEM-based SOCs attain high false positive rates and long time-to-detection
(TTD) because SIEM requires analyst interpretation and manual triaging [27].

2.8. SOAR and Automated Incident Response

SOAR services have been developed to mitigate the limitations of SIEM with automated enrichment, response
orchestration, and playbook-led processes [207]. Case management, orchestration, and remediation primitives are
assembled into commercial platforms (e.g., Phantom, Demisto, Swimlane) to minimize the number of analysts
involved in handling threats during threat management. Other developments in research in SOAR have involved
standardized playbook languages, machine-readable threat intelligence, and autonomous remediation of credential

compromise and lateral movement, exfiltration attacks, etc. [137]. Nevertheless, the combination of SOAR and rule
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semantics adapted to a cloud-specific environment is an under-researched area, especially in regard to incident

granularity, source of data, and multi-tenancy issues of cloud environments [157].

2.4. Threat Intelligence and MITRE ATT&CK Framework

Threat Intelligence (TI) enhances SOC decision-making by supplying adversarial behaviors, TTPs (tactics,
techniques, and procedures), and indicators of compromise (IOCs) derived from threat actor analysis [137. The
MITRE ATT&CK framework has become the de facto model for operationalizing adversarial behavior across
enterprise, cloud, and mobile platforms [217].

ATT&CK’s cloud matrix enables mapping between attack phases and telemetry sources, improving
explainability and repeatability in detection logic [227]. Although TT and ATT&CK enhance the semantic richness of
alerts, their practical usage in cloud SOC architectures still requires operational glue in the form of rule correlation,

contextual enrichment, and automated incident response.

2.5. Cloud Security, Telemetry, and Incident Response

Cloud-native infrastructures introduce new security challenges associated with API-driven provisioning,
ephemeral storage, IAM policies, container runtimes, and multi-tenant virtualization [1, 237. Cloud audit logs (e.g.,
AWS CloudTrail, Azure Activity Logs), network telemetry (e.g., VPC Flow Logs), and workload execution traces
(e.g., Kubernetes logs) have emerged as key forensic and detection primitives for SOC operations [247]. Prior research
explores anomaly detection, cloud forensics, and incident response frameworks [97, yet comparatively limited work
addresses rule-driven SOC architectures that integrate ATT&CK semantics, SOAR-based response, and real-time
cloud telemetry correlation. This paper addresses this gap by proposing a rule-based SOC framework that unifies
cloud telemetry ingestion, ATT&CK-guided detection, and autonomous response.

Motivated by these gaps, this paper proposes a rule- driven cloud SOC framework that performs (i) high-
throughput telemetry ingestion, (ii) rule-based threat detection and correlation, and (iii) autonomous incident
response via SOAR- style playbooks. Our approach leverages ATT&CK Cloud Matrix semantics to encode
adversarial behaviors, incorporates cloud audit logs and infrastructure telemetry for context- aware detection, and
employs structured rules for explainable and operationally interpretable decision-making. Furthermore, the
framework enables automated response actions targeting IAM policies, network access control lists (ACLs), container
workloads, and serverless functions addressing key cloud- native attack vectors.

While rule-based detection, SIEM platforms, and SOAR-driven automation are established in industry practice,
the proposed framework introduces formal, architectural, and operational advancements that distinguish it from
traditional SIEM+SOAR integrations.

1) Distinction from Traditional SIEM Query Logic: Traditional SIEM systems use rule logic mostly as query-
based pattern matching on normalized logs, which are stateless. These queries are often based on discrete events or
small sliding windows and have small formal semantics between detection logic and adversarial behavior models. On
the contrary, the proposed model brings:

1) ATT&CRK-Semantic Rule Encoding: Within rules, every rule is explicitly mapped to MITRE ATT&CK
Cloud TTP identifiers, and detection logic is changed to be based upon syntactic event matching transformation into
semantically based adversarial behavior modeling.

Table 1 presents a comparative review of recent studies on cloud SOC automation, SIEM-SOAR integration, and
MITRE ATT&CK-driven threat detection, highlighting their key contributions and the research gaps addressed by

the proposed framework.
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Table 1. Literature on cloud SOC automation, SIEM-SOAR integration, and ATT & Ck-Driven threat detection.

Reference

Method

Key Contribution

Limitation / Research Gap

Ismail, et al. [12]

Hyper-automation

SOAR

Proposes Al-driven SOAR
architecture integrating SIEM
telemetry and automated
response orchestration for SOC
environments

Limited explainability of decision
logic and limited focus on cloud IAM
telemetry correlation

Mohsin, et al. [257]

Human-AI SOC
framework

Introduces collaborative AI-SOC
architecture enabling trusted
autonomous cyber defense using
integrated telemetry pipelines

Lacks formal rule semantics aligned
with MITRE ATT&CK cloud
techniques

Srinivas, et al. [26]

LLM-based SOC
automation survey

Provides a comprehensive survey
on Al agents and LLM
integration in SOC automation
workflows

Limited focus on rule-based
interpretable detection mechanisms

‘Winkler and Sharma

[27]

ATT&CK
evaluation
framework

Evaluates SIEM detection
effectiveness using MITRE
ATT&CK mapping for enterprise
SOC environments

Primarily focuses on endpoint
telemetry rather than cloud-native
attack surfaces

Abbass, et al. [28]

Open-source SOC
architecture

Develops cost-effective SOC
architecture

integrating SIEM and SOAR for
automated incident analysis

Limited discussion on multi-stage at-
Track correlation across distributed
cloud telemetry

Attaullah, et al. [297]

Systematic review
of  cyber
defense
automation

Analyzes trends in detection and
response

automation technologies,
including SOAR and XDR
platforms

Does not provide formal adversarial
behavior modeling using ATT&CK
semantics

Virk, et al. [80]

ATT&CRK-driven
SOC optimization

Proposes ATT&CK-aligned SOC
maturity evaluation and telemetry
correlation strategies

Limited implementation details for
automated remediation orchestration

Fayyad [31]

Dynamic incident
response
automation

Introduces adaptive SOAR
playbooks for

automated threat containment in
enterprise SOC environments

Focuses on enterprise infrastructure
without addressing cloud-native
IAM attack paths

Roy and Singh [327]

Agent-based SOC
automation

Presents an agentic Al
architecture enabling
multi-layer SOC decision
automation and telemetry
processing

High computational complexity and
reduced explainability of automated
decisions

Masunda [33]

Adaptive threat
intelligence system

Integrates threat intelligence with
telemetry correlation for real-time
attack mitigation in distributed
systems

Does not incorporate formal policy-
aware rule semantics

Chowdhury [34]

Deep learning SOC
analytics

Uses deep neural models for
anomaly detection using
enterprise security telemetry
streams

Limited interpretability and
dependence on training datasets

Abdelaziz and Aslan
[35]

Zero-trust SOC
architecture

Proposes a unified Zero Trust and
SOC framework integrating
SIEM-SOAR telemetry pipelines

Limited evaluation of the temporal
attack chain correlation

Aradi, et al. [867]

Telemetry-driven
SIEM-SOAR

metrics

Provides evaluation metrics for
telemetry-driven SOC
optimization using deception-
based monitoring approaches

Focuses on honeypot telemetry
rather than multi-cloud telemetry
integration

Rajgopal [37]

Al-optimized SOC
playbooks

Proposes an automated
ransomware incident
playbooks leveraging SOAR
orchestration logic

Limited alignment with standardized
ATT&CK adversarial tactics

Kuforiji (58]

DFIR automation
framework

Combines digital forensics
automation with SOC
orchestration pipelines to improve
incident investigation speed

Focuses on post-incident
investigation rather than real-time
detection correlation

2) Stateful Multi-Stage Correlation: Rules are written in the form of logical predicates on temporal event

graphs.

rk: ok (E,At,St) — alert (1)
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Where St represents evolving attack state context. This enables structured modeling of adversarial progression
(e.g., credential access — privilege escalation — exfiltration).

3) Security Invariant Enforcement: Formal cloud security invariants (IAM policy constraints, network
segmentation rules, resource access boundaries) are used as the basis of detection logic, as opposed to ad hoc log
signatures. This enables reasoning of policy violations as well as reasoning of only event patterns.

Therefore, as opposed to traditional SIEM queries, our rule semantics are considered at the degree of adversarial
behavior representation and policy infringement modelling.

2) Capability Beyond Existing SIEM+SOAR Implementations: Even though business platforms (e.g., Splunk,
Elastic, QRadar) can be used to carry out correlation and automation, they lack:

e A formally defined ATT&CK-aligned rule composition model.

e Integrated adversarial state tracking across distributed cloud control-plane telemetry.

® Risk-aware response formalization with policy-constrained automation thresholds.

Auto-execute, if risk < I ut0
a; = { Semi-automated, if Iyui0 < risk < gemi

Escalate to analyst, otherwise

e  Continuous rule refinement driven by structured false-positive/false-negative extraction without retraining
ML models.

The proposed architecture formalizes these elements into a cohesive detection-response feedback loop grounded
in adversarial semantics and cloud policy reasoning.

3) Formal Advancement Over Architectural Integration:

The contribution of this work is not merely architectural integration but the introduction of:

1) A semantically enriched rule algebra linking event predicates to ATT&CK TTP ontologies.

2) A stateful adversarial progression model enabling multi-stage attack reconstruction.

3) A policy-aware autonomous remediation model incorporating governance constraints into automation

decisions.

4) A closed-loop refinement mechanism that updates detection predicates using structured incident artifacts.

This changes the rule-based SOC design not only into a static log filtering system but also into a formally
structured adversarial reasoning system, which can be used in cloud-native infrastructures.

The main purpose of the proposed research is to develop and test a cloud Security Operations Center (SOC)
architecture that can enhance real-time threat detection and allow automated threat response through organized
correlation between cloud telemetry, threat intelligence, and attacker behavior on the adversary, designed according
to the MITRE ATT&CK.

The research methodology follows sequential steps:

Identification of limitations in SIEM-driven SOC architectures

1)
) Design of ATT&CK-aligned rule-based detection model
)

[N )

Integration of telemetry sources including IAM logs, API logs, and network flow logs

>

) Development of automated SOAR playbooks
Experimental evaluation using AWS CloudTrail, Azure Activity Logs, and VPC Flow Logs

5

)

)
) Performance comparison using TTD, TTR, precision, and false positive reduction
7) Analysis of operational and architectural implications of the work moves the body of previous ATT&CK-
supported
SOC research is advanced by formalising the adversarial state modelling and policy-informed remediation

semantics of cloud-native infrastructures. The framework represents a baseline stage towards a hybrid SOC structure

231
© 2026 Conscientia Beam. All Rights Reserved.



Review of Computer Engineering Research, 2026, 13(3): 227-243

that entails the incorporation of ML-based anomaly identification, fusion of cloud threat intelligence, and automation

of end-to-end security.

3. METHODOLOGY

This section explains a proposed rule-based Security Operations Center (SOC) architecture that is intended to
be used in real-time threat detection and automated incident response within the cloud settings. The framework
brings together five fundamental elements, such as (i) ingestion and normalization of cloud telemetry, and (ii) rule-
based detection and correlation. (iii) Context enrichment through threat intelligence and ATT&CK one-to-one-side
and cross-category, (iv) automated incident response playbooks, and (v) learning after incident and feedback. Figure

1, SOC Architecture, gives a brief overview of the end-to- end architecture.

Cloud Telemetry i Threat-Based Automated
Ingestion Detection & Correlation Incident Response

Threat Enrichment

Qutaipates Feedback & Learning

Incident Response g

Figure 1. End-to-end workflow of the proposed rule-based SOC framework showing cloud telemetry ingestion, normalization, rule-driven
detection and correlation, enrichment via TI/ATT&CK semantics, automated incident response, and continuous learning feedback loop.

3.1. Cloud Telemetry Ingestion and Normalization
Cloud infrastructures produce heterogeneous security telemetry, including audit logs (e.g., AWS CloudTrail,
Azure Activity Logs), network telemetry (e.g., VPC Flow Logs), container runtime events, serverless invocation
traces, and IAM policy decisions. These streams are collected by the ingestion layer and normalized into a single
event schema.
E = {(tyspa,com)d}  (2)
Where t; denotes timestamp, s; event source, ai actor (e.g., JAM identity), ¢; cloud resource context, and mj

metadata. Normalization reduces vendor heterogeneity and enables downstream rule matching.

3.2. Rule-Based Detection and Correlation Engine

The heart of the methodology is a rule correlation engine, which is used to do real-time matching of events to a

knowledge base of detection rules. Each rule r k characterises a predicate on event attributes and time windows:
Tx: @ (E,At) — alert (3)

Where ¢k is a Boolean expression over event features, and At denotes temporal correlation windows for multi-
stage attacks (e.g., privilege escalation followed by exfiltration). Rules are encoded using ATT&CK Cloud Matrix
semantics and security invariants associated with IAM, network flows, and data access operations.

Multi-event correlation supports adversarial behaviors such as credential compromise, lateral movement, and

post-compromise privilege escalation:
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(r; A1y A1) — incident (4)

3.8. Threat Intelligence and ATTECK-Based Enrichment
To improve semantic resolution, alerts are enriched with threat intelligence (TT) feeds (e.g., indicators of
compromise, C2 infrastructure, malware families) and ATT&CK TTP mappings. TT enrichment operates as:
alert — (alert,TI,TTP) (5)
where TTP denotes the adversarial tactic, technique, or procedure. This mapping enhances analyst

interpretability and reduces false positives attributed to benign cloud administrative operations.

3.4. Formal Rule Model
Let:

E = {ej,ey...,e,} (6)
Represent normalized cloud telemetry events and:

R = {r,r,...,H} (7)
Represent ATT&CK-aligned detection rules. Each rule is defined as:

1 o (E, AL, S;) — alert (8)

Where:
e dk represents logical predicates over event attributes.
® At represents the temporal correlation window.

® St represents adversarial state context.

3.5. Computational Complexity
Worst-case rule evaluation complexity is:
O(El - IRI)  (9)
Where | E| denotes the number of events and |R | number of rules. Indexing based on actor identity, API source,

and event type reduces practical search complexity to sub-linear rule subsets per event.

3.6. Automated Incident Response Playbooks

The response module implements SOAR-style playbooks to orchestrate mitigation actions across cloud APIs.

Each playbook is defined as a directed workflow:

P = {(sg,ay,51,...,an,5,)} (10)
Where ai are remediation actions (e.g., [AM revoke, VPC isolation, container suspension, serverless throttle,
logging escalation). Automated remediation is selectively applied based on confidence scores, operational risk, and
business policy constraints.

Algorithm 1: Real-Time Detection and Correlation Engine

Require: Telemetry stream E, Rule set R, T feeds T, ATT&CK TTP mappings M
Ensure: Alert set A

LA—Q

2: for each event e € E do
: & <— Normalize(e)

: @i < ExtractFeatures(e:)
: for each rule r, € R do

: if Match(¢;, 1)) then

: a < CreateAlert(e, 1)

: a.TTP «— MapATT &CK(a, M)
9: a.TI < EnrichTI(a, T )
10: A <~ AU {a}

11: end if

12: end for

W 1T O v b
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13: A < CorrelateMultiStage(A, At)
14: end for
15: return A

3.7. Feedback and Continuous Learning
The feedback artifacts are then obtained after the incident has been closed to be refined. These are false positive
traces, tuned rule predicates, enriched TTP mappings, and response efficacy. Feedback loops allow the operation to

be optimized without complete retraining cycles of the ML, which is a major advantage of rule-based SOCs.

3.8. End-to-End Workflow
The overall workflow of the SOC is as follows:

1) Ingest and normalize cloud telemetry.

o

Identify and associate adversarial behaviors.

<)

4
5

)

)

) Augment alerts using TI and ATT&CK semantics.

) Use automated or semi-automated response playbooks.

) Fine-tune rules and TTP mappings using analyst feedback.

The resulting architecture provides flexibility between interpretability, operational efficiency, and cloud-native
compatibility in distributed multi-tenant environments.

Algorithm 1 is a code that puts the main detection logic behind the continuous ingestion of cloud telemetry
streams and the evaluation of security-relevant predicates in real-time. The heterogeneity between cloud audit logs,
IAM events, and network telemetry is reduced through normalization to generate canonical event representations
that are amenable to rule evaluation. Each of the rules is adversarial in terms of MITRE ATT& CK semantics and
cloud security invariants. On a match of a predicate, an alert object is created and enhanced by threat intelligence
indicators (i.e., malicious domains, malware executables) and TTP metadata. Bound temporal window multi-event
correlation can be used to identify staged intrusion behavior, including credential compromise, privilege escalation,
lateral movement, and exfiltration behavior used by attack campaigns unique to cloud-native attack campaigns.
Algorithm 2 presents the automated incident response workflow, which selects risk-appropriate SOAR playbooks and

determines whether remediation actions are executed automatically, require analyst approval, or are escalated for

manual investigation.
Algorithm 2: Automated Incident Response
Require: Alerts A, Playbook library P, Policy constraints Il Ensure: Incident response actions I

1: ] «— Q)

2: for each alert a € A do

8: p < SelectPlaybook(a, P)

4 risk < AssessRisk(a)

5: if risk < Il.auto then

6: 1 < Execute(p.auto)

7: else if risk < Il.sem: then

8: 1 «<— RequestApproval(p.semi)

9: else

10:1 <= EscalateToAnalyst(p.escalate)
11:end if
12:UpdateCaseManagement(a, p, I)
13: end for

14: return |

Algorithm 3: Continuous Feedback and Learning Loop

Require: Incident artifacts H, Analyst feedback I¥

Ensure: Updated rule set R, Updated TI T, Updated TTP mappings M
1: for each incident record h € H do

2: Iy, «— ExtractFalsePositives(h)

3: I’y <— ExtractFalseNegatives(h)
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2f |Ffp| > 0 then

: RefineRules(R, Fy,)

:end if

2f |Fm| > 0 then

: ExpandRules(R, Fi,)

:end if

10: UpdateTI(T , h)

11: UpdateTTPMappings(M, h)
12: end for

13: return R, T, M

The semantically enriched alert set, which is produced by this algorithm, is fed into the response subsystem.

© 0 -1 O O b

The autonomous remediation logic is formalized in Algorithm 2 in the form of playbooks, which are SOAR-style.
With enriched alerts, the algorithm will choose an appropriate playbook that coordinates incident response activities
through cloud APIs. Risk evaluation can identify the full automation response, semi-automation (approved by
analysts), and the response moved to the next level to be handled by manual procedures. Systems that perform
automated operations consist of [AM key revocation, session invalidation, workload isolation, and augmentation of
logs. The semi-automated and escalated actions provide operational security to the high-impact events like the
destructive privilege changes or data-access activities. The artifacts of the actual execution are captured in case
management systems in order to meet the compliance, auditability, and post-incident review criteria. This algorithm
contributes significantly to time-to-response (TTR) and reduces the workload on analysts in peak times of SOC
operation.

The learning layer of the SOC framework is implemented in Algorithm 38 and does not need frequent and
expensive retraining of machine learning models. The algorithm determines false positives and false negatives of
incident artifacts and uses them to narrow down detection rules and TTP mappings. False positives cause limited or
more contextualized rule predicates, whereas false negatives cause broader adversarial coverage. ATT&CK mappings
and threat intelligence feeds are renewed according to new observed attacker patterns and cloud attack paths, as well
as post-compromise targets. This is a feedback loop that enhances the maturity of SOC and decreases alert fatigue,
which is consistent with the incident response recommendations of NIST SP800-61 and MITRE D3SFEND. As the
detection and response primitives are continually improved, the SOC increasingly enhances its operational

effectiveness in dynamic and multi-tenant clouds.

4. RESULTS AND DISCUSSION
This part of the paper tests the suggested rule-based SOC framework with synthetic and real cloud telemetry.
The framework is tested in experiments based on the detection performance, the response efficiency, the completeness

of enrichment, the operational impact, and the reduction of the workload of the analyst.

4.1. Experimental Setup

In order to provide reproducibility and evaluation rigor, we have described the dataset composition, methodology
of attack injections, ground-truth labeling, statistical validation, and deployment environment in detail.

1) Dataset Composition and Scale: The dataset used in this study consists of anonymized cloud telemetry logs
during 14 days of observation. Description of log sources is AWS CloudTrail, VPC Flow logs, Azure activity logs,
and Kubernetes audit logs. Sensitive identifiers, such as account IDs, IP addresses, and resource names, were
anonymized by hashing and tokenization methods in order to maintain structural relation and at the same time protect
privacy. Because of confidentiality, raw enterprise logs are not publicly available, but due to the normalized schema
definition, ATT&CK mappings, and rule definitions allow reproducibility with the aid of publicly available cloud
logging formats.

The evaluation dataset consists of real cloud telemetry collected over a 14-day observation window. The dataset

includes.
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e AWS CloudTrail logs: 12.4 million events.

e AWS VPC Flow Logs: 38.7 million flow records.

e Azure Activity Logs: 6.1 million events.

e Kubernetes audit logs: 4.3 million events.

The experimental corpus contains about 61.5 million records of normalized telemetry. The average rate of
ingesting events was 50,000 events per minute with peaks of 120,000 events per minute.

All telemetry was normalized into the unified schema:

E = (tyspa,comg) (11)

As described in Section 3.1.

2) Attack Injection Methodology: To evaluate detection and response capabilities, we employed a hybrid attack
generation strategy:

1) Replay of Realistic Attack Traces: Public cloud attack datasets and documented ATT&CK cloud techniques
were replayed within a controlled test environment.

2)  Synthetic Multi-Stage Attack Injection: Custom attack chains were programmatically injected following
ATT&CK Cloud Matrix tactics:

e [Initial Access via stolen IAM credentials.

e Privilege Escalation through policy misconfiguration.

e Lateral Movement across VPC segments.

e Data Exfiltration via object storage APIs.

® Persistence through new IAM role creation.

3) Red-Team Simulation: A controlled adversarial simulation was conducted in a sandboxed multi-account
AWS/Azure environment to generate realistic telemetry artifacts.

In total, 420 attack scenarios were injected across varying time intervals and privilege contexts.

3) Attack Diversity: The injected attacks covered 17 distinct ATT&CK Cloud techniques across 6 tactical
categories.

® Credential Access (T'1552, T1078).

® Privilege Escalation (T'1068, T'1484).

® Defense Evasion (T'1562).

e Lateral Movement (T'1021).

e Collection (T1530).

e  Exfiltration (T'1041).

Attack chains varied in length (2—6 stages) to evaluate multi-event correlation robustness.

4) Ground-Truth Labeling Process: Ground-truth labels were generated through:

1) Controlled attack injection timestamps

2) Manual validation by two independent security analysts

3) Cross-verification against expected ATT&CK technique mappings

Inter-annotator agreement (Cohen’s k) was 0.87, indicating strong labeling consistency.

5) Experimental Environment: All experiments were conducted in a controlled cloud laboratory environment
consisting of:

® 4 AWS accounts and 2 Azure subscriptions.

e 37 virtual machines.

e 12 Kubernetes clusters.

®  Multi-VPC segmented architecture.

The detection engine was deployed on a 16-core CPU server with 64GB RAM. Horizontal scaling tests were

performed using containerized deployment across three nodes.
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Repeated Trials and Statistical Validation: Each experiment was repeated 10 times under randomized event

ordering to account for stochastic variations in event arrival.

We report:

® Mean Time-to-Detection (TTD).
e Mean Time-to-Response (TTR).
® Precision and Recall.

®  95% confidence intervals.

Statistical significance between baseline and the proposed framework was evaluated using paired t-tests.

Improvements in TTD and TTR were statistically significant (p < 0.01).

7)

Scalability Assessment: Throughput evaluation demonstrated:
Sustained processing rate: 85,000 events/sec.
Peak latency under burst load: 1.9 seconds.

Horizontal scaling efficiency: 82% linear scaling across three nodes.

These results confirm the operational feasibility of the framework in high-volume cloud-native environments.

8)

Deployment Scope: The current evaluation was conducted in a controlled enterprise-like cloud laboratory.

While not deployed in a production enterprise SOC, the environment replicates realistic multi-tenant cloud

configurations. Future work will evaluate deployment in live enterprise settings.

4.2. Baseline Implementation and Fairness Assurance

To ensure fair and unbiased comparison, all baseline systems were implemented under controlled and equivalent

experimental conditions.

1)
1)
2)
3)

Baseline System Implementations: Three baselines were deployed:

SIEM-Only: Log ingestion, normalization, and rule-based alerting using stateless correlation rules.

SIEM + Threat Intelligence (TT): SIEM rules augmented with [OC matching and enrichment feeds.
SIEM + TT + SOAR: Alert enrichment combined with partially automated remediation workflows.

All baselines were implemented using identical telemetry streams and identical normalized event schemas to

eliminate preprocessing bias.

2)

Hardware and Deployment Parity: All systems (baselines and proposed framework) were deployed on

identical infrastructure:

16 vCPU.
64GB RAM.
NVMe storage.

Dockerized container deployment.

No hardware acceleration or resource advantage was provided to the proposed framework.

3)

Rule Complexity Equivalence: To prevent rule unfairness:
The number of detection rules was kept constant (n = 87).

Temporal correlation windows were identical across systems.

Table 2. Detection And Response Performance Comparison.

Method TTD (s) TTR (s) Precision (%) FP red. (%)
SIEM—Only 112.4 178.6 71.8 -
SIEM + TI 93.7 155.2 76.5 14.3
SIEM + TI + SOAR 78.1 124.9 83.4 21.8
Proposed framework 66.2 103.4: 87.9 29.5

e Identical ATT&CK mappings were used in SIEM+TT baseline.

© 2026 Conscientia Beam. All Rights Reserved.
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The key difference lies in formal stateful adversarial modeling and structured feedback refinement, not rule count
or hardware advantage.

4) Configuration Optimization: Each baseline was tuned using:

® Talse-positive minimisation through threshold calibration.

e JOC feed validation.

® Temporal window optimization.

Tuning was conducted before evaluation to approximate a production-ready configuration.

These controls ensure that performance gains are attributable to architectural and semantic differences rather

than implementation bias.

4.8. Detection and Response Performance

The proposed framework is compared to three common baselines identified in industry SOC deployments: (i)
SIEM- only monitoring, (ii) SIEM + Threat Intelligence (TT), and (iii) SIEM + TI + SOAR partial automation as
presented in Table 2. The suggested scheme has high time-to-detection (T'TD), time-to-response (TTR), accuracy,

and reduced false positives.

4.4. Scalability and Performance Benchmarking

Cloud-native SOC systems must process millions of events per hour. We therefore conducted stress testing under
progressively increasing telemetry loads.

1) Throughput Evaluation: Event ingestion rate was increased from 20,000 to 120,000 events per minute.

The framework sustained:

® 85,000 events/sec steady-state throughput.

® 1.9 second average end-to-end detection latency.

e 2.7-second peak latency under burst conditions.

2) Memory and Resource Utilization: At peak load:

e CPU utilization: 78%.

® Memory usage: 41GB.

e No event loss observed.

Memory overhead scales linearly with active temporal correlation windows.

3) Horizontal Scaling Strategy: The detection engine supports horizontal scaling through:

e Stateless ingestion nodes.

e Distributed rule evaluation shards.

Table 3 presents the ablation study results, showing the individual contributions of rule correlation, threat
intelligence, ATT&CK enrichment, and SOAR automation to improvements in detection speed, response time, and

precision.

Table 3. Ablation Study of Core Components.

Configuration TTD (s) TTR (s) Precision (%)
Rule-Only 84.1 148.3 79.4
Rule + TI1 74.8 187.2 83.1
Rule + TI + ATT&CK 71.4 124.1 85.6
Full (Rule + TI + ATT&CK + SOAR) 66.2 103.4 87.9

Table 4 presents operational SOC efficiency metrics, comparing automation coverage, enrichment completeness,

analyst workload reduction, and incident closure rates between the baseline and the proposed framework.
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Table 4. Operational SOC efficiency metrics.

Metric Baseline Proposed Gain (%)
Automation coverage (%) 18.3 68.4 +50.1
Enrichment completeness (%) 41.7 84.2 +42.5
Analyst workload red. (%) - 31.8 +31.8
Incident closure rate (%) 62.9 88.5 +25.6

e Shared state synchronization for adversarial progression tracking.

Scaling across three nodes demonstrated 82% linear scaling efficiency.

4) Complexity Analysis:

|R| = number of rules

|E| = number of events. Worst-case evaluation complexity is:

O(El - IR)  (12)

However, indexing by event source and actor reduces practical evaluation complexity to sub-linear rule subsets

per event.

Empirical evaluation confirms stable performance under high-volume workloads.

4.5. Ablation Study
Experiments based on ablation were conducted to determine the relative contribution of the rule correlation
engine, ATT&CK-based enrichment, T feeds, and SOAR-driven remediation. Table 3 presents the results based on

precision, TTD, and TTR as the evaluation metrics.

4.6. Operational Impact and SOC Efficiency
In addition to detection measures, Table 4 focuses on SOC operational factors such as improvement in automation

coverage versus completeness and reduction in the workload of analysts.

4.7. Discussion

The experimental evidence states that the presence of semantic enrichment and adversarial TTP modeling
produces significant gains in accuracy and detection time of the traditional SIEM-based SOC processes. SOAR
playbooks also minimize response time and the workload of the analyst by removing common tasks like credential
revocation and work isolations. With multi-event correlation, the threats are more visible because distributed and
temporally disjoint cloud attacks can be more easily seen and are often not visible with atomic detection logic.
ATT&CK mappings enhance forensic interpretation and auditability, both of which are policies within governed cloud
settings, e.g., finance and healthcare. The results of observed improvements indicate that hybrid SOC architectures
that are based on rule semantics, enrichment, and automation are technically feasible between a fully autonomous
ML-driven SOC and manual triage. Rule- based models continue to hold a competitive advantage and be operationally

preferable in settings where explainability, governance, and repeatability are the primary concerns.

4.8. Limitations of Rule-Based Detection

Even though rule-based SOC architectures are interpretable and offer operational transparency, they can be seen
as limited in identifying attack techniques that are new or highly obfuscated and not part of the pre-depicted
adversarial patterns. Rule maintenance will necessitate the constant input of new rules to ensure the rule set is updated
to keep up with attacker tactics and changes in cloud configurations. Static rules will also yield false positives in very
dynamic situations because the usage patterns of APIs may have context variations. Hybrid rule semantics and
anomaly detection model could enhance flexibility without losing explainability. Future studies need to research

adaptive rule learning, probabilistic correlation logic, and integration with behavioral analytics models.
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4.9. Policy Implications and Future Research

The architecture proposed can offer policy-relevant information to organizations that apply cloud-native SOC
capabilities. Rule semantics developed around ATT&CK allow policies defining security monitoring to be uniformly
mapped to operational detection logic to enhance governance transparency and compliance auditing. Automated
response playbooks are useful in models of zero-trust enforcement to allow real-time containment of unauthorized
privilege escalation and abnormal APT activity. Although these have these benefits, there are multiple limitations. To
begin with, the effect of the rule is based on thorough threat intelligence and adversarial knowledge bases. Second,
the quality of telemetry and logging settings can affect the detection accuracy. Third, testing was performed under
controlled cloud conditions, as opposed to production SOC deployment.

Further studies can explore hybrid SOC designs that combine machine learning anomaly detection, rule
optimization, and incident triage aided by large language models. Other research can consider cross-cloud deployment

generalization and real-time policy optimization mechanisms.

5. CONCLUSION

This article introduced a rule-based Security Operations Center (SOC) architecture that is used to improve real-
time threat identification and response to incidents in cloud- native environments. The suggested architecture
incorporates cloud-ingestion telemetry, semantic rule matching, ATT&CK - improved enrichment, and SOAR-like
remediation playbooks to provide autonomous and semi-autonomous incident management. With the help of large
testing based on mixed synthetic and real cloud audit logs, the framework showed significant quantifiable gains in
time-to-detection (T'TD), time- to-response (T'TR), precision, enrichment completeness, and reduction of workload
to analysts relative to con. In addition to enhancements in performance, the introduction of ATT&CK semantics and
threat intelligence feeds also offered greater interpretability and forensic fidelity, allowing analysts to put into
perspective cloud-specific adversarial activity, including [AM misuse, privilege escalation, and data exfiltration. The
integrated approach of rule semantics and automation delivered efficiency in operations without compromising
transparency, which is a critical value in regulated industries where auditability and governance restrictions constrain
the usability of opaque ML-based systems. Though the framework is geared towards cloud-native SOC operation,
the methodology can also be expanded to multi-cloud and hybrid deployment.
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