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ABSTRACT

The widespread adoption of Internet of Things (IoT) applications and distributed
computing systems has led to the continuous generation of large volumes of data that
require efficient processing with low latency and minimal bandwidth usage. Traditional
chunking approaches, particularly single-threshold mechanisms, are not suitable for
dynamic fog environments due to fluctuating data arrival rates and heterogeneous node
capabilities. To overcome these challenges, this study presents a Hybrid Dual Threshold
Chunking (HDTC) framework aimed at improving load distribution, reducing latency,
and enhancing Quality of Service (QoS) in integrated cloud—fog architectures. The
proposed model combines dual-threshold-based resource management with adaptive,

Threshold. content-aware chunking to achieve efficient data segmentation and balanced workload
allocation across fog nodes. A simulation-based implementation is developed in which
users are clustered using the K-means algorithm, and fog nodes are assigned based on
proximity. The system continuously monitors node utilization through upper and lower
threshold limits, enabling dynamic decision-making for task allocation and chunking.
Implemented in MATLAB and tested on real-world datasets consisting of text and image
files, the framework is evaluated against Dynamic Prime Chunking (DPC) and Improved
Dynamic Prime Chunking (IDPC). Experimental results indicate that HDTC
significantly enhances performance by reducing chunking time and overall execution
time by up to 95% and 85%, respectively. Although a slight decrease in delivery ratio and
throughput is observed compared to IDPC, the framework improves load balancing and
responsiveness, offering a scalable and efficient solution for real-time IoT and fog-based
distributed computing environments.

Contribution/Originality: This work contributes to designing and evaluating a Hybrid Dual Threshold
Chunking (HDTC) architecture and framework in distributed cloud-fog environments that combine adaptive dual-
threshold-based resource utilization with adaptive data chunking. The strategy offers load-sensitive and context-
sensitive chunk building, leading to a significant decrease in processing latency and elapsed time, and an improved

Quality of Service (QoS) for heterogeneous and dynamic IoT traffic.

1. INTRODUCTION

Because of the widespread use of centralized cloud computing and Internet of Things devices, a significant volume
of real-time data is created at the network. Low-latency processing and instantaneous responsiveness-based
applications, such as smart health systems and industrial automation, pose a threat [ 1, 27]. By bringing cloud features

to the network edge data source, fog computing is a paradigm that gets around these restrictions [37]. Communication
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latencies are decreased by the localized data processing provided by fog nodes, which are made up of routers,
gateways, and edge servers. This increases system responsiveness and bandwidth [47].

The effective management of fog computing environments is one of the main challenges, and the offloading of
huge, continuous streams of data. IoT applications tend to generate heterogeneous data with non-uniform data arrival
rates, which need to be processed or offloaded without overloading the limited resources available in fog nodes [57].
Chunking is an important pre-processing method to address the above-mentioned problem.

Chunking refers to dividing large data streams into smaller and manageable-sized "chunks" or data blocks, so
that these can be buffered for efficient transmission, processed in parallel, or mapped across nodes [6, 7. The method
is aimed at minimizing computation and memory overhead, and maximizing scalability, fault tolerance, and load
balancing [87].

The old-fashioned chunking techniques tend to adhere to one fixed rule - until a data stream reaches a particular
size, they buffer all the data in that stream and convert it into a single chunk. That may seem easy, yet practically,
this does not work in the fog of the real world. It is simply too unbendable, and this causes several problems [97.
First, the data streams provided by [oT are highly dynamic and characterized by high temporal variability. A single
static threshold will result in undersized chunks during low load, leading to fragmentation and increased network
overhead, or oversized chunks during high load, causing latency and processing delays [107]. Secondly, the
computation capability, network bandwidth, and storage capacity of fog nodes are intrinsically heterogeneous.
Inefficient usage and potential performance loss are caused by a static chunking policy's inability to accommodate the
heterogeneity in resources between nodes [117].

For resolving such concerns, in this paper, an adaptive dual threshold chunking policy for fog computing
situations has been suggested [12, 187. Here, two threshold values are introduced: a Lower Threshold (L'T) and an
Upper Threshold (UT). The chunking module keeps tracking the incoming data stream and makes decisions using
these thresholds. When the buffer size decreases below LT, the system waits for additional data to arrive before
processing, unless in the case of time-critical events that invoke early chunking.

When the buffer size is above UT, the system creates a chunk instantaneously to prevent overflow or latency
[147. Data between LT and UT is handled normally so that the system can adapt accordingly to existing workloads
and available resources.

The double threshold mechanism alleviates the latency versus fragmentation trade-off by incorporating both
higher and lower bounds as a responsive, adaptive mechanism. It accommodates context-sensitive chunking,
dynamically varying in real-time, improving load balancing among fog nodes, reducing processing latency, and
enhancing overall Quality of Service (QoS) in distributed fog topology [15-177].

Developing an effective chunking algorithm for a fog computing environment and discussing ongoing research
problems in content-aware chunking are the primary goals of this work. This paper makes the following
contributions.

e  Tabular study for the recent literature work.

e Designing an architectural framework of HDTC in a fog computing environment.

e Implementing a hybrid dual threshold chunking (HDTC) process, ensuring the properties of both chunking

and dual threshold to enhance the system's performance. Thus, improving the overall throughput.

e  Evaluation of HDTC based on QoS parameters.

e Exploring future research directions in content-aware chunking for fog nodes to facilitate advancements of

the state-of-the-art operational fog environment.

Although there is an increasing amount of implementation of data chunking and fog computing, there are still a

number of core constraints that are yet to be tackled in scalable fog-cloud settings.
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1.1. Research Gap and Problem Statement

Although there is a substantial amount of studies on content-defined and static chunking methods, the available
approaches cannot account for real-time usage of fog nodes, variability of workloads, and heterogeneity of resources
in the fog cloud system. Consequently, under dynamic IoT data streams, chunking decisions are often decoupled from
the load conditions of the system, leading to higher latency and poor resource utilization. This highlights a significant
research gap in developing a chunking framework that can simultaneously respond to data properties and node load
in the fog environment.

The problem that the present paper will address is based on the design of a load-aware and adaptive chunking
mechanism that minimizes latency and processing overheads, guarantees efficient resource use, and enhances Quality

of Service (QoS) in distributed fog-cloud computing systems.

1.2. Research Objectives
The specific objectives of this study are as follows:
e To implement a load-sensitive chunking system that could react to instant changes in the rate of data arrival
and the utilization level of a fog node.
e To measure the effectiveness of the suggested HDTC framework with the help of major QoS indicators, such
as chunking time, processing time, throughput, and chunk delivery ratio.
e To compare the effectiveness of HDTC with any existing technique of chunking in conditions of
heterogeneous and dynamic workloads.
The remainder of the paper is structured as follows. The relevant work is covered in Section 2, and in Section
3, the architectural framework and guiding principles for hybrid chunking with fog computing are presented. Section
4 discusses the suggested hybrid dual-threshold chunking algorithms.
Section 5 presents the experimental section showing the performance analysis of the proposed framework.
Section 6 depicts the results. The discussion is presented in Section 7 and finally, Section 8 presents the conclusion

and future work.

2. RELATED WORK

From 2015 to 2025, people really pushed the boundaries of chunking techniques to meet the huge demand for
smarter data storage and transmission in cloud and fog computing [18, 197. The core of data deduplication is
Chunking. It assists in tightening the belt of storage, reduces bandwidth, and simply makes all things easier to operate
[207]. Previously, much was done based on content-defined chunking (CDC) using Rabin fingerprints and other tricks
to ensure that deduplication was more effective [217].

At some point, the discipline changed. Scientists began deploying faster, less tolerant solutions, such as FastCDC,
hybrid designs, and chunking designs designed to be used in fog computing, even with encryption to ensure data
confidentiality [22-247. More recently, attention is moving to eke out all the performance with hardware acceleration
and fog-oriented deduplication that bring real-time and energy-efficient processing to where the data is created [25,
267.

Nevertheless, things do not go well all along. Finding the appropriate chunk size, maintaining costs of
computation low, and security locked in is an eternal battle, particularly when fog-cloud systems may be everywhere
regarding hardware and configuration [277]. Table 1 aligns the key techniques of chunking, giving their techniques,

mode of operation, strengths, and weaknesses.
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Table 1. Comparative analysis of various chunking methods in a cloud-fog computing environment.

Technique name & Methodology Evaluation metric | Advantages Limitations
Ref No
Bit String Content- Variable-length CDC using Deduplication Saves CPU Chunk-size
aware Chunking Rabin fingerprints to detect ratio, CPU energy resources and variance; CPU-
(BCCS) [287] chunk boundaries based on per byte, storage memory intensive

content overhead fingerprinting
Asymmetric Content-based CDC using Throughput, High throughput; Limited handling of
Extremum (AE) [297] | extremum markers in a bandwidth low variance; complex boundary

sliding window to set chunk
boundaries

efficiency, chunk-
size variance

bandwidth-efficient

shifts

Fast and efficient
CDC [22]

Compared to other CDC
methods, this gear-based
approach is quicker and more
effective. FastCDC
accelerates chunking by
combining the three popular
methods of normalized
chunking, subminimum
chunk cut-point skipping, and
enhancing the hash-based
chunking judgement.

Chunk size
distribution;
chunking
throughput; CPU
load

Improved chunking
speed and the issue
of the average
chunk size

More complex to
implement, and
CPU overhead

Rapid asymmetric
maximum (RAM)

re1]

This technique employs two
windows: one fixed-size and
one variable-size, positioned
differently by RAM. The
variable window follows the
fixed window, and the chunk
boundary is determined by
the position of the highest-
valued byte. This ensures the
cut point is at the chunk's
end, reducing comparisons
due to the statistical
properties of the
arrangement.

Chunking and the
number of saved
bytes per second

Reduce the cost of
computing and
increase throughput

NA

Minimal incremental
interval (MII) [30]

One unique content-defined
chunking technique used in
this study is the identification
of the stepped data during the
backup process. Both at the
source and backup, the data is
divided into multiple discrete,
varying-length chunks. After
that, an analysis is conducted
to determine the differences
between the backup and
source data.

Chunk
throughput and
chunk size
variance

Resistant against
byte shifting
problem

NA

Bytes Frequency-
Based Chunking
(BFBC) [31]

The BFBC technique
drastically lowers the number
of calculations by employing
multiple dynamic optimum
parameter divisors (D) with
the optimal threshold value.
Additionally, it reduces the
chunk-size variance and
chunking throughput by
utilizing BFBC's multi-
operational nature

Chunking
throughput and
hashing
throughput

Optimized storage
capacity, reduces
hash collision

The size of the
hash table and
computation cost
will increase if the
dataset is large

Dynamic Prime
Chunking (DPC)

[s2]

By dynamically altering the
window size inside the prime
value based on the minimum
and maximum chunk size
criteria, DPC aims to reduce
chunk duplication in cloud
storage. Large chunk
volatility in the deduplication
system is avoided, and high

Chunking
throughput and
Data
elimination
ratio (DER)

Reduces
processing time
and a high ratio of
DR

Able to find the
redundant chunks
up to some extent
only
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Technique name & Methodology Evaluation metric | Advantages Limitations
Ref No

throughput is provided by

DPC
FogDedupe — Source-level chunking using Storage overhead 27 % storage saved; Large fixed chunk
Fog-Centric fixed 1 MB blocks; partial reduction; 12 % latency size reduces fine-
Chunking with Partial | hash sent to fog node; fog deduplication reduction grained dedup;
Hash & checks redundancy via latency; security partial hash may
Homomorphic distributed index; ciphertext against raise false positives;

Encryption [337]

stored in cloud with

confirmation-of-file

encryption adds

homomorphic encryption attacks overhead
Hybrid Smart Hybrid file-level for <2 KB, Chunk processing 17% faster No hash/rolling
Chunker (OPC) [84] CDC for larger; "Optimus time, throughput, chunking; constant | window may reduce
Prime Chunking" using chunk-size average chunk size; dedup precision
prinle—breakpoints without variance >3.3X thl”()llghpllt
rolling hashes
SeqCDC — Vectorized | CDC, without rolling hashes, | Chunking 15X faster than Requires SSE/AVX
Sequence-Based uses lightweight boundary throughput; scalar CDC; 20— support; may not

Content-Defined
Chunking [267]

detection, content-defined
skipping, and SSE/AVX
vector acceleration for chunk
boundary detection

deduplication ratio;
CPU utilization

35 % faster than
other
vector-accelerated
chunkers; maintains

generalize to all
CPU architectures;
implementation
complexity

deduplication
effectiveness

Dynamic Prime Chunking (DPC) [327 is an innovative content-based chunking tool that enhances the efficiency
of data deduplication, particularly in cloud storage systems. DPC makes use of a hash-free method to dynamically
size the window in prime terms within a user-specified minimum and maximum size. Instead of the computationally
expensive hash computations of older methods, it scans the stream of data using two variable-length windows (one
fixed, one dynamic) to determine the edges of chunks by detecting local maxima in the chunk, instead of the hash
computations required by older algorithms. This process considerably minimizes the variation in the chunks by
reducing processing time without generating too large or skewed chunks that would adversely affect deduplication
effectiveness. It also enhances throughput. Prime number use of window size enhances the detection of data block
duplications as it provides borders between chunks that are more distributed equally and based on the content in the
data. The window-based and hash-free design of DPC improves throughput and Bytes Saved per Second (BSPS) and
decreases the calculation overhead. Its great weaknesses, however, lie in its time lag reaction (because it fails to
consider the potential consumption of resources at one given time) and its reduced capability to identify similar pieces.
Moreover, the proper parameters adjustment, such as prime numbers, minimum and maximum window sizes, which
most likely have been optimized in accordance with the dataset and storage setup, is a key factor in the success of
DPC.

2.1. Critical Analysis of Existing Chunking Approaches

In spite of the fact that current chunking methods, including DPC, FastCDC, RAM, and hybrid content-defined
ones, have shown improvements in deduplication efficiency and throughput, they have severe limitations in dynamic
tfog-cloud settings. The majority of these methods are mostly content-based and fail to provide real-time use of the
fog node, variation in workload, and heterogeneity of resources in their chunking decisions. Consequently, the
formation of chunks does not change with the system's conditions, causing processing stalls, uneven load allocation,
and higher latency in cases of bursty IoT traffic.

Moreover, traditional chunking algorithms are optimized for deduplication ratio or computational speed but are
not focused on adaptive workload balancing among distributed fog nodes. Where the capacity of nodes continuously
varies with their load, and the rate of arrival and departure of tasks is very dynamic (i.e., in a continually changing

fog environment), it is possible that, unless load-aware mechanisms exist, nodes can be overutilized or underutilized.
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The suggested Hybrid Dual Threshold Chunking (HDTC) system addresses these drawbacks by incorporating
dual-threshold-regulated load regulation with adaptive chunk boundary development. Unlike traditional methods,
HDTC responds dynamically to real-time fog node utilization to allocate tasks to the core and minimize latency. With
system-awareness embedded in the chunking process, HDTC can adapt chunking into a performance-based, resource-

aware process that effectively supports heterogeneous fog-cloud infrastructures.

3. HYBRID METHOD
Chunking and the dual threshold policy are combined in the hybrid approach. This section incorporates the basic

model working of HDTC and its flow chart.

3.1. Basic Model of HDTC

In order to model a fog computing network in a specific two-dimensional space, HDTC builds a simulation
environment. To represent end devices or clients in the network, it creates a uniformly random spatial distribution
of users. These users are then grouped using a k-means clustering algorithm, with a fog node at the centroid serving
each cluster [357. Effective fog node placement and resource management in edge computing scenarios are made
possible by this configuration, which makes it easier to analyze and visualize user-to-fog node assignments.

In some situations, fog computing is better than cloud computing because it allows data processing and analysis
to take place nearer to the data source, like user terminals, sensors, or Internet of Things devices. Since latency is
greatly decreased by this closeness, fog computing is perfect for real-time or applications that require quick decisions,
like industrial automation, autonomous cars, and healthcare monitoring [867. Furthermore, fog computing saves
bandwidth and lessens network congestion by minimizing the need to send massive amounts of raw data to remote
cloud servers. Besides that, fog computing enhances the resilience and reliability of systems, since it can continue its
operation even when internet connectivity is patchy or there is no connectivity at all, which is quite handy in remote
or mobile locations. All things considered, fog computing provides a scalable, economical, and effective way to meet
the increasing demands of distributed computing systems in situations where cloud-only solutions might not be

sufficient [377.

_~ User Application Fog Nodes

Layer Layer Lgyg; Cloud

L,

Framework
Will Execute Here

Il Fog Node 2 " '
}\A Proposed Deduplication

\ Maert |

\ Proposed Chunking A
Framework Takes Place y

Figure 1. Basic working of the proposed framework.
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The basic operation of the suggested hybrid model is depicted in Figure 1. A multi-layered architecture intended
to implement a suggested chunking and deduplication framework in a cloud and fog computing environment is
depicted in the provided diagram. The four different layers of the architecture are the User Layer, Application Layer,
Fog Nodes Layer, and Cloud Layer. Different end users generating data through their devices form the User Layer.
The data first travels to the Application Layer, where it is processed by various programs and prepared for the next
phase. After that, the data is moved to the Fog Nodes Layer, which is essentially a collection of fog nodes (Fog Node
1, Fog Node 2, Fog Node 3, and Fog Node 4). This is where the chunking framework comes in, where the data is
divided into chunks before getting it to the cloud. By the time the information gets to the Cloud Layer, it has already
been chunked and processed, and the deduplication model comes into action. It identifies and eliminates any redundant
information; thus, you will not have to waste space, and you will not have to deal with redundancies. This hybrid
system, which combines cloud computing with fog computing, keeps everything under control and enables the system

to utilize the resources more wisely.

3.1.1. System Initialization and User Placement
e The simulation environment is initialized by defining a two-dimensional network area in which users are
uniformly distributed. Let Ny sdenote the total number of users deployed in the network. The number of
fog nodes Ny, is determined as a function of the user population and is computed as one-tenth of the total
number of users, as given in (1). For the considered simulation scenario, Nysrs = 50, which results in Ng,, =
5.
e Number of Fog Nodes:

Nipg= 25215 (1)

Where Nusers= 50 = Npe=5.

User locations are generated randomly within the simulation area using a uniform distribution. The coordinates
of the i*Muser are calculated along the x-axis and y-axis according to (2), where A, and Ayrepresent the maximum
dimensions of the network area. In this study, both Ayand A, are set to 1000 units, defining a square deployment
region.

e Random User Placement:

x=A. rand (), y=A,- rand ()
fori=1, 2, .., Nusers, and Ax =Ay = 1000 (2)

The position of each user is represented by the coordinate pair (x;y;), where i = 1,2, ..., Nygers. These spatial

coordinates are stored for subsequent processing, including fog node association, workload distribution, and

visualization of the network topology.

3.1.2. User Clustering and Fog Node Localization

To efficiently associate users with fog nodes, K-means clustering is applied to partition the set of users into
multiple clusters, where each cluster is served by a single fog node. The number of clusters is set equal to the number
of fog nodes, Ny,. Clustering is performed based on the spatial proximity of users in the two-dimensional network
area.

The Euclidean distance metric is used to measure the distance between a user and a cluster centroid during the
clustering process. The distance between the i user located at x; = (x;, y;)and the centroid of the j™cluster ¢ =
(¢jx» Cjy)is computed using (3).

e Euclidean Distance (for clustering):

d(z,0) = J(x,- — G+ - ¢)? (3)
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The centroid of each cluster is updated as the arithmetic mean of the positions of all users assigned to that cluster.
Specifically, the centroid c;of the jthcluster is calculated according to (4), where S;denotes the set of users associated
with cluster j, and | §; [represents the total number of users in that cluster.

e  Centroid Calculation:

1

= —
T

inESj Xi (4‘)

During each iteration of the K-means algorithm, users are assigned to the cluster whose centroid yields the
minimum Euclidean distance. The cluster assignment for the ithuser is determined using (5), ensuring that each user
is associated with the nearest fog node.

e  Cluster Assignment:

idx; = arg min; d(x;, ) (5)

Upon convergence of the clustering process, the resulting centroids (ij' ij)correspond to the optimal fog node
locations, as they minimize the intra-cluster distances between users and their serving fog nodes. This clustering-
based localization enables efficient user—fog association and reduces communication latency within the fog computing

environment.

3.2. Visualization and Data Structuring
The simulation displays user positions, cluster memberships, and fog node locations.
e  Visualization Mapping:
o Users: (z,),).
e Fog Nodes: (i)
e Cluster Membership: idx;,
Figure 2 shows the graphical representation of user clustering and fog node localization, and Figure 8 represents

the allocation of users to the fog node.
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Figure 2. The graphical representation of user clustering and Fog node localization.
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No of fog nodes
Figure 3. Allocation of a user to the Fog node.

3.3. Flowchart

The framework of HDTC combines chunking with the dual threshold technique. The working of hybrid chunking
with two different levels of thresholds has been explained in this section. Implementing chunking enacts the
properties of chunking, such as data segmentation, redundancy elimination, fault tolerance, scalability, and
compression friendliness, while dual threshold ensures adaptive control, load balancing, storage optimisation, data

flow regulation, and reduces elapsed time. The flowchart for the basic steps of HDTC is shown in Figure 4.

Incoming Data

Allocate the data to the
nearest distant fog node

A 4

Apply the Chunking
Process on the Selected

Implement Dual
Threshold Policy
Fog Node }

Measure the various
Chunking QoS
Parameters

Figure 4. Flowchart for the basic steps of HDTC.
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4. PROPOSED WORK

There are two components to the proposed work, HDTC: the dual threshold policy will be used to determine
which fog node is best for communication. The optimal fog node means that the node should not be overrunning or
overusing resource utilization. The second part involves the chunking process, where data will be converted into

chunks.

4.1. Dual Threshold Policy

Dual threshold-based resource utilization in fog computing is a dynamic load balancing strategy that uses two
adaptive thresholds, upper and lower, derived from the average flow rate of tasks [887. A fog node is classified as
underutilized, overutilized, or neutral by comparing its current utilization against these thresholds. Tasks are either
allocated to underutilized nodes or migrated from overutilized ones to maintain optimal system performance,
minimize latency, and ensure energy-efficient task distribution, often considering node proximity for localized task
offloading [89, 407. Each fog node is categorized into one of three states.

Underloaded, if Ui(t) <TI
Statei(t) = { Optimal,if TI < Ui(t) = Tu
Overloaded, if Ui(t) > Tu

Where,

Ui(t) = Current resource utilization of fog node i at time t.

Tl = Lower Threshold.

Tu = Upper Threshold.

The average current utilization Ui of the fog network is calculated by analyzing the flow rates of all active fog
nodes. Each node maintains a value representing how much workload it is currently handling. By averaging these
values across all nodes, the system obtains a single representative value that reflects the overall load status of the
network at that moment. This value is then used to determine whether a node is underutilized in Equation 6,
overutilized in Equation 7, or operating normally based on predefined thresholds. Figure 5 presents a dual threshold
policy. If the node is overutilized, then there is a need to identify a less-utilized node. If the node is underutilized, then
the task is allocated to that node only, and thus, there is no need for migration to other fog nodes. If the node is
neither overutilized nor underutilized, then the system is running in its optimal conditions. Pre -defined upper and
lower thresholds are given in Equations 6 and 7, respectively.

Tl=Average flow rate-average flow rate*8/100 (6)
Tu=Average flow rate+average flow rate¥*8/100 (7)
Where the value of 8 is 20%, which is within the margin of 10%-30%, if 20% of the time, the fog node may be

busy [887. It was taken to ensure a balance between underutilized and overutilized systems.

Consider
— CPU
o Overutilized
Calculate Is Utilization Consider
Start — CPU — Above Upper — |\ Identify Less
Utilization ~ Threshold? CPU ~ Utlizedcpy 7 £
et e Is Utilization Underutilized
— Below Lower
Threshold? Consider CPU _|
Neutral

Figure 5. Flowchart for the dual threshold policy.
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After the identification of an overutilized node, it is necessary to allocate the task to nearby underutilized nodes.
So, it checks the threshold of all nodes in the vicinity, approximately 30% from the current location node. Then, the
task is migrated to an underutilized node. This dual threshold approach eftectively balances the computational load
among fog nodes, minimizes service latency, and optimizes energy consumption. Figure 6 clearly shows the flowchart

for the complete proposed dual threshold policy.

Compute the average flow rate
Tj as current utilization

¥
Calculate Thresholds
T=average flow rate-average flow
rate*8/100
T,=average flow ratetaverage
flow rate*8/100

Y Y
Node is underutilized Node is overutilized
Add the task at the Set Coverage area
end é= 30% of current node

Y
s ™y

Find underutilized

node within area A
A A

Migrate task to
underutilized node

Node is neutral
No action takes place

Figure 6. Dual Threshold Policy Flowchart for the HDTC.

4.2. Chunking Process

Chunking is the process of dividing large data streams or files into smaller, more manageable pieces. This
localized processing reduces the load on the cloud by decreasing latency and improving bandwidth use. By processing
only pertinent or smaller portions of data before sending it to the cloud, chunking in fog computing facilitates real-
time analytics, enhances data deduplication, and promotes effective storage and transmission.

The presented algorithm dynamically divides a data stream into manageable chunks based on a self-adjusting
window known as the dynamic window (dw). This method is beneficial in adaptive fog systems where data packet sizes
vary, and optimal transmission or processing efficiency is required. Figure 7 illustrates the chunking flowchart for

the HDTC. And this flow chart explains the common approach to content-defined chunking, the sliding window-
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based chunking methodology. When chunking, boundaries are established based on the substance of the data rather

than preset sizes. Better deduplication and storage optimization occur.

Data Input Stream

Set the Initial Byte
Position of Data

Input Stream

Y

Calculate Window
Size

Byte Position
(Threshold Value)

If
Threshold

Window Size
<+ Initial Byte

J
F‘lnd the hhxlmuﬂ

Slide Window One
Byte Ahead

Dutput (Input to the
Dedup Engine)

Set Chunk Break]
Point J

Y
eriormance
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Figure 7. Flowchart for the HDTC.

A sliding window-based process of chunking to achieve optimal data deduplication in fog or cloud computing is

depicted in the flowchart above. The procedure is activated through a stream of continuous data input and an initial
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byte position to determine the beginning of the analysis. The number of bytes to be processed in each iteration is
calculated by determining a window size (ws). The algorithm detects the highest byte position, also known as the
threshold value, within this window, which is a condition for detecting possible chunk boundaries. To check if the
threshold value is greater than the window size plus the first byte, a conditional test is performed. The window shifts
one byte ahead, and the process remains if the condition is not met. When checked out, the system will drop a chunk
break point at the point it demands to be. That new piece goes directly to the deduplication engine, which deletes any
duplicated data. The chunk breakpoint cb is determined using (8), where it is set as one position beyond the detected
data window boundary dw;. This ensures that chunk segmentation starts immediately after the window delimiter,
avoiding overlap between consecutive chunks and enabling efficient data processing. Lastly, the original byte position
sequence continues as:
ch =dwl+1 (8)
Where, cb is the chunk break point.
Figure 8 provides a clear concept of setting the chunk break point. The remaining length of data is considered

the last chunk.

cby 81 61 121 241
WS 30 60 120 240
Gt ¢ Gz T Chuak 3 e Chunk 4 " 'Remaining Length

Figure 8. Sets the chunk break point.

Then the system examines factors such as chip size and the amount of information downsized to determine the
effectiveness of chunking. Specifically, in fog-based systems, this approach to computing chunk boundaries based on
real data, rather than fixed ones, enhances deduplication and simplifies data storage management. The improved
dynamic chunking algorithm is presented below.

Algorithm 1:

IDPC (data, bits_left)

Dynamic window (dw)=(1024/100)*prime chunk size/(2.71828-1)

chunks_created=0

cb=1 // initial max

dwi=dw

While bits_left>0

Chunk value=dw]1

cb=1+dw1; // chunk breakpoint setting

dwi=dwl+dwl

chunks_created=chunks_created+1

dynamic_chunks.chunks_created=chunk value

Else

chunk value=bits_left

chunks_created=chunks_created+1

dynamic_chunks.chunks_created=chunk value

bits_left=-1

end

return bits_left

end

end function.
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5. EXPERIMENTAL SETUP

The MATLAB tool, namely MATLAB R2020a, has been used to implement our proposed work. MathWorks
created MATLAB, an interactive platform, numerical computing environment, and high-level programming
language. For technical computing tasks including numerical analysis, visualization, algorithm prototyping,
simulation, and the implementation of scientific and engineering systems, it is extensively utilized in both academia
and industry. The following configuration describes the machine used for experimentation: Windows 11 and an Intel
Core 15-1035G1 CPU with 4 cores, 8 logical processors, and 16GB of RAM operating at 1.00GHz and 1190MHz.
Our distributive communication tests were conducted through a series of experiments involving the distribution of
chunks and throughput using the system. First, we examined the duration of data processing time and its performance
with chunks. In this, we used real-world data such as text files and images. The textual files had the format of a text
file. Regarding images, we experimented with the .png, .jpg, .jpeg, and .bmp files. The details of the dataset are shown
in Table 2.

Table 2. Details of the dataset.

Type of data No. of files
-txt files 1024 files
.png, .jpg, .Jjpeg, and .bmp images 1000 images

Spatial user distribution, K-means-based fog node clustering, dual-threshold load regulation, and adaptive chunk
formation are used in the analysis to determine the system's performance when the workload is dynamically changing.
Contrary to previous research, where benchmark or static data were used, synthetic and locally generated text and
image data are used to model heterogeneous and bursty IoT traffic under fog conditions in clouds. Such a controlled
arrangement allows systematic experimentation of latency, processing time, throughput, and the ratio of chunk
delivery. To make simulation parameters and configurations transparent and reproducible, all simulation parameters

and configurations are explicitly specified.

6. RESULTS

In the results section, the performance of the proposed chunking techniques is evaluated and compared for both
the HDTC and DPC approaches. The assessment is carried out using multiple datasets, including text-based files and
image files, to ensure a comprehensive comparison. Furthermore, the DPC method and its enhanced variant, IDPC,
are benchmarked against HDTC. The evaluation focuses on several key performance metrics to determine the

efficiency and effectiveness of these approaches.

6.1. Chunk Count

The number of chunks in a dataset is the chunk count that an algorithm can generate during dataset processing.
A smaller chunk count usually indicates less metadata processing, fewer indexing operations, and increased storage
efficiency. The results in Figure 9 show the average number of chunks among the three methods. Both DPC and
IDPC exhibit nearly the same behavior with a mean of approximately 3.6 chunks. However, HDTC has slightly more,
at about 4.6. According to these values, HDTC demonstrates approximately 27.7 percent improvement in chunk
detection compared to DPC and IDPC. This suggests that, in addition to faster chunking times, HD'TC also performs
better in recognizing meaningful chunk boundaries. Overall, it can be considered a very effective combination of speed

and accuracy, making it highly suitable for working with big data.
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Figure 9. Comparative analysis of Chunking Count.

6.2. Chunk Time

The chunking time measure shows the duration of each algorithm in splitting the data set into smaller units.
This demonstrates that it is a robust measure of the processing efficiency of the given algorithm and the applicability
of the algorithm to time-sensitive or large-scale applications. Based on average chunking times depicted in Figure 10,
DPC exhibits the lowest performance, at about 3.45 seconds. IDPC performs much better, with the time being no
more than 1.05 seconds, approximately 69.6% better. However, HDTC provides the best result, taking only 0.15
seconds to complete the process. This makes it approximately 95.7% faster than DPC and 85.7% faster than IDPC.

These results clearly demonstrate HDTC's ability to perform tasks where processing speed is a major requirement.
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Figure 10. Comparative analysis of average Chunking time.

6.3. Average Elapsed Time Analysis

The average elapsed time is a general measure of the time it takes to complete the chunking process, including
finding chunk boundaries and additional processing. This metric has been compared across three algorithms: DPC,
IDPC, and HDTC, as shown in Figure 11. Results indicate that DPC is the slowest, with an average time of about
3.45 seconds, primarily due to a higher computational workload. IDPC performs better, reducing this overhead to
approximately 1.05 seconds, representing an improvement of about 69.5%. HDTC demonstrates the best
performance, completing the task in nearly 0.15 seconds. This makes it just over 95.7% faster than DPC and 85.7%
faster than IDPC. These findings clearly show that HDTC offers superior scalability and speed, making it suitable

for applications where processing time is critical.
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Figure 11. Comparative analysis of average Elapsed Time.

6.4. Average Processing Time Analysis

The mean parameter of processing time indicates the duration required by the chunking technique to perform
data segmentation and related processes. This is a key performance factor because long delays can impact system
scalability and throughput. As Figure 12 shows, the average processing time for DPC and IDPC is approximately 6.0
seconds (100%), while the innovative HDTC framework reduces this time by 25 percent to about 4.5 seconds. This
improvement demonstrates that HDTC can accelerate chunk processing while maintaining system flexibility.
Although DPC and IDPC have nearly identical processing times, HDTC is the clear leader because it significantly

reduces latency, which is crucial in cloud and fog computing for real-time processing.

6.5. Chunk Delivery Ratio

The chunk delivery ratio (CDR) indicates the proportion of chunks successfully delivered and reassembled
compared to those generated. A higher CDR reflects greater reliability, which is crucial for maintaining data integrity
during transmission and de-duplication processes. Figure 13 compares the CDR of HDTC, IDPC, and DPC. Both
DPC and IDPC achieve a perfect delivery ratio of 1.0, meaning all generated chunks are delivered and reconstituted
completely. Conversely, HDTC has an average CDR of approximately 0.78, indicating a success rate of 78 percent,
which is 22 percent lower than the other two methods. Although HDTC aims to balance improved throughput,
dynamic load management, and resource efficiency, this result shows it sacrifices some reliability for these benefits.

DPC and IDPC, on the other hand, are more accurate in delivering chunks.

(=] [ L) th =]

Average Processing Time (Sec)
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Algorithms

Figure 12. Comparative analysis of average Processing time.
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Figure 18. Comparative analysis of the average Chunk rate.

6.6. Chunk Throughput

The chunking throughput measure is used to measure the quantity of data that was processed in the process of
chunking in a specific period. Better efficiency and scalability, as indicated by higher throughput, are important to
systems with large or quickly moving datasets. Figure 14 shows that there is a big variation in the performance of
DPC, IDPC, and HDTGC, as indicated by the throughput of these three in Figure 14. DPC is the point of reference at
approximately 42 Mbps. Comparatively, IDPC achieves approximately 145 Mbps, or approximately 245 percent
higher than DPC, demonstrating its superior chunk processing performance. Although still approximately 48 percent
lower than IDPC, the proposed HDTC registers approximately 75 Mbps, which is already a 79 percent improvement
over DPC. This indicates that HDTC can be a viable option in fog and cloud systems where throughput is not a major
concern, and performance and reliability are key priorities, but it has higher throughput than DPC.
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Figure 14. Comparative analysis of average Chunking throughput.

7. DISCUSSION

The effectiveness of the proposed Hybrid Dual Threshold Chunking (HDTC) model in processing data in a fog
computing environment with the highest optimization is demonstrated through experimental studies. HDTC is
highly reliable and flexible compared to other processes, such as Dynamic Prime Chunking (DPC) and Improved

Dynamic Prime Chunking (IDPC) in terms of chunking time, elapsed time, and overall processing efficiency. Its
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findings show that the dual thresholds approach is a good strategy for allocating dynamic workloads, reducing
processing delays, and ensuring effective movement of tasks between fog nodes. However, there are trade-offs that
are also identified through analysis. Compared with DPC and IDPC, HD'TC has a higher rate of chunks, which results
in increased overhead in metadata management. Additionally, HDTC exhibits slightly lower throughput and chunk
delivery ratio, indicating areas that require fine-grained optimization to reduce intermittent chunk loss and improve
scalability with high-speed streams. Despite these disadvantages, the method is superior to DPC in real-time Internet
of Things applications, reducing chunking and elapsed time by over 96 percent. Based on this explanation, HDTC is
a better option under various fog conditions, especially when combined with system load sensitivity and the ability
to dynamically detect chunk boundaries. The findings clearly indicate that HDTC is a viable alternative for low-

latency and real-time deduplication processes, making it suitable for current fog and cloud computing environments.

8. CONCLUSION AND FUTURE WORK

In this paper, Hybrid Dual Threshold Chunking (HDTC) was proposed as a solution to the inefficiency of
traditional fixed and content-determined chunking models used in cloud fog computing. The proposed algorithm
combines both dual-threshold-based load management and adaptable creation of chunk boundaries and allows making
load-conscious decisions of load-available chunking depending on the usage of fog nodes and the heterogeneous
nature of [oT workloads. In contrast to current methods of operation that are not system resource-dependent, HDTC
harmonizes data segmentation with infrastructure dynamics to enhance system functioning in general.

The experimental analysis, conducted through simulation, proved that HDTC produces significant changes in
the stimulating time of a chunking procedure, processing time, and latency, outperforming similar procedures under
baseline techniques, including DPC and IDPC. Load-awareness improves workload utilization between nodes of a
Fog system and enables better Quality of Service (QoS), especially in bursty and latency-sensitive IoT applications.
Although there is a slight trade-off in the ratios of chunk delivery and throughput under certain circumstances, the
framework remains consistent upon repeated trials and is therefore robust.

The major suggestion of this paper is that chunking of that system of fog-cloud must be handled as a resource-
conscious optimization process instead of a data-driven one. Nonetheless, the evaluation being done at the moment is
restricted to the simulated environment based on workload models expressed in synthetic parameters and might not
reflect the entire operational complexities in the real world.

Future efforts will be carried out through real-time implementation on distributed cloud infrastructures,
integration with intelligent load prediction schemes, and testing using standard benchmarking datasets to further

evaluate scalability, adaptability, and practical applicability.
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