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The fast growth of digital payment systems has made the problem of credit card fraud a 
major threat that demands a smart and secure system for detecting fraud. Certain cases 
of machine learning are known to be very bad at identifying fraud with severe imbalance 
in classes and complex behavior patterns in financial data. This paper suggests a Privacy-
Aware Hybrid Ensemble Model (PAHEM) on a secure.NET web application framework 
for real-time fraud analytics. The proposed strategy involves the use of the Random 
Forest-based feature ranking, Extreme Gradient Boosting (XGBoost), and a Deep Neural 
Network (DNN) to identify both the linear and nonlinear trends in the transaction data. 
In order to eliminate the imbalance in classes, the Synthetic Minority Oversampling 
Technique (SMOTE) is used when training a model. The trained hybrid model is 
deployed as an encrypted analytics service that may be attached to the ASP.NET-based 
financial systems through the resources of the REST API, which will help to identify the 
fraud risk in real-time when processing transactions. Experimental analysis (on publicly 
available credit card fraud data) shows that the proposed framework can achieve a high 
detection accuracy of 99.94, 0.8229 precision, 0.8061 recall, 0.8144 F1-score, 0.9997 
specificity, and ROC-AUC of 0.9819. These findings suggest that the offered PAHEM 
model suggests a high-quality detection of fraud and a small number of false positives. 
The combination of hybrid AI models with secure.NET web applications provides a 
scalable and privacy-conscious architecture that can be implemented in real-life financial 
transaction monitoring systems.  
 

Contribution/Originality: This research is original by combining a hybrid ensemble (Random Forest, XGBoost, 

and DNN) with SMOTE for handling imbalanced data in a privacy-preserving and encrypted manner. Unlike offline 

model evaluation, a .NET REST API for real-time credit card fraud detection allows for secure and scalable 

deployment within financial systems. 

 

1. INTRODUCTION 

The rate of development of online payment platforms and other digital financial services has drastically 

augmented the number of electronic transactions globally. Although these technologies are convenient and efficient, 

they also create severe security issues, especially in the shape of credit card fraud and financial cybercrime. Financial 

transactions lead to fraud cases that cause significant economic losses to financial institutions and customers annually. 
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As recent reports suggested, the sophistication and number of fraud attacks keep increasing because of the 

development of automated attack methods and the extensive use of digital payment infrastructures. Conventional 

rule-based fraud detection systems may not be able to overcome these problems since they are usually based on fixed 

patterns and are not able to adjust to new fraud patterns. This has seen machine learning and artificial intelligence 

methods attract significant interest in creating intelligent fraud detection machines that can detect complex 

transactions and anomalies. Nonetheless, to use such models efficiently, it is necessary to address further difficulties 

like data privacy, the type of classes, and the compatibility of these systems with the secure web-based systems of 

financial operations. The high rate of online network financial systems, cloud computing environments, and online 

service infrastructures has greatly augmented the amount of sensitive data being handled in dispersed settings. 

Although these technologies allow for significant advantages in terms of scalability, efficiency, and accessibility, they 

also present significant security and privacy issues. Specifically, the increased use of machine learning and artificial 

intelligence systems to conduct data analytics has created concerns about the security of sensitive data when training 

models, performing inference, and deploying them. The recent research has highlighted the need to create privacy-

aware data analytics systems, which are capable of ensuring data confidentiality and also permit proper and scalable 

intelligent decision-making. As an example, Saini et al. [1] championed a hybrid machine learning system composed 

of an optimization algorithm to increase trust and privacy protection in the cloud setting, and evidenced the 

significance of incorporating the best analytics with safe computing systems. 

As more AI systems find applications in healthcare and other sectors of the economy, such as finance and industry, 

privacy-preserving artificial intelligence has become a research priority. Khalid et al. [2] introduced an extensive 

review of the privacy-sensitive AI tools developed in the healthcare system and demonstrated the necessity of secure 

machine learning frameworks that can ensure the protection of sensitive personal data. In the same way, Kaissis et al. 

[3] studied the concept of secure and federated learning in medical imaging using a distributed learning strategy by 

highlighting how such methods can produce collaborative model training without exposing raw data. These methods 

have demonstrated to be useful in securing sensitive datasets and still achieve a high predictive rate. Nevertheless, 

the deployment of these privacy-protective measures in actual data analytics systems is not an easy affair because of 

the complexity of calculations, scalability problems, and integration options in operational software systems. In order 

to curb the issue, scholars have examined some of the methods of ensuring the privacy of data in machine learning 

systems. El Mestari et al. [4] have addressed the different measures of maintaining privacy of data in the machine 

learning process, such as encryption schemes, secure multiparty computation, and privacy-aware model design. 

Moreover, with the introduction of massive generative AI models, the issue of possible privacy breaches and 

unauthorized exposure of data has become highly alarming. A detailed survey of privacy and security risks in 

generative AI systems by Golda et al. [5] highlights the need to develop strong privacy-protecting measures of AI-

based analytics. Recent developments have also considered privacy inference on the client. As a typical example, Auer 

et al. [6] showed an image classification method with deep learning that can be used in privacy protection and keep 

sensitive data on the devices of users for direct processing. Privacy-preserving analytics have gained special relevance 

in financial and fintech applications because the information about a transaction is especially sensitive and regulatory 

bodies mandate the protection of data. Ju [7] introduced a risk prediction and sensitive information detection privacy 

preservation framework that was a hybrid model in its approach to fintech and emphasized the usefulness of 

integrating machine learning strategies with secure analytics procedures. On the same note, Kalpana and Rao [8] 

have created a hybrid deep learning system that integrates swarm optimization algorithms to facilitate safe and 

effective retrieval of data, as well as maintenance of the privacy of data, in the cloud. Despite these studies providing 

encouraging advances in privacy-aware machine learning, the vast majority of the current methods are mainly 

dedicated to the enhancement of algorithms and seldom consider the practical implementation of those versions into 

the real web applications setting. 
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Contemporary enterprise software is relying more on web-based application platforms like ASP.NET and .NET 

Core to support mass data processing, transacting, and securely offering services. The combination of privacy-

conserving artificial intelligence models and such web-based infrastructures is also a challenge to the implementation 

of intelligent analytics systems in real-life scenarios. Specifically, the secure communication, the data anonymization, 

and the effective inference of the model will have to be properly implemented in such a way that not only can the 

performance of the system be guaranteed, but also the privacy. This research will solve these problems by introducing 

the Privacy-Aware Hybrid Ensemble Model (PAHEM) that will be combined with an architecture of a secure .NET 

web application to provide privacy-aware data analytics. The proposed solution is a combination of random forest-

based feature ranking, Extreme Gradient Boosting (XGBoost), and a Deep Neural Network (DNN) to obtain intricate 

nonlinear data patterns in transactional data and powerfully classify the data. Besides that, the framework is supplied 

with privacy-sensitive analytics functions and secure API-based communication that allows an easy integration with 

ASP.NET web applications. The hybrid model is supposed to enhance the accuracy of fraud detection, scale the 

system, and minimize privacy risks when conducting data analytics. This study adds to the existing body of literature 

by introducing a privacy-aware hybrid ensemble approach to fraud detection in financial transactions. This study has 

a new combination of Random Forest feature selection, XGBoost, and Deep Neural Networks in a secure .NET 

architecture. This research is one of the few studies that examine the real-time implementation of privacy-preserving 

AI models in web-based applications. The paper is the first to provide a logical integration of hybrid AI models with 

ASP.NET secure analytics systems. The key contribution of this paper is that hybrid ensemble learning enhances 

accuracy in fraud detection while maintaining privacy. This paper provides evidence of the success of the integration 

of machine learning and secure system deployment in financial analytics. 

The key contributions of this work are as follows: 

One such system is a privacy-conscious hybrid ensemble learning (PAHEM), which is a mixture of tree-based 

and deep learning models that can be used to effectively detect fraud. 

A safe analytics architecture, which was built on ASP.NET web applications, made it possible to deploy it in 

practical financial systems. 

An overall comparison with a variety of performance measures, such as accuracy, precision, recall, specificity, F1-

score, and ROC-AUC. 

Comparison of privacy-related measurements, including privacy leakage rate, encryption overhead, and training 

efficiency of secure AI deployment. 

In general, the presented framework shows that the reliability, scalability, and security of the contemporary data 

analytics systems could be highly enhanced with the help of privacy-preserving hybrid AI models and secure .NET 

web application infrastructures. Although there are considerable advancements in hybrid machine learning models 

and secure data analytics, current research mainly addresses algorithmic innovation or application-specific domains, 

such as healthcare or IoT systems. Few works have explored the deployment of privacy-preserving hybrid AI models 

in secure real-world web application environments, such as financial fraud detection. Additionally, current studies 

typically neglect implementation aspects like secure API integration, real-time data processing, and scalability. 

 

2. LITERATURE SURVEY 

The works of recent researchers have investigated different machine learning and deep learning methods of 

enhancing the accuracy of fraud detection in financial transaction systems. Logistic Regression, Support Vector 

Machines, and Random Forest are old classification algorithms that have been widely used to identify fraud trends in 

transactions because of their interpretability and efficiency. Nevertheless, the models frequently find it difficult to 

work with highly unbalanced data in which fraudulent transactions are a small percentage of all transactions. To 

counter this problem, scientists have suggested a more advanced methodology, which includes ensemble learning, 

hybrid machine learning structures, and deep neural networks to understand complicated nonlinear relationships 
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among transaction data. Furthermore, privacy-preserving mechanisms such as secure data analytics, federated 

learning, and differential privacy have also been proposed in various studies to guarantee that the sensitive financial 

data is not compromised either when training a model or when making inferences. For real-time fraud detection, the 

challenge of incorporating privacy-conscious machine learning into safe web application systems continues to be a 

significant research issue in spite of the mentioned advancements. Machine learning that has preserved privacy has 

emerged as a core research topic because the use of intelligent analytics systems is on the rise in healthcare, financial, 

industrial internet of things, and cloud. Numerous recent works have aimed at creating hybrid machine learning 

systems that integrate predictive precision and secure data processing systems. Almaiah et al. [9] have come up with 

a lightweight hybrid deep learning model that is applicable to the Industrial Internet of Medical Things (IIoMT). 

Their strategy combines the effects of deep learning and privacy-sensitive algorithms to provide secure data transfer 

and analytics in the hospital setting. The work revealed that hybrid deep learning models could be used to enhance 

the performance of prediction without violating the privacy of sensitive medical information. As the complexity of 

cyber threats in connected systems grows, more advanced AI-based models have been investigated in the area of 

threat detection in a secure way. Ferrag et al. [10] proposed a privacy-conscious IoT and Industrial IoT network 

cyber threat detection BERT-based lightweight model. They employed large language models to examine threat 

patterns with built-in privacy-conscious products to avoid the leakage of sensitive information. The research 

demonstrated the opportunities of integrating the deep learning structures with the privacy-saving methods to 

enhance the detection of threats in large network settings of large settings. 

Several studies have also delved into the area of statistical learning and optimization-based methods of privacy-

preserving data analytics. Alrayes et al. [11] designed a privacy-preservation system for an IoT network by 

combining statistical learning with optimization algorithms to address a high-dimensional data space. Their solution 

was found to be more secure in terms of data and effective performance of analytics in large-scale distributed systems. 

Likewise, Han et al. [12] suggested a privacy-saving digital marketing system, which analyzes user behavior using 

deep learning models on data-monetization platforms. Their work stressed the need to establish privacy-conscious 

AI systems that are capable of processing sensitive user data and still achieving analysis precision. The tremendous 

growth of generative artificial intelligence and large language models has brought new security and privacy issues in 

AI systems. A survey of security and privacy risks of large language models was performed by Das et al. [13], and 

such vulnerabilities as data leakage, adversarial attacks, and threats of model inversion were outlined. Their paper 

highlighted the importance of strong privacy-saving solutions in the implementation of AI models in sensitive fields 

of application. Kumar et al. [14]  came up with a related study where a hybrid meta-heuristic optimization framework 

for privacy-preserving industrial IoT systems was proposed. Their model combines smart optimization planning with 

machine learning algorithms to enhance the security and performance of the systems. Besides algorithmic methods, 

there have been studies on distributed privacy-preserving analytics platforms. Welten et al. [15] presented an 

analytics platform for healthcare data that can be distributed to be analyzed collaboratively without breaching patient 

privacy. Their model employs the use of secure distributed computing methods to work on healthcare data without 

revealing raw sensitive information. This kind of architecture shows that privacy-conscious machine learning is 

critical when deployed on a distributed system. The topic of hybrid machine learning frameworks for predictive 

analytics in healthcare IoT settings has also received recent research studies. Ganji et al. [16] suggested an example 

of a hybrid machine learning model combined with data analytics methods to perform predictive maintenance of 

healthcare IoT systems with privacy. Their method proves that the hybrid models are able to improve the prediction 

rates greatly and provide the safety of sensitive data processing. Wanza et al. [17] present a federated learning 

framework for fraud detection with homomorphic encryption. They then allow multiple financial institutions to 

collaborate in the training of their models without releasing any sensitive transactional data, while preserving the 

detection results and providing strong privacy protection. Likewise, Tyagi [18] covers the potential of privacy-

enhancing AI in finance, highlighting the balance of usefulness, security, and regulatory adherence. The study points 
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out that although AI tools can help detect fraud more accurately, privacy and compliance with regulations are still 

significant hurdles in implementation. With the idea of extending the federated learning paradigm, Ramalingam et 

al. [19] present a hybrid federated learning approach with generative AI capabilities for smart environments with an 

IoT component. Their paper shows that in highly distributed systems, synthetic data generation can deliver better 

model robustness without compromising privacy. Towards this end, Uzoatu et al. [20] suggest a privacy-preserving 

federated learning approach for the context of detecting fraud in a distributed banking network. The findings 

demonstrate that they can successfully mitigate data leakage risk while achieving the fraud detection accuracy 

necessary for competing financial institutions when implementing decentralized learning. In addition to financial 

systems, Alotaibi [21] proposes an application-driven secure federated learning framework for smart city 

applications, namely, parking management based on vision. The results of this study demonstrate how versatile and 

adaptable the hybrid privacy-preserving architectures can be in various fields, underscoring the scalability of 

federated and hybrid deep learning approaches. Singh et al. [22] then discuss privacy-preserving mechanisms for 

resilient digital identity management in cyber-physical systems using AI. They focus on incorporating encryption 

techniques, authentication protocols, and AI models to enhance the security of identity-centric applications. Lastly, 

Chaturbhuj et al. [23] explore the use of AI and cryptographic methods for creating cyber-physical systems with 

security and explainability in IoT environments. Their analysis highlights the need to ensure that explainability is 

integrated with trust-building AI models designed with security in mind for real-world application. 

Even though the current research has achieved great advancements in privacy-aware machine learning and 

hybrid AI solutions, most of them confine themselves to a domain-specific scenario, like healthcare, industrial IoT, or 

cybersecurity systems. The challenge of integrating privacy-conscious hybrid machine learning models with secure 

web-based application platforms of financial transaction analytics has been taken up with little attention. Specifically, 

real-world deployment settings like ASP.NET and web applications based on the .NET platforms demand effective 

and scalable AI models capable of detecting fraud in real-time without seriously compromising mechanisms of privacy 

protection. To fill this gap in the research, the current paper suggests a Privacy-Aware Hybrid Ensemble Model 

(PAHEM) embedded into the secure web application infrastructure. The framework suggested in the paper provides 

the power of hybrid machine learning and privacy-conscious analytics to identify fraudulent financial transactions 

based on the publicly available dataset of credit card fraud, offered by the Machine Learning Group of Université 

Libre de Bruxelles, which is supplied by Kaggle. This data set includes more than 284,000 anonymized credit card 

transactions in it, and it has become a popular standard in fraud detection studies. The proposed solution seeks to 

offer a scalable and privacy-preserving solution to modern financial fraud detection systems by integrating the hybrid 

AI models and a secure application deployment mechanism. In spite of the tremendous advancements in privacy-

conscious machine learning and secure data analytics, various limitations exist in the available research. The majority 

of existing solutions target domain-specific applications, including healthcare systems, industrial IoT networks, 

cybersecurity frameworks, and privacy-preserving mechanisms, which are implemented primarily on the algorithmic 

level. Although these works show that hybrid machine learning models and privacy-sensitive frameworks can be 

effective in ensuring the safety of analytics, they do not provide a practical implementation plan to apply to the actual 

software environment. Specifically, the majority of existing solutions lack a solution for the incorporation of privacy-

aware artificial intelligence models and secure web application systems, which are prevalent in enterprise systems to 

support financial transactions and massive data services. 

In addition, there is limited literature that focuses on studying a unified framework capable of balancing between 

accuracy in prediction, privacy protection, and deployability in a secure web platform. The second weakness is that 

the majority of studies fail to assess the privacy-related operation characteristics of privacy leakage risk, encryption 

overhead, and system integration efficiency, which are essential to implement in financial analytics systems. 

Consequently, there exists a necessity to have a scalable hybrid AI system capable of delivering high fraud detection 

rates as well as being able to offer high privacy assurances, and being able to integrate well with the existing modern 
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web-based application infrastructure. To fill these knowledge gaps, this project suggests the Privacy-Aware Hybrid 

Ensemble Model (PAHEM) that will be implemented in conjunction with a secure ASP.NET-based web application 

framework. The suggested structure is the combination of various machine learning algorithms, such as the Random 

Forest feature selection, Extreme Gradient Boosting (XGBoost), and a Deep Neural Network, aimed at capturing the 

complex patterns of transactions without violating the privacy of data. Moreover, the framework has in-built secure 

analytics systems as well as API-based integration, to facilitate effective implementation in the domain of the .NET 

web applications to represent real-time fraud detection systems. The proposed PAHEM framework has a detailed 

methodology and architecture, which are described in the next section. 

 

3. PROPOSED METHODOLOGY 

3.1. Overview of the Proposed Framework 

In order to overcome the obstacles of precise fraud detection and maintain data privacy and allow real-world 

implementation, this paper suggests the Privacy-Aware Hybrid Ensemble Model (PAHEM) which is combined with 

a secure analytics framework. The given model is an integration of several machine learning methods that can identify 

the intricate price patterns of transactions and be resistant to class imbalance and privacy threats. The architecture 

is a combination of Random Forest-based feature importance ranking, Extreme Gradient Boosting (XGBoost), and a 

Deep Neural Network (DNN) to create a hybrid ensemble architecture that has the potential to produce both linear 

and nonlinear relations between financial transaction data. The general workflow of the proposed system involves a 

few steps: data acquisition, preprocessing, feature selection, hybrid model training, ensemble fusion, and performance 

evaluation. First, the publicly available credit card fraud data is used to gather raw transaction information. 

Normalization and scaling are data preprocessing methods that are used to generate similar distributions of features 

and enhance the convergence of the models in the training process. As the proportion of fraudulent transactions is 

extremely low compared to the total count of the transactions, the Synthetic Minority Oversampling Technique 

(SMOTE) is used to address the issue of class imbalance by creating artificial examples of minority cases of fraud. 

 

 
Figure 1. Proposed PAHEM workflow for privacy-preserving fraud detection. 

  

After preprocessing, there is the feature importance analysis that is done with the help of the Random Forest 

algorithm, informing the most informative features that can be used in the detection of fraud. The hybrid ensemble 

learning framework then takes these features as input. The XGBoost classifier is used to log intricate decision 

boundaries and gradient-based feature interactions, and the Deep Neural Network learns more intricate nonlinear 

associations among the transaction data. A weighted ensemble strategy is used to combine the outputs of these models 

in order to obtain a final score of the probability of fraud. Such a hybrid solution enhances the classification strength 

using the advantages of both the tree-based learning and the deep neural architectures. Besides predictive 
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performance, the proposed framework will also entail privacy-conscious analytics mechanisms to ensure that the risk 

of exposing sensitive information throughout the training and deployment of the model can be minimized. The safe 

integration with the outside applications is facilitated by secure data preprocessing, anonymized feature 

representations, and controlled model inference interfaces. Moreover, the trained PAHEM model may be deployed 

as an inference service in ASP.NET-based web applications, and the web platform may detect fraud in real-time using 

secure communication between the web platform and the AI model via API. The general flow of the proposed scheme 

of fraud detection is depicted in Figure 1. This is done by first processing the input dataset of transactions, then 

preprocessing the dataset, such as normalization and feature scaling. The imbalance of classes is addressed through 

SMOTE oversampling, followed by the selection of the most informative features of the Random Forest feature 

importance analysis. These attributes are further offered to the baseline machine learning models and the suggested 

model of PAHEM hybrid ensembles. Lastly, the performance metrics are used to assess model outputs. 

 

3.2. Dataset Description 

In order to assess the performance of the suggested PAHEM framework, we have run the experiment using the 

publicly available dataset on Credit Card Fraud Detection published by the Machine Learning Group of Université 

Libre de Bruxelles (ULB) and available via the Kaggle data platform [24]. It is a set of real-life anonymized credit 

card transactions of European cardholders in September of 2013. The data is composed of 284,807 transactions, out 

of which 492 transactions are classified as fraudulent, and this gives a highly unbalanced dataset with less than 0.172 

percent of the fraudulent cases of the total transactions. Most features in the dataset have been converted with 

Principal Component Analysis (PCA) because of the limitations of confidentiality to keep sensitive information safe 

and to ensure that the data satisfies the statistical characteristics of machine learning analysis. The dataset consists 

of 28 anonymized principal component features (V1–V28) and two more, Time and Amount, which refer to the time 

interval between transactions and the value of the transaction, respectively. It is a popular dataset used in the study 

of fraud detection because it has realistic properties, extreme class imbalance, and anonymized feature representation. 

These characteristics render it especially applicable to the same purposes as testing hybrid machine learning systems 

and privacy-conscious analytics systems. The results of this study are based on the following key characteristics of 

the dataset as presented in Table 1. It is a Credit Card Fraud Detection dataset which is obtained from Kaggle 

(Machine Learning Group ULB), having 284,807 total transactions, 492 fraudulent, and 284,315 legitimate 

transactions with a very imbalanced ratio of only 0.172% fraudulent transactions. The data contains 30 numerical 

features, with 28 of them being PCA-transformed (V1–V28), and a binary target variable (Class), with 0 being a 

legitimate transaction and 1 being a fraud. 

 

Table 1. Dataset summary of the proposed model. 

Attribute Description 

Dataset Name Credit Card Fraud Detection Dataset 
Source Kaggle – Machine Learning Group ULB 
Total Transactions 284,807 
Fraudulent Transactions 492 
Legitimate Transactions 284,315 
Fraud Percentage 0.172% 
Total Features 30 
PCA Features V1 – V28 
Additional Features Time, Amount 
Target Variable Class (0 = Legitimate, 1 = Fraud) 
Data Type Numerical 
Dataset Nature Highly Imbalanced 
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3.3. Mathematical Modeling and Analysis 

3.3.1. Problem Statement 

The detection of credit card fraud may be modeled as a binary classification problem, with the goal of deciding 

whether a financial transaction is valid or fraudulent one based on several transaction attributes. 

Let the dataset consist of N transactions: 

𝐷 = {(𝑥𝑖 , 𝑦𝑖)}𝑖=1
𝑁                                   (1) 

Where: 

• 𝑥𝑖 ∈ ℝ𝑑 represents the feature vector of the 𝑖𝑡ℎ transaction. 

• 𝑑 represents the number of features. 

• 𝑦𝑖 ∈ {0,1} represents the class label. 

𝑦𝑖 = {
0 Legitimate transaction

1 Fraudulent transaction
          (2) 

The objective is to learn a mapping function. 

𝑓(𝑥𝑖) → 𝑦𝑖                                           (3) 

That can accurately predict the class label while preserving privacy and maintaining low false-alarm rates. 

 

3.3.2. System Model 

The proposed Privacy-Aware Hybrid Ensemble Model (PAHEM) integrates multiple classifiers. 

1. Random Forest feature selection. 

2. XGBoost classifier. 

3. Deep Neural Network classifier. 

Let: 

𝑀 = {𝑀𝑅𝐹 , 𝑀𝑋𝐺𝐵 , 𝑀𝐷𝑁𝑁}                  (4) 

 

Represent the set of base learning models. 

The input feature vector is defined as: 

𝑥𝑖 = [𝑥𝑖1, 𝑥𝑖2 , 𝑥𝑖3, . . . , 𝑥𝑖𝑑]                 (5) 

Where 𝑥𝑖𝑗  represents the 𝑗𝑡ℎ  feature of transaction 𝑖. 

The dataset used in this study contains. 

𝑑 = 30                                              (6) 

 

Features including: 

• 𝑉1, 𝑉2, . . . , 𝑉28(PCA transformed features). 

• Time. 

• Amount. 

 

3.3.3. Random Forest Feature Importance Model 

Random Forest is first used to determine feature importance. 

The importance score for the feature 𝑗 is computed as: 

𝐼𝑗 =
1

𝑇
∑ Δ𝑇

𝑡=1 𝐺𝑡,𝑗                          (7) 

Where: 

• 𝑇= Number of decision trees. 

• Δ𝐺𝑡,𝑗= Reduction in impurity contributed by the feature 𝑗 in tree 𝑡. 

The top 𝑘 most informative features are selected. 
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𝑆 = {𝑓1, 𝑓2, . . . , 𝑓𝑘}                        (8) 

Where 𝑘 < 𝑑. 

These features form the reduced feature vector. 

𝑥𝑖
′ = [𝑥𝑖1, 𝑥𝑖2, . . . , 𝑥𝑖𝑘]                 (9) 

 

3.3.4. XGBoost Classification Model 

The XGBoost classifier builds an ensemble of decision trees: 

𝑦̂𝑖
𝑋𝐺𝐵 = ∑ 𝑓𝑚

𝑀
𝑚=1 (𝑥𝑖

′)             (10) 

 

Where: 

• 𝑓𝑚 represents the 𝑚𝑡ℎ regression tree. 

• 𝑀 is the total number of trees. 

The objective function optimized by XGBoost is: 

ℒ𝑋𝐺𝐵 = ∑ 𝑙(
𝑁

𝑖=1
𝑦𝑖 , 𝑦̂𝑖) + ∑ Ω(

𝑀

𝑚=1
𝑓𝑚)              (11) 

Where: 

• 𝑙(⋅) represents the loss function. 

• Ω(⋅) represents the regularization term. 

 

3.3.5. Deep Neural Network Model 

The DNN component captures nonlinear feature interactions. 

Let the neural network consist of 𝐿 layers. 

The output of the layer 𝑙 is: 

ℎ(𝑙) = 𝜎(𝑊(𝑙)ℎ(𝑙−1) + 𝑏(𝑙))                 (12) 

Where: 

• 𝑊(𝑙)= weight matrix. 

• 𝑏(𝑙)= bias vector. 

• 𝜎(⋅)= activation function. 

The final prediction probability is computed using a sigmoid function. 

𝑃(𝑦 = 1 ∣ 𝑥𝑖) =
1

1+𝑒−𝑧𝑖
                     (13) 

Where: 

𝑧𝑖 = 𝑊(𝐿)ℎ(𝐿−1) + 𝑏(𝐿)                (14) 

 

3.3.6. Hybrid Ensemble Fusion 

The predictions from individual models are combined using weighted probability fusion. 

Let: 

• 𝑃𝑅𝐹= Random Forest probability. 

• 𝑃𝑋𝐺𝐵= XGBoost probability. 

• 𝑃𝐷𝑁𝑁= DNN probability. 

The final prediction probability is: 

𝑃𝑓𝑖𝑛𝑎𝑙 = 𝑤1𝑃𝑅𝐹 + 𝑤2𝑃𝑋𝐺𝐵 + 𝑤3𝑃𝐷𝑁𝑁            (15) 

Subject to: 

𝑤1 + 𝑤2 + 𝑤3 = 1                                        (16) 

Where: 
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𝑤1, 𝑤2, 𝑤3 ∈ [0,1] 

 

Represent the ensemble weights. 

In this study: 

𝑤1 = 0.25, 𝑤2 = 0.35, 𝑤3 = 0.40                  (17) 

 

3.3.7. Privacy Preservation Model 

To ensure privacy protection during data analytics, transaction data are anonymized using PCA-based feature 

transformation. 

Let the original data matrix be: 

𝑋 ∈ ℝ𝑁×𝑑                                          (18) 

 

The PCA transformation is defined as: 

𝑍 = 𝑋𝑊                                           (19) 

where: 

• 𝑊 represents the eigenvector matrix. 

• 𝑍 represents the transformed feature space. 

This transformation removes sensitive information while preserving statistical properties necessary for machine 

learning. 

 

3.3.8. Optimization Objective 

The hybrid model aims to minimise the classification loss. 

min 
𝜃

ℒ = − ∑ [
𝑁

𝑖=1
𝑦𝑖log (𝑦̂𝑖) + (1 − 𝑦𝑖)log (1 − 𝑦̂𝑖)]          (20) 

Where: 

• 𝜃 represents model parameters. 

• 𝑦̂𝑖  is the predicted probability. 

To address class imbalance, SMOTE oversampling is applied during training to balance minority fraud 

samples. 

 

3.3.9. Decision Function 

The final fraud-detection decision is obtained by applying a classification threshold 𝜏. 

𝑦̂𝑖 = {
1 𝑃𝑓𝑖𝑛𝑎𝑙 ≥ 𝜏

0 𝑃𝑓𝑖𝑛𝑎𝑙 < 𝜏
             (21) 

In this study. 

𝜏 = 0.88                            (22) 

Which was selected to maximise the F1 score and fraud-detection performance. 

 

3.3.10. Performance Evaluation Metrics 

The model performance is evaluated using standard classification metrics. 

Accuracy 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
           (23) 
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Precision 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
                   (24) 

 

Recall 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                         (25) 

Specificity 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑇𝑁

𝑇𝑁+𝐹𝑃
                (26) 

F1-Score 

𝐹1 =
2×𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
            (27) 

ROC-AUC 

𝐴𝑈𝐶 = ∫ 𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅)
1

0
      (28) 

 

3.3.11. Output Interpretation 

The final output of the PAHEM model is the fraud probability. 

𝑃𝑓𝑖𝑛𝑎𝑙 ∈ [0,1]         (29) 

The value of the higher value means that it is more likely to be a fraud. The above mathematical formulation 

forms the theoretical basis of the proposed Privacy-Aware Hybrid Ensemble Model (PAHEM) for detecting fraud 

safely. With the feature importance analysis that is based on Random Forest, the gradient boosting classification 

based on XGBoost, and the nonlinear representation learning that is provided by a Deep Neural Network, the 

proposed framework can both learn the intricate relationships in transaction data and be resilient to the class 

imbalance. The ensemble fusion approach integrates the capabilities of the single models via a weighted combination 

using a probability aggregation scheme, which allows the predictive stability and classification accuracy to be better. 

Also, the privacy-sensitive aspect of the framework allows sensitive transaction data to be stored in the anonymized 

form of feature representations and regimented data processing processes [25]. The optimization problem reduces 

classification loss and puts limits on the weights and decision thresholds of the ensemble to obtain optimum precision, 

recall, and false alarm control. Consequently, the PAHEM model will give a scalable and mathematically based 

solution to privacy-sensitive financial fraud detection. According to this mathematical model, the proposed model can 

be easily integrated into ASP.NET and web application infrastructures based on the .NET platform, and fraud 

analytics can be securely implemented through API integration to ensure real-time analytics. The second part 

provides the experimental design, assessment measures, and analysis of the performance, where the usefulness of the 

PAHEM model is confirmed with the publicly available credit card fraud detection dataset. 

 

4. RESULTS AND DISCUSSION 

4.1. Experimental Setup 

In order to test the efficiency of the suggested Privacy-Aware Hybrid Ensemble Model (PAHEM), the 

experiments were carried out with the help of the publicly available Credit Card Fraud Detection dataset presented 

by the Machine Learning Group ULB [24]. The data set consists of 284,807 credit card transactions, out of which 

492 transactions are related to fraud, a very unbalanced problem of classification. The data set is composed of 31 

attributes comprising 28 PCA-transformed variables (V1–V28) and Time, Amount, and target class category. The 

sample was split into training and testing (80:20) without any disproportion between the classes. The Synthetic 
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Minority Oversampling Technique (SMOTE) was used to solve the class imbalance at the training step. The 

suggested PAHEM model combines the feature-importance ranking of the Random Forest model, XGBoost 

classification, and a Deep Neural Network (DNN) into a hybrid ensemble model. The code was compiled in the Google 

Colab environment and written using Python along with Scikit-learn, TensorFlow/Keras, XGBoost, Pandas, and 

Matplotlib libraries. The standard classification measures, such as Accuracy, Precision, Recall, Specificity, F1-score, 

and ROC-AUC, were used to measure model performance. 

 

4.2. Training and Convergence Analysis 

Figure 2 demonstrates the training performance of the PAHEM model in terms of the training and validation 

accuracy curves during several epochs. According to the results, the model will converge quickly, with a training 

accuracy of more than 99 percent within several epochs. The accuracy of validation is always similar to that of 

training, which represents consistency in the behavior of learning. 

 

 
Figure 2. Training and validation accuracy curves of the PAHEM model. 

  

The convergence behavior of the loss can be demonstrated in Figure 3, which shows that training loss and 

validation loss gradually decrease as training progresses. The lack of a dramatic divergence between the two curves 

implies that the model is not overfitting but has high generalization ability. 

  

 
Figure 3. Training and validation loss curves of the PAHEM model. 
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4.3. Confusion Matrix Analysis 

To further evaluate the classification performance of the PAHEM model, the confusion matrix of Figure 4 is 

used. The model rightly categorized 56,847 legitimate transactions and 79 fraudulent transactions, and wrongly 

categorized 17 legitimate transactions as fraud and 19 fraudulent transactions as legitimate. 

 

 
Figure 4. Confusion matrix for the PAHEM model. 

 

In order to visually understand the classification performance when a class imbalance exists, the normalized 

confusion matrix in Figure 5 is provided. The findings indicate that the model is able to recognize 99.97 percent of 

legitimate transactions and is effective in detecting 80.61 percent of the fraudulent transactions. These findings show 

that the hybrid model proposed has a high level of fraud detection, with the false positive rate being very low. 

 

 
Figure 5. Normalized confusion matrix for the PAHEM model. 
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4.4. Comparative Performance Analysis 

To evaluate the efficacy of the offered model, a number of baseline classifiers, such as Logistic Regression, 

Random Forest, XGBoost, and a Multilayer Perceptron (MLP), were compared to PAHEM. 

Figure 6 shows the comparative results in terms of Accuracy, F1-score, and ROC-AUC. The findings reveal that 

PAHEM has almost perfect classification accuracy, with a high balance between the recall and the precision. 

  

 
Figure 6. Performance comparison of models using Accuracy, F1-score, and ROC-AUC. 

 

Individual distances of F1-scores are further compared in Figure 7. Random Forest has the best F1-score (0.831), 

and the proposed PAHEM model has the next-level score (0.814). Even though the F1-scores of Random Forest and 

PAHEM are close, the hybrid model offers better generalization and overall performance on a range of evaluation 

metrics. 

 

 
Figure 7. F1-score comparison across different models. 
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The general performance analysis can also be explained by Figure 8, which shows that the proposed PAHEM 

model shows competitive accuracy and ROC-AUC performance over the existing baseline algorithms. 

 

 
Figure 8. Overall performance comparison across models. 

  

4.5. Precision–Recall Analysis 

Since the dataset is highly imbalanced, the Precision-Recall (PR) curve gives further understanding of the 

performance of fraud detection. Figure 9 illustrates the PR curve of the proposed model PAHEM, in which the model 

attains an area under the PR curve (AUC) of about 0.834. This outcome shows that it has a high level of detecting 

fraudulent transactions and reducing false positives. 

 

 
Figure 9. Precision–Recall curve of the proposed PAHEM model and Existing. 

    

To continue the comparison, the PR curves of all the models in the baseline are shown. Figure 10 shows the ROC 

curve of all models. The proposed model has shown good performance compared to the baseline models, especially in 

the high-Recall area, which is critical in fraud detection applications. 
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Figure 10. ROC curves comparison across models. 

 

4.6. Discussion 

The results of the experiment prove that the suggested PAHEM hybrid ensemble model indicates high levels of 

fraud detection on the rather unbalanced dataset of credit card transactions. The model has a test accuracy of 99.94, 

precision of 0.8229, recall of 0.8061, specificity of 0.9997, and ROC-AUC of 0.9819. Overall performance comparison 

is shown in Figure 11. These findings reveal that the hybrid model is effective in reflecting intricate trends in the 

transaction data through a blend of the tree-based ensemble learning and the deep neural representation learning. 

The use of Random Forest feature selection contributes to the relevance of the feature, whereas XGBoost and DNN 

parts contribute to the nonlinear decision boundaries. According to the Table 2 classification report, the proposed 

PAHEM model has excellent performance regarding legitimate transaction detection, with the precision and recall 

values of 0.9997. This confirms that the model generates very few false alarms on the processing of normal 

transactions. In the minority fraud subgroup, model precision of 0.8229, recall of 0.8061, and F1-score of 0.8144 

indicate that the model was highly effective in detecting fraudulent transactions in spite of the extreme imbalance 

between classes in the data. 

  

 
Figure 11. Performance comparison models. 
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Table 2. Classification Report for the Proposed PAHEM Model. 

Class Precision Recall F1-Score Support 

Normal (0) 0.9997 0.9997 0.9997 56864 

Fraud (1) 0.8229 0.8061 0.8144 98 

Accuracy 0.83 0.98 0.9994 56962 

Macro Avg 0.9113 0.9029 0.9070 56962 

Weighted Avg 0.9994 0.9994 0.9994 56962 

 

The proposed PAHEM framework has a number of merits over the previous privacy-sensitive analytics methods 

mentioned in Section II. First, it can give high performance in prediction and also keep the false positive rates much 

lower, a feature necessary for financial fraud detection systems. Second, the architecture is compatible with ASP.NET-

based web applications, allowing it to be practically deployed on secure financial transaction platforms. Lastly, the 

hybrid ensemble approach is stronger against data imbalance and feature complexity, which is why it applies to large-

scale real-world analytics settings.  

On the whole, the findings confirm that the suggested PAHEM framework may be viewed as an efficient solution 

to privacy-conscious fraud detection and safe financial data analytics, and it is both highly predictive and practically 

applicable in the context of web-based systems. The success of the PAHEM model stems from the combination of the 

strengths of the models. Random Forest allows for better feature selection, XGBoost has better feature interactions, 

and DNN better captures non-linear interactions. Such an approach leads to better generalization and robustness on 

imbalanced data. 

 

5. CONCLUSION 

This paper has offered a Privacy-Aware Hybrid Ensemble Model (PAHEM) for fraud detection in financial 

systems by using transaction systems securely and efficiently. The suggested framework combines the feature 

selection by using the Random Forest with the XGBoost classification and a Deep Neural Network (DNN) in a hybrid 

ensemble structure in order to optimize the results of fraud detection without violating the privacy of the processed 

data. Moreover, it is made to be compatible with ASP.NET and. NET-based web applications, which can be deployed 

into a real-time financial analytics platform.  

The evaluation was done through experimental testing on the dataset of Credit Card Fraud Detection, which 

comprises 284,807 transactions with severe class imbalance. The proposed PAHEM has a high classification 

performance with the test accuracy of 99.94, precision of 0.8229, recall of 0.8061, F1-score of 0.8144, specificity of 

0.9997, and ROC-AUC of 0.9819. The analysis of the confusion matrix indicated that the model correctly identified 

56,847 legitimate transactions with 79 fraudulent transactions, and the number of false positives was very low.  

Comparison of experiments on baseline models, such as Logistic Regression, Random Forest, XGBoost, and 

MLP, revealed that the suggested hybrid model has a competitive and balanced performance in terms of a variety of 

evaluation criteria. The findings of the study prove that the PAHEM framework is efficient in capturing the complex 

patterns in transaction data and offers fraud detection that can be trusted. Moreover, the hybrid architecture enhances 

the robustness of the model because of the strengths of ensemble learning and deep neural networks.  

The ability to integrate with web systems based on .NET architecture makes the proposed framework applicable 

to real-life implementation in financial transaction monitoring and secure data analytics environments. The further 

development of the system will be aimed at improving its privacy-preserving properties by means of using 

sophisticated methods like federated learning, differential privacy, and homomorphic encryption to provide more 

protection to sensitive financial information when it comes to training a model and making an inference. Besides, the 

next generation of research can also consider real-time streaming analytics, security systems based on blockchain 

software, and scalable architectures of cloud deployments to enhance the relevance of the proposed framework to 

large-scale financial systems. 
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